
1

www.nr.no

Privacy technology as a key
enabler for person-centric
Location-based Services

Workshop om LBS og sporingstjenester

Trådløs Framtid, Oslo, 3. September 2009 

Dr. Lothar Fritsch

Norwegian Computing Center

Facts about Norsk Regnesentral

� Independent foundation for applied research

� Financed by

� domestic private companies

� public sector

� The Research Council of Norway 

� EU

� international companies

� Established in 1952 as 
government computing center

� > 58 research scientists

� Turnover 52 MNOK, 7 M EURO
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ICT Research at Norsk Regnesentral
� Security

� Privacy

� Digital forensics

� Risk management

� Public Key Infrastructure (PKI)

� Digital Rights Management (DRM)

� Mandatory Access Control

� Multimedia multichannel

� Video/Audio Streaming

� Multimedia Metadata & 
Databases

� Mobility

� Games

� Digital TV

� Multimedia e-learning tools

� eInclusion

� Universal design

� Product and services 
accessible by as many users
as possible

LBS motivation

� Location-based services can provide personalized, 
context-based, interactive and mobile services.

� Example: Disaster management with notification

� Example: Mobile dating

� Example: Personal navigation with context

� Challenges:

� Large-scale deployment with many partners

� Data retention – law enforcement - profiling
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Legal and business challenges

� …inhomogenous regulation over borders.

Consider privacy and data protection laws, data 

retention, telecommunications secrecy acts, …

� …differences in cultures concerning risk taking, 

acceptable expoitation, and prosecution.

� … various serious (=expensive) business risks.

These have implications for revenue-centric
application deployment of LBS.

In a globalized, mobile infrastructure, we are challenged with…

Trust: Privacy Protection in IT

Privacy
Protection

Flow of
Personal Data

Identity
Management

Collect, Store, Process,
Transfer, Delete

Identify, Authenticate,
Link person, give right

express ownership
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Personal 

Information

Problem

System User risksBusiness risks

Reputation

Loss of image

Loss of branding

Loss of trust

Higher expense
in marketing

Compliance

Fines

Loss of license

Prosecution

Exclusion from
govmt. business

Higher legal 
expense

Lost Opportunity

Exclusion from
international
opportunities

Lose customers
- to competition

Not get new
customers

Higher cost of
acquisition

Self-
Determination

Loss of reputation

Loss of diversity

SPAM and price
discrimination

Higher efforts to
keep control

Intransparency

Confusion on
what others
know

Uncertain future
dangers of loss

Loss of trust

Dossier society

Health &
Freedom

Personal
dangers

Totaliarism

Stalking

Intrusion

Duality of Privacy Risks

Fritsch, Lothar; Abie, Habtamu: 

A Road Map to Privacy Management, Oslo, Norway, 2007 

Approaches: Options

� Implementation using Privacy-enhancing
Technology (PET) and privacy-enhancing identity
management (IDM)

� Definition of access control policies & enforcement

� Location Mixing

Fritsch, Lothar (2008) Profiling and Location-Based Services, in: M. Hildebrandt und S. Gutwirth (Eds.): Profiling the European 

Citizen - Cross-Disciplinary Perspectives, April 2008, Dordrecht, Springer Netherlands, pp. 147-160
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Approaches: T-Mobile prototype

L

U

O

I

policy negotiation

consent

policy negotiation, consent

personal settings, payment

policy negotiation

consent

matching result

location of U

notification

sub-profile, payment

request location, payment

IDM

LBSS

IDM

LM

IDM

LBSC

IDM

LS

LBS Server

LBS Client

Location Matcher

Location Source

Identity Management System

(Jan Camenisch, Lothar Fritsch, Markulf Kohlweiss, Mike Radmacher, and Dieter Sommer:
LBS Application Prototype, “Requirements and Concepts”, PRIME internal presentation, 2005)

Conclusion
� Privacy support is an 

important feature in the

application design phase. 

Designing privacy support 

is a non-tirval, 

interdisciplinary task.

� There is a large number of

methods and research

results to be used.

� A mobile communications

operator is in a key position

to extend its business into

that of an identity & privacy

provider.

Fritsch, Lothar (2007) Privacy-Respecting Location-Based Service Infrastructures: A Socio-Technical Approach to 

Requirements Engineering, Journal of Theoretical and Applied E-Commerce research (2:3), pp. 1-17.
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Process for requirements & 
multilateral security analysis

Fritsch, Lothar (2007) Privacy-Respecting Location-Based Service Infrastructures: A Socio-Technical Approach to 

Requirements Engineering, Journal of Theoretical and Applied E-Commerce research (2:3), pp. 1-17.

Privacy Investment Decision Instruments

System
Environment

Analysis
Instrument

Privacy
Impact

Analysis
Instrument

Counter-

measures

Instrument

Total Cost of

Ownership

Instrument

Design &

Deployment

Instrument

Legal frame

Technical frame

User requirements
Business Models

Threats to privacy

Threat impact model

Impact analysis

Catalog of protection
PET catalog

Insurance coverage

Hope & Pray

Model of cost, 

Effectiveness 
and efficiency of 

privacy protection

Abstraction of PET

into function, 

price and QoS

Business process

model

Life cycle 

Best practices

Assurance

What is the

system 

about?

Where are

the 

problems?

What can 

be done?

What can 

we afford?

How will it  

be put in 

place?
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What can Norsk Regnesentral 
provide?

� Scientific research & consulting in security and 
privacy concepts

� Evaluation of security systems, properties & privacy

impact

� Preparation of certification or audit

� Industry- or publicly funded research

� Open or confidential cooperation
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Questions?


