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Introduction

This report is concerned with Public Key Infrastructure (PKI1), i.e., the infrastructure needed to support
public key cryptography. It will survey the mgor efforts in the field and point out the magor open issues that
need to be solved. The remainder of the report is organized as follows. A brief history of public key
cryptography is given later in this section. Section 2 shortly explains the principles of public key
cryptography and its use. The traditional gpproaches to the main components that comprise the PKI are
described in Section 3 and the issue of privilege management, i.e, management of permissons and
credentias, is discussed. Section 4 deds with the issues of interoperability between the various PKI
redizations, which differ both in terms of models, architecture, practice, etc. A new approach to PKI is
presented in Section 5. Section 6 gives a brief overview of the existing PKI redlizations, and Section 7
points to new research directionsin PKI.

The concept of Public Key Infrastructure (PKI) dates back to the work done by Diffie and Helman in
cryptography. In their 1976 paper, “New directions in Cryptography” [19], they introduced public key
cryptography and clamed that the key management problem was solved. This was done by means of a
modified telephone directory, which they caled Public File. Instead of entries, each with name, address and
phone number, the Public File would contain entries with name, number and public key. To send a
confidentia message, one would find the recipient’s public key by looking him up (by his name) in the
Public File, and then encrypt the message with that public key before sending it to the recipient. Only the
recipient, presumably, holding the corresponding private key can decrypt the message. As aresult of the
properties of public key cryptography, the public key need not be kept secret. The difficult problem of key
management was solved but an equdly difficult problem was introduced, namdly, the problem of naming
and name management.

In 1978, Kohnfelder, in his bachelor thesis a& MIT [39], took up the problem of Public File and its
performance in a network setting. To solve this, he proposed to take each entry of the Public File, namely
the name and the public key, and digitally sgn them. He coined the term cer tificate for this digitaly sgned
verson of the entries in the Public File. These certificates could then be digtributed to anyone who wanted
them.

Inthe 1980’s, ITU (Internationd Telecommunication Union) started an effort about building a directory like
the one proposed by Diffie and Hellman. The directory was to cover dl the people and devices in the
world, and gather al information in one place. The result was a standard, known as X.500 [37], defining dl
characterigtics of such a directory. For authentication purposes, e.g., for granting permission to somebody
to change an entry in the directory, a companion standard, X.509, defining a certificate format was
produced. A X.509 certificate binds a public key to a Distinguished Name (DN), which can be thought
of as a pathname into the X.500 directory, and was supposed to be globaly unique. For the sgning of
certificates, the notion of Certification Authority (CA) was introduced. This was supposed to be some
trusworthy authority with a public key of his own, publicly avalable, who would then digitaly sign the
X.509 certificates.

The Privacy Enhanced Mail (PEM) [38] of ITEF made use of X.509 certificates for the identification of
mall recipients. This effort was carried out around 1990. PEM failed, mainly, because of lack of
infragtructure; there were no Certification Authorities (CAS) in place to issue X.509 certificates. To provide
for certification without CAs, Pretty Good Privacy (PGP) [53] proposed another scheme. PGP allowed
any keyholder to sign the key of any other keyholder, i.e,, to issue certificates, thus forming aweb of trust.
The assumption was that multiple independent sgnatures on a certificate would be as trustworthy as the
sngle sgnature of a CA on the same certificate.

Despite these various initiatives, ill, PKI was not commonplace. In late 1990's, three independent
initiatives (SDSI[49], SPKI [25], PolicyMaker[12]) started out, al based on the assumption that the PKI
5



modd itself was the poblem. What they had in common was the way in which they differed from the
traditiond PKI moded; they used the public key itsdf as the identifier of the keyholder. Of these more
recent efforts, SPKI is il very active and gaining ground.

Latdly, in an effort to make PKI more useful, some initiatives such as United State's Federd Bridge [29],
have tried to tackle the interoperability problems of the traditiona PKI. But, alot of open issues ill need
to be addressed.



Public Key Cryptography
Public Key Cryptography has aroused a lot of interest ever since it was introduced in the 1970s. The

reason why an infrastructure usng public key cryptography is so interesting is that a good PKI makes
authentication, encryption and digital Sgnatures possible with the use of nonsecret information, namely, the
public key.

Traditiondly, cryptography has been peformed by having the two communicating parties agree on a
shared secret before they can start communicating. This secret is usudly caled a key and is used for both
encryption and decryption of messages. Therefore, this kind of cryptography is usudly referred to as
symmetric cryptography. Since the essence of symmetric cryptography is that only the communicating
parties should know the secret key, thereis aneed for an dternative secure channd for the establishment of
the shared secret key between the communicating parties.

Until the 1970's symmetric cryptography was the only form of cryptography avalable. But, in the mid-
1970s asymmetric cryptography was introduced. The mgor difference between symmetric and asymmetric
cryptography is that in asymmetric cryptography there are two keys, called the private and the public key.
Each pair of private-public key has the property that messages encrypted with the public key can only be
decrypted with the private key, and for al practica purposes, it is impossible to compute the private key
from the public key. It is therefore enough that the owner of a private-public key pair keepsits private key
secret, while the public key can be made publically available. In thisway, al that the communicating parties
need to know in order to communicate securely with each other is the other party’s public key, which is
avalable to any entity that needs it, and therefore, there is no need for a secure communication channel for
exchanging these keys.

Use of Public Key Cryptography

The properties of public key cryptography make it possible to use it both for encryption of messages,
sSgning of messages, and for authentication.

Encryption

Public key cryptography can be used to send encrypted messages in a smple way. In this scheme
everybody owns a private-public key pair. To send an encrypted message, al the sender of the message
needs is a copy of the recaiver’s public key, which is publicaly known. The sender then uses this public
key to encrypt the message; this message can be decrypted only by using the corresponding private key
which is held by the recelver of the message only. Since the private key, i.e, the secret information, must
be known only to its owner, key distribution is easer than with symmetric cryptography.

Authentication

Authentication is aso smple with public key cryptography. To authenticate itsdlf to a party, be it a person
or a service, the owner of a private-public key pair has to prove that it has access to the private key. To
accomplish this, a party that wants to authenticate itsdlf, i.e., the authenticating party, sends to the relying
party a random message encrypted with its own private key. The relying party then uses the authenticating
party’s public key to decrypt the message. In this way, the relying party can be sure that the authenticating
party has access to the private key.

Digital Signature
One of the usages of public key cryptography is the digita sgning of messages. The digitd sgnature
process involves a one-way hash function, i.e., a function with the properties that it is mathematicaly very
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difficult to compute its inverse and that it produces a fixed-length value based on the contents of a message.
When digitdly sgning a message, the hash of the message is generated and then encrypted using the
sender’s private key. The signature can then be verified using the sender’s public key, which is publicaly
avalable. The recaiver then knows that the message is Sgned using the sender’s private key, and that the
message has not been dtered after the sender has signed it.

An important issue in the use of public key cryptography is trust. The user of a public key must be sure of
the identity of the owner of the public key. Thisis the problem that public key infrastructures try to solve.
The usud way of doing this is that the public keys are digtributed as a part of a cettificate. The certificate
contains the public key, but dso information that identifies the entity that the public key and the
corresponding private key belong to. The information in the certificate is verified and sgned by a trusted
party, usudly caled the certification authority (CA).

There are many issues in making such an infrastructure trustable and practicdly feasble to deploy. These
issues and the proposed solutions are the subject of the rest of this report.



Traditional PKI

This section discusses the traditional approach to Public Key Infrastructure (PKI1) and the different
components that comprise a generd purpose PKI. It points out issues of both technical and organizationa
nature that still have to be tackled in order to achieve a seamless PKI. It aso briefly describes the related
field of Privilege Management Infrastructure (PMI).

PKIl and its Components

A generd purpose PKI is very complex and involves issues of different natures. All of them arise from the
smple fact that in order to use a public key, one should have an assurance about the authenticity of the key,
i.e, a guarantee that the public key in fact belongs to the entity that claims to own it. This guarantee of
authenticity is achieved by means of a certificate, i.e, a digitaly sgned document binding the identity of the
keyholder to its public key. Digita certificates stand therefore a the heart of PKI.

The introduction of certificates leads to the question of who is ligble for the guarantee of authenticity of a
public key? The answer is a Certification Authority (CA). Although conceptudly smple, the certificate- CA
par involves quite a few technica and organizationa chalenges that necessitate the use of an appropriate
infrastructure, i.e., a PK1. The main components of PKI are detailed in the remainder of this section.

Digital certificates

As mentioned above, adigital certificate associates an identity with the private-public key pair of the owner
of the identity; therefore, the identity must be unique.

The widely used certificate formats are all based on X.509v3 [36]. The basc information contained in a
catificateis

Subject: theindividud or entity being identified by the certificate.

Public key: the public key of the subject, corresponding to its privete key.

Issuer: the trusted authority that has generated and signed the certificate.

Serid number: aunique identifier for the certificate.

Vdidity period: a date indicating the earliest time the certificate can be used and a date indicating
the expiration of the certificate.

Usage: the description of the usage for which the corresponding private-public key pair is vaid.
Digitd sgnature: the digita signature of the issuer.

Although al based on the same basic format, certificates from different CAs are according to different
profiles, use different extensgons and ascribe different semantics to the attributes in a certificate.

This stuation creates problems with respect to naming. The lack of standards for naming, apart from the
defined fields and attributes for encoding names, makes the task of processng names very hard. Actudly,
the directory and the naming issues are congdered by many experts in the field as the mgor issuesin PKI,
in generd, and as an obstacle to interoperability in particular [14][24].

Certification authorities

The main task of a CA is to issue catificates. In order to do so, a CA needs a private-public key pair for
the gpplicant and means to properly identify the gpplicant.



The process begins with the user providing the CA with sufficient information about his identity. After a
stisfactory verification of the supplied identity credentids, the CA generates a public-private key pair for
the user', and creates a certificate for the generated public key; the private key must be transferred in a
secure way to the gpplicant who must store it in a secure storage for later use. Currently, most of this
process is software supported.

Many systems require the ability to recover alost key in order to access information previoudy encrypted
by that key. In such cases, the users private keys are backed up by the CA or a separate key recovery
system.

Generdly, it is assumed that a CA operates out of a vault where his (private) sgning key is very srongly
protected. The cost of such afacility is very high and there cannot be very many of them. A scenario in
which the users, i.e, those applying for certificates, should present themselves to the CA, with proof of
ther identities, would be too expensive for the users who might then have to travel along way. Moreover,
the larger the number of certificate-users that a CA must manage, the harder it becomes to verify ther
identities. In other words, the verification of an identity is more trustworthy when the CA is close to the
actud user. To remedy this Stuation, a Registration Authority (RA) was introduced. That is, there are
many RAs for each CA such that the users can find one close a hand. The task of the RAs isto verify the
identity credentids that the users present and, if gpproved, start the certification process with a CA.

As mentioned earlier, certificates expire; CAs have therefore the renewd of certificates as part of ther
task. The process of renewing a certificate is much smpler. The user presents the certificate it has and by
proving access to the corresponding private key, his identity can be verified. The cetificate can then be
renewed immediately if there is no change in the identification information. Another task of the CAsisto
revoke certificates when necessary, make the fact known to al posshble users of the certificate, and
manage the revocation setus for dl the certificates they have issued. Thisis discussed in more details in a
later section.

Deciding on the length of the key

Cryptography is based on mathematical problems that are extremely hard to solve. Given the proper
amount of time and resources, attackers can bresk any cryptographic key. In generd, the longer the key,
the harder it is to break; therefore, the choice of the length of he key has very much to do with how long
the information to which it is applied should be protected. If the information needs to be protected, e.g., for
five years, then the length should be chosen such that, giventhe current technology, it would take more than
five yearsto bresk it.

Trust models and certification paths

Users mudt trust the CA, which includes the ahility to verify the CA’s sgnature on the certificate. That
requires safe knowledge of the authenticity of the CA’s public key.

Idedly, asingle CA, trusted by dl users, would issue al the certificates. In this case, the users could get the
CA’spublic key in asafe way from the CA and use it for certificate vdidation. However, in the red world,
the model with a single CA is not achievable for both organizational and technica reasons, eg., different
countries having different laws, different needs in different gpplication domains, or technica problems for a
sngle CA to manage a large globa popuétion. It is therefore best to have many CAs each being
responsble for a subset of the user population.

! In principle, the user could himself generate a pair of public-private keys and provide the public key to the CA along
with the identity credentials.
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The modd with multiple CAs while solving the problems involved in the sngle CA mode, introduces
problems of its own. That is, usars will have to trust many different CAs, and must be adle to verify
sgnatures from al of them. The burden of managing multiple CAs is not acceptable for most users; the
remedy to this Stuation isto build trust relationships between different CAs.

Trugt relationships between CAs means that CAs not only issue certificates to users and other entities such
as application servers and network routers, but, dso to other CAs, i.e,, a CA will certify the identity of
other CAs. In dl trust models, the certificate user or relying party must have an initid trust in some entity
of the modd. This initidly trusted entity is caled the trust anchor for that relying party. Each relying party
has the public key of histrust anchor.

To vdidate a recaived certificate which is not issued by the relying party’s trust anchor, the relying party
should follow a set of trust relationships from the CA that issued the received certificate to the CA thet is
his trust anchor. This results in following a chain of certificates, corregponding to the CAsin the set of trust
relationships, dso cdled cetification path. The length of this path is criticd in the performance of a
deployed PKI.

Hierarchical model

The most widdly used trust modd is a drict hierarchy, where the subordinate CAs are atified by the
parent CA, but not vice versa. In this modd, the root CA of the hierarchy is trusted by al relying parties,
i.e, it isthe sole trust anchor in the model. It has a salf-signed certificate and dl relying parties have a copy
of its public key. This modd has severd benefits:

All certificate paths terminate with the root CA certificate; the length of the certification path
depends therefore only on the depth of the hierarchy?.

There is only one certification path for each end-entity. This makes it possible to provide a path to
the root CA to the relying party by having the end-entities include the certificates of dl the CAson
the path dong with their own certificates.

The main drawback of this modd is that it is not possible for the whole population of certificate users to
agree on asingleroot CA, which will be the common trust anchor.

Thismode fits best smdler organizations with a hierarchica structure; it has been used in Privacy Enhanced
Mail (PEM) and more recently, by the U.S. Department of Defense [33].

Peer-to-peer model

In a peer-to-peer trust modd, there is no hierarchy and thereby no root CA and no single trust anchor; any
CA can edtablish a trust relaionship to any other peer CA and thus issue a certificate for that CA, i.e,
cross-certify the other CA. In such amode, userstrust local CAs.

In a fully connected mesh of cross-certifications, where each CA cross-certifies dl the other CAs, the
certification path is very short, but the proportion of the number of needed cross-certificates to the number
of CAs is of the order of rf. This modd is not a very useful one and presents problems with respect to
certificate digtribution.

A more usgful cross-certification mode is one that dlows longer certification paths and a partialy
connected mesh. Cross-certification is most useful where subordination cannot be gpplied and between
different trust domains, e.g., different organizations.

% In amore general hierarchical model, where the parent CA and each child CA certify each other mutually and the trust
anchor of each end-entity is the CA that issued the end-entity’s certificate, the length of the certification path depends
on the distance of the sender and receiver of a certificate in the hierarchy, and finding the certification path is not &
straightforward anymore.
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This model dso has some drawbacks. One is that Snce certification paths are longer and traverse severa

domains, the same level of trust cannot be guaranteed implying decrease in trugt in certificates, eg., some
trust domains have a more drict identification process than others. As there might exist severa paths
between two end-entities, another drawback is the complexity involved in the sdection of an optima

certification path. A third drawback is that as new trust relationships are made and new CAs are added to
the mesh by existing CASs, it becomes harder to see whether one's trust relationship has been extended to
some not fully trusted entity. This brings about the issue of authorization. That is, in addition to PKI

establishing identities, there is a need for an authorization system that lets one assgn different access rights
to one's sysem to different certificate holders. Authorization is handled by Privilege Management
Infrastructure (PM1), discussed later.

An attempt to deploy a cross-certification modd is the US federal bridge initigtive [29]. Thisis a project
where different government agencies can authenticate each others using the bridge CA. They operate with
severa leves of assurance, and the gpproach is standard-driven.

Hybrid trust models

A more flexible trust modd can be obtained by mixing hierarchica and cross-certification models. For
example, enterprises with hierarchicd structures can deploy a hierarchica trus modd interndly, while
conducting inter-enterprise business by deploying a cross-certification modd. Another example of use of a
hybrid modd is in deding with very large hierarchies; some often-used, long certification paths can be
optimized by establishing a direct cross-certification link between the two leaf-CAsinvolved in the path.

Certificate revocation and validation

A cetificate is vaid only within a period of time indicated in the certificate. But, it can be revoked, i.e,
declared invdid by its issuer, before its expiraion time. There are different reasons for revoking a
certificate, eg., a key being compromised as a result of a security attack on a system or the owner of the
certificate leaving the company that had issued the certificate to him. It is therefore crucid to verify the
vadidity of areceived certificate with respect to both its vaidity period and its revocation status.

Certificate vaidation is the process that determines whether a certificate can be accepted as being vdid. It
involves checking different aspects of the certificate:

The digitd dgnature on the certificate must be verified both to ensure that the certificate has not
been tampered with and that the Sgnature isthat of the authority that issued it.

The time a which the certificate is being checked must be within the vadidity period of the
certificate, which is usualy one to two years.

The revocation status of the certificate must be checked to ensure thét it is not revoked.

Syntax and semantics of the certificate must be checked to ensure that the format is right, dl the
mandatory fields and critical extensons are present. It is important that dl critica fields are well
understood.

It must be checked that the use of the certificate use is according to the purpose for which it was
created.

As for the revocation process, when notified of some ground requiring the revocation of a certificate, aCA
must take action to revoke the certificate and must advise dl potentid users of the certificate of the fact.

The mogst widdly used mechanism for revocation is based on Certificate Revocation Ligs (CRL) as
described in [36]. A CA must publish periodicadly a CRL containing the certificates it has revoked. Each
CRL entry condgts of the serid number of the revoked certificate dong with the revocation date and
reason. To ensure the integrity of CRL, it is Sgned by the CA (or some trusted revocation service). In
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order to dlow for the use of the freshest release, the CRL contains the date it has been published and a
date for the next relesse.

To check for the revocation status of a certificate, the recipient of a certificate downloads the CRL, checks
whether the CRL is up-to-date (not an old copy), checks the CA’s dgnature on the CRL, and lastly,
checks whether the certificate’s serid number ison thelist.

Provided thet each recelved certificate should be vaidity-checked, this mechanism will easly bring the
server providing the CRL service to its knees, creating a denia of service Stuation. The Online Certificate
Status Protocol (OCSP) [46] was designed to ease this Stuation. OCSP provides more timely information
about the revocation gtatus of a certficate and is supposed to be faster than the CRL mechanism. An
OCSP sarviceis provided either directly by a CAs or by an authorized responder. For each status request,
the service checks the gtatus of the corresponding certificate directly with the CA, and can therefore
provide a more timely status than that provided by periodica CRLs. Note that the status returned by the
OCSP respomder pertains only to the revocation of the certificate and indicates nothing about the validity
datus of the certificate, i.e., whether the certificate is dill within its vaidity period.

Certificate policy and certificate practice statement

A CA operates based on a Certificate Policy (CP) and/or Certification Practice Statement (CPS) covering
legd and technicad aspects of the certificates and the process of issuing them.

X.509 [36] defines a Certificate Policy as.

“A named set of rues that indicates the gpplicability of a certificate to a particular community
and/or class of gpplication with common security requirements. For example, a particular certificate
policy might indicate applicability of a type of cetificate to the authentication of dectronic data
interchange transactions for the trading of goods within a given price range.”

This definition is dso endorsed by IETFs RFC 2527 [16]. moreover, a CP has a unique identifier
associated with it cdled an Object Identifier (OID), which can be used to refer to a CP, eg., in a
certificate to indicate the policy that gppliestoit.

The Certification Practice Statement (CPS) is defined by the American Bar Association [4] asfollows:

“A certification practice satement may take the form of a declaration by the certification authority
of the detalls of its trustworthy system and the practices it employs in its operations and in support
of issuance of a certificate, or it may be a gatute or regulaion gpplicable to the certification
authority and covering smilar subject matter. It may dso be part of the contract between the
certification authority and the subscriber. A certification practice satement may aso be comprised
of multiple documents, a combination of public law, private contract, and/or declarations.”

RFC 2527 gates that, in summary, the main differences between a CP and a CPS are;

“(@ Mo organizations that operate public or inter-organizationd certification authorities will
document their own practices in CPSs or amilar statements. The CPS is one of the
organization's means of protecting itsdf and pogtioning its business rdaionships with
subscribers and other entities.

(b)  Thereis gtrong incentive, on the ather hand, for a certificate policy to apply more broadly
than to just a Sngle organization. If a particular certificate policy is widely recognized and
imitated, it has great potential as the bads of automated certificate acceptance in many
sysems, including unmanned systems and systems that are manned by people not
independently empowered to determine the acceptability of different presented
certificates.”
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There is no general agreement on the role that each of these documents has. In addition, a proposd for a
model PKI Disclosure Statement (PDS) [5] has been submitted to IETF, as an Internet Draft in November
1999 ([11]). The PDS defines amodd for presenting subsets of information contained in CP and/or CPS,
in a more concise and user-friendly way. It is not intended to replace CP and/or CPS, but, rather as a
more convenient way to convey the appropriate information. It has even been suggested that a PDS is, in
fact, a CP in accordance with the definition in X.500.

Certificate classes

Usualy, the receiver of a certificate would like to be able to judge the degree of trust it can put in the
certificate, and thereby, in the holder of the certificate. One of the mgor factors in the degree of trust isthe
CA’s procedure for verifying the identity of a user; another factor is the liability that the CA is willing to
assume in case of erors. The recipient of a cetificate, the relying party, would therefore need some
metrics to judge the quality of, i.e., the degree of trust that can be put in, a certificate.

The type of information needed to determine the qudity of a certificate is described in the CP and/or CPS
of aCA. A CPand/or CPS can therefore be used asthe basis for determining the certificate's quality. The
task of determining the qudity of a CP must be done off-line by experts. It is tedious, and it involves
reading the document and understanding its technical and legal consequences, and then rating the poalicy.
There is therefore a need for a Sandard scheme for the classfication of the qudity of a certificate. This
classfication should then be made part of the information contained in a certificate. It must so be backed
by evidence, from a neutrd ingtance, that the operation of the CA is according to its palicy.

There have dready been some initiaives in this direction. One class of qudity, qualified certificate, is
defined by the EU directive on eectronic sgnatures. The US federal bridge initidive [29] has dso defined
some classes of quality for certificates, and a CA cross-certifies with the federd bridge a the leve that
appliesto its CP.

Privilege Management Infrastructure

Privilege Management Infragtructure (PMI) was briefly mentioned earlier when trus modds were
discussed. It manages al aspects of usars rights and privileges by issuing, digtributing, revoking, and
storing Attribute Certificates (ACs).

Why do we Need an Attribute Certificate

Having identified and built some trust in an entity holding a vaid public key certificate, heresfter cdled
PK C, does not mean that the entity should be authorized to have full access to the relying party’ s system.

Many systems therefore use the identity certificate to perform identity based access cortrol and/or to carry
privilege rdaed information in an extenson fidd cdled subjectDirectoryAttributes. But, privileges change
frequently and have short lifetimes while a PKC has, relatively, a much longer vaidity period. Therefore, if
a PKC is used for privilege information, changes in the privileges of a certificate holder would result in the
revocetion of the current valid certificate and the issuance of a new certificate with the new access rights.
Furthermore, privileges involve the issue of ddegation, i.e, the ability to transfer one's privileges, or a
subset of them, to some other certificate holder; there is no adequate support for delegation in a PKC.

A PKC istherefore not suitable for privilege rdaed information, and thisiswhy the idea of having atribute
certificates was advanced. The owner of a PKC can thus have many ACs and his rights can change, by
issuing new ACsto him and revoking some existing ones, without affecting his PKC.

A separate AC alows aso for role-based and rule-based access control, which require information not
usudly avallablein PKCs, eg., an AC can beissued for arole or assign arole to an entity.
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PMI Components

The basis of PMI being an atribute certificate, as for the public key certificates, there is a reed for an
authority to issue the ACs. A CA being the authority that issues certificates binding identities to public keys,
does not necessarily mean tha the CA should dso be the authority for authorization certificates. The
authority for authorization s the Attribute Authority (AA); note that the two types of authority may be
combined in a sngle entity. The other components of PMI, introduced in X.509, are a Source of
Authority (SOA) and Attribute Certificate Revocation Lists (ACRLS).

Attribute Certificates

The firg AC format was published in ANSI X.9. Verson 2 of that standard introduced an extenson
mechanism and made the owner field to point to ether an identity or a specific PKC. ITU-T indudeditin
its X.509 standards, in 1997. An dternative sandard, ECMA-219 [21], has been developed by the
EuropeanComputer Manufacturers Association (ECMA). This standard describes a model for distributed
authentication and access control, in which a trusted third party is responsble for authenticating the entities
and providing them priveleges they need for access control, and the corresponding certificate format.
SESAME is a non-commercid product implementing the security components and the certificate formet of
ECMA-219.

The AC is generic enough to dlow any dtribute to be conveyed. Without limiting the atributes and the
extensons that can be included in an AC, it would not be posshle to develop interoperable
implementations;, ANS, ITU-T and IETF have therefore devel oped standard attributes and extensions for
usein v2ACs

ACs are rather short-lived and can be linked to PKCs. The subject of a PKC can thus own many ACsfor
different privilegesin different contexts.

The basc information in ACsis very closeto thet in public key certificates. The main differences are that an
AC does not contain the subject’ s unique identifier, but instead, it contains attributes and a pointer back to
some public key certificate (via its serid number) whose subject is then associated with the privileges
defined in the AC.

Attribute authorities

The responghility of an AA isto delegate privileges to end-entities or other AAs. Of course, in order to do
90, it must hold the privileges himsdf. A privilege that an AA has, has either been ddlegated to it or it isthe
source of the privilegeitsdf.

When an AA deegates a privilege it can redtrict its further delegetion, eg., not dlowing further delegation
a dl or redricting it to a subset of the possble recipients such as other AAs. AAs may dso issue role
certificates that associate privileges with arole and certificates to assgn arole to an entity.

Though, usudly not necessary for short-lived ACs, AAs may have to revoke long-lived ACs. AAs must
therefore indicate whether the ACs they ssue can be revoked and if so, the place where the revocation
information can be obtained. The tasks involved in supporting revocation are issuing revocation notices and
publishing Attribute Certificate Revocation List (ACRL). ACRLs are tored in a directory and a separate
server can handle revocation status requests.

Source of authority

Badcdly, a source of authority isto AAswhat aroot CA isto CAs That is, it is atrust anchor and the
source of dl privileges. SOAs are the sart of dl attribute certificates delegation chains.

Attribute certificate revocation lists
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Attribute certificate revocation lists are supported in the same way as the CRLs and the same format, as for
CRLs, isused for them.

PKIX

The “Internet X.509 Public Key Infrastructure” working group (PKIX) was established in 1995 to develop
Internet standards necessary to support PKIs. The ITU-T Recommendation X.509 iswidely accepted asa
bass for PKI, and defines certificate formats, their fields, attributes and possible extensons, and some
related procedures. The first work item of PKIX was a profile for the X.509 standard.

The X.509 intenson is to make the X.509 certificates usable in many different gpplication contexts. As a
result, many of the certificate fields and extensions alow for different options, and thus, making it hard for
different implementations to interoperate. The profile defined by PKIX redricts the various options to a set
useful for Internet.

Other tasks undertaken by PKIX include a profile for X.509 v2 CRL sandard, development of
operationd and management protocols for the PKI-rdlated information, such as the Certificate
Management Protocol (CMP)[1] for initidizing, certifying, updating and revoking PKI entities, work in the
area of certificate policies and certificate practice satement, and time samping and data certification
sarvices, used to build services such as non-repudiation.

It so defines an architectural mode for Privilege Management Infrastructure (PMI) and give some advices
regarding the implementation of some the PKI components with an emphass on names and ther related
topics.

This section briefly overviews the generd PKI, discussed in the previous sections, in the context of PKIX.

Public Key Infrastructure
PKIX definesaPKI as.

“The set of hardware, software, people, policies and procedures needed to create, manage, store,
distribute, and revoke PK Cs’ based on public key cryptography.”

Furthermore, a PKI is said to comprise five types of components:
Certification Authorities (CAS) that issue and revoke certificates ;

Organizationd Regidration Authorities (ORAS) that vouch for the binding between public keys and
the identity of certificate holders (and possibly other attributes);

End-entities to whom certificates are issued, i.e, certificate holders;
End-entities that vaidate received digitd sgnatures, i.e,, the reying parties,
Repositories that store and make available certificates and the corresponding revocation ligts.

PKIX aso defines an architecture, i.e., the assumed relaionships between the identified components,
depictedin Figure.1.

% Public Key Certificate.
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Figure.l. PK1X Architecture

PKIX Functions

Genegrd functions of PKIs have been discussed earlier in this section; in what follows a brief overview of
them in the context of PKIX isgiven.

Registration

This is the process whereby an end-entity, the subject of the PKC to be issued, identifiesitsdf to the CA,
gther directly or via a RA, by providing its name and other needed attributes for the certificate. This
information must be vaidated by the CA (or RA) in accordance with its Certification Practice Statement.

Initialization

The initid values needed to begin communication with a PKI are obtained during the initidization. An end-
entity obtaining the certificate or the public key of a CA and/or generating public-private key pair for an
end-entity are activities that are covered by initidization.

Certification

The CA issues a PKC for the subject’s public key, and returns that certificate to the subject or pogsitina
repository.
Key pair recovery

Loca policies may require backing up encryption keys or keys used for other purposes such as key
exchange. This is in order to be able to recover the key, if lost, and access information previoudy
encrypted by the key if needed. Archiving of the private key may be done by the CA or a separate key
recovery system.

Key generation
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PKIX dlows for an end-entity to generate its own public-private key pair in its locd environment and
present them to the CA (or RA) dong with the other information when regigtering. Alternatively, the CA
(or RA) can generate the key pair that must then be conveyed to the end-entity in asecure way, eg, inan
encrypted file, on asmart card, etc.

Key update

Key pairs must be replaced on a regular basis; this is because either the key has expired or it has been
compromised.

In the norma case of key expiration, the trangtion from the old PKC and its key to a new PKC with anew
key must be graceful, especialy in the case of updating the key of a CA. This requires suitable mechanisms
to support notifications and the switch of the PKCs.

In the case of akey compromise, the trangtion will not be graceful because of the unplanned nature of the
switch. The PKI must support notification of both the invalidity of the previous PKC and the vaidity and
availability of the new PKC. Compromise of the CA’s key is a catastrophic event that entails the
revocation of the CA'’s cetificate dong with dl the certificates issued by the compromised CA and its
subordinates. Furthermore, there is a need to support out-of-band notification in order to let the users
know of the compromise and the subsequent update.

Cross-certification

In PKIX, a cross-cetificae is a certificate issued by one CA to another CA. Cross-cetification can be
accomplished in only one direction or in both directions. Cross-certificates are usualy issued across
adminigtrative domains, but, they can dso be issued within the same adminidrative domain as well.

Revocation

A PKC, when issued, is expected to be used within its entire validity period; but various circumstances can
cause it to becomeinvaid before its expiration time, and thereby revoked.

PKIX proposes two dternative ways to support certificate revocation: the method described in X.509
based on periodicdly published CRLs, and ontline methods of revocation notification. For the former
method, the X.509 v2 CRL format, profiled by PKIX, is used for information about the revocation status
of acertificate.

PKIX defines a few protocols that support the on-line checking of certificate status, the most widdy used
one is the Online Certificate Status Protocol (OCSP)[46]. Ontline revocation checking reduces the
latency between the revocation of a certificate by a CA and the corresponding notification to the end-
entities. However, this method imposes new security requirement, i.e., the end-entity must trust the ont-line
vaidation service® whereas the CRL repository need not be trusted.

Certificate and revocation notice distribution and publication

The PKI is respongble for the distribution of PKCs and the revocation notices. Certificates are distributed
gther by transferring them to their owners and/or by publishing them in a repository. Revocation notices
may be digtributed by tranamitting them to end-entities, publishing them in a repogitory and/or forwarding
them to an on-line responder.

Privilege Management Infrastructure
PKIX defines a Privilege Management Infrastructure as

* The end-entity must validate the signature of the OCSP-server on the received responses.
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“The set of hardware, software people, policies and procedures needed to create, manage, store,
distribute, and revoke ACS.”

Furthermore, aPMI is said to comprise five types of components.
Attribute Authorities (AAS) that issue and revoke Attribute Certificates (CAS);
Attribute Certificate Users, i.e., end-entities that process ACs,
Attribute Certificate Verifiersthat check the vdidity of an AC;
End-entities requesting actions that need authorization checks to be performed;
Repositories that store and make available certificates and Certificate Revocation Lidts.

As mentioned earlier, the AC is very generic and dlows any dtribute, which is a hinder in the way of
interoperable implementations. PKIX has set out to specify an AC profile for Internet, email, 1PSec
gpplications, etc. This profile will congtrain many of the options dlowed by X.509, eg., AC chans, like
PKC chains, are dlowed by X.509, but in order to smplify the implementation, the AC profile
recommends that they not be supported.

Operational and Management Protocols

Operational protocols are the transport protocols used to carry cetificates, CRLs, and dl related
management information between the different components of the PKIX architecture. PKIX supports
LDAP[13], HTTP[35] , FTP[35] and X.500.

Management protocols support exchange of management requests and information between end-entities
and the management entities, of the PKIX architecture, and between the management entities.

Certificate Management Protocol (CMP)[1] and Certificate Management Messages over CMS®
(CMC)[44] both ded with management message interchange, and Certificate Request Message Format
(CRMF)[45] describes the message formats for management requests and responses.

Note that CMP and CMC can be seen as two competing protocols, and thus contributing to the
complexity of the interoperability problem between different implementations.

The Online Certificate Status Protocol (OCSP)[46] is a protocol for handling requests and responses
about certificate dtatus. It was desgned to overcome the limitations of the traditiond CRL-based
revocation scheme, by providing fast and up-to-date responses to certificate status requests. But OCSP
has some shortcomings of its own: it does neither support verification of certificate sgnatures nor the
vdidation of the chain of certificates on the cetification path. To overcome these shortcomings the Smple
Certificate Vadidation Protocol (SCVP)[42] was designed. It dlows the use of both trusted and untrusted
savers. Trusted sarvers perform the full vaidation service for the relying party while untrusted servers
provide intermediate certificates, involved in the certification path, for client-based path vaidation.

Policies

PKIX defines outlines for certificate policies (CP) and certification practice statements (CPS) in RFC
2527[16]. A CPis used to determine whether a certificate can be applied to an application domain; a CPS
controls the operation of a CA. This document gives guidance to PKI implementers about the issues that
should be covered in CPs and CPSs.

® Attribute Certificate.
® Cryptographic Message Syntax.
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Timestamp and Data Certification services

The time-stamping service, described in [2], provides support for non-repudiation. It is provided by a Time
Stamp Authority, atrusted third party, that Sgns a message to indicate that it existed before a specific time.

The Data Certification Service (DC9)[3], dso provided by atrusted third party, verifies the correctness of
data submitted to it. That is, it can certify the vaidity of an entity’s Sgnature or possession of data by an
entity. As a reault, it produces a vaidation token that can be used as an evidence of the validity of the
dgnature or possession of data at a pecific time.
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Interoperability

A mgor issue in the current state of PKI is interoperability between the various existing solutions.

Interoperability involves different aspects, namely, technical aspects, policy aspects, business aspects and
juridical aspects, as categorized by the Norwegian PKI-Forum report on interoperability [48].

There dready exigts a large number of CAs issuing certificates, which, while dl based on X.509v3 [36],
are according to different profiles and use different extensons. How can a certificate issued in one PKI
domain be used in other PKI domains? To what extent can a certificate issued in one PKI domain,
according to that domain’'s policy, be trusted in other PKI domains? How can a distinguished name
edtablished in one PKI domain be interpreted in another domain, given that the semantics ascribed to the
different name attributes in the cetificate are not usualy the same in different domains. These are but afew
examples of the issues that an interoperability solution has to ded with.

Issues in Interoperability

One of the fundamentd issues in interoperability is the acceptance of digitd Signatures across jurisdictions.
To help this Stuation, many European countries (European Union) as well as USA have passed legidation
to promote digita Sgnatures to the same leve of credibility as hand-written signatures. Another juridica
issue that needs more invedtigation is concerned with the responsibilities and liahility of the CAs and the

relying parties.

Policy and business aspects are closdly related. There are dready standards defining certificate policies and
certification practice satementq16][27][28]. Here, one issue is a raing scheme for the cetificate
policies/certificate practice statements of different PKI domains. The rating will enable a relying party to
determine the degree of trust that can be put in a certificate issued under a given policy/practice satement.

The technical aspect of interoperability is the aspect where the issues are best understood. The issues are
mainly concerned with protocols and formats for exchange of information between end-entities and PKI
sarvices and between PKI services, schemes for sharing information such as certificates and corresponding
revocetion lists, and models for trust relationships.

Many initiatives addressing the interoperability issues are under way and propose solutions to the technica
issues. The solutions to the different technica issues are of different nature.

Issues such as certificate formats, semantics of name attributes and naming conventions, and protocols for
the exchange of PKI-reated information require more standardization efforts. PK1X has undertaken such
an effort for the Internet. The profile defined by PKIX redtricts the various options and extensons of the
genera certificate format of X.509, to a set useful for Internet. PKIX has aso developed operationa and
management protocols for PKI-rdated information. Another Smilar initiative is undertaken by the
American Nationd Standards Inditute (ANSI) that, in its X9F gandard, has defined certificate and
certificate extenson profiles for Banking community. But, still naming related issues pose maor challenges
to interoperability.

The issue of trugt relationship is a the heart of many of the interoperability inititiatives. As mentioned earlier
in the section “Trust models and certification paths”, a globd root CA, to serve as an anchor of trust, for
the whole population of certificate-users is not redigtic, and different PKI domains might need different
trust models depending on the organizationa Structure of the domain. The mgor issue is to maintain trust
across PKI domains, i.e, to establish trusted paths between CAsin different domains. The main dternative
solutions are summarized below. Details on the pros and cons of the different models can be found in [41].

21



Cross Certification

Cross-certification is one CA issuing a certificate to another CA. Its main god is to establish a trust
relationship between two CAs. Cross-certification can be unilaterd or mutud. Note that cross-certification
can aso be gpplied within a single domain to help the performance of the PKI. With the cross- certification
modd, each PKI domain can retain its autonomy.

The Virtua Operation Network (VON) PKI project is a cross-certification initiative where an architecture
for PKI interoperability is implemented [30]. This project dso uses replicated directories instead of
directory chaining.

Bridge CA

In this trust modd, the CA cdled the Bridge CA acts as a mediator, i.e., it introduces one organization to
another. Instead of bilateray cross-certifying each other, each organizations enters into a cross- certification
arrangement with the Bridge CA under one or more certificate policies. Two organizations have a trusted
path through the Bridge CA, where the certificate policies overlap.

An example of such an effort is the American Federa Bridge Certification Authority (FBCA) [29] project
where different government agencies can authenticate each others using the bridge CA. FBCA operates
with severd levels of assurance, and the gpproach is standard-driven. There is a set of standards that the
CA-implementation has to fulfil, especidly regarding the format of the issued certificate, as a refinement of
the X.509 standard. Thereis aso a standard for the directory services used under way.

Another project related to the FBCA is the EDUCASE - NIH PKI interoperability project [8]. Thisisa
pilot project in PKI interoperability, where the service is sgnature on a governmenta form. The participants
of this project are 5 universties that use four different CA implementations. These implementations date
from before the start of the project. The architecture used isa Bridge CA, smilar to the FBCA project.

Cross-Recognition

This modd is being consdered by the Asan Pacific Economic Cooperation (APEC) Telecommunicetions
(TEL) Working Group. This model can be shortly described as independent CAs being licensed or audited
by a mutualy recognized trusted authority. In this way, to authenticate a subject in another PKI domain, a
relying party can use alicensed CA in the other domain[6].

This mode puts additiond burden on the relying party that is now supposed to make the trust decisors.
Cross-Recognition is not suitable where a high degree of trust is desirable,

Certificate Trust List

A Certificate Trust List (CTL) containsalist of “trusted CAS'. It isissued by some CA that has signed it. It
aso contains policy identifiers and other rdlevant information.

The concept is that the relying party trusting the issuer of the CTL isthen alowed to trust dl the other CAs
on thelis. Thereis a nead to establish a wdl-defined sat of criteriato which a CA must adherein order to
become a“trusted CA”.

Accreditation Certificate

This modd is consgdered in the Gatekeeper project of the Audrdian government [9]. The Gatekeeper
Accreditation Certificate (GAC) indicates that a CA is accredited by the Austraian government. Each
accredited CA will have its public key sgned by the GAC, meaning that the subject CA meets the
accreditation criteria of the Audtrdian government. A relying party recognizing GAC as a source of trust
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can then consder trustworthy al the GAC-accredited CAs. In this modd, the Autraian government plays
essentidly the role of aroot CA.

Problem areas

Another noteworthy effort is the PKI chdlenge set forth by EEMA (The European Forum for Electronic
Business) [22]. In this project funded by the European Commission, ten different PKI software providers
tested the interoperability of their products.

The reported experiences from the different interoperability projects identify some problem areas with the
exiding PKI redizations. The main isuues are:

The directory naming schemeis important for the usefulness of the PKI.
The different CA-implementations did not interoperate well.
Different directory servers and different versions of these products did not integrate wel.

Chaining directories was needed, but thisis a part of the X.500 standard that is not brought into
LDAP. Workarounds where therefore necessary.

Too complicated certification paths.
The directory and PKI-implementations in generd were unsable.
PK1 interoperability implementations are lacking.

The main concluson from the EEMA test was that PKI interoperability can be achieved without mgor
problems using amanua process, but the current stlandards are far too complex.
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SPKI

Despite the fact that PKI1 has been around for dready sometime, it is not yet commonplace. Thisis due to
the different legd and technica issues discussed in the sections “Traditiond PKI” and “Interoperability”.
The Smple Public Key Infrastructure (SPKI) initiative [25], started in the late 1990's, proposes an
dternative gpproach to solve the problems of the traditional PKI.

Many are of the opinion that it is the PKI modd itsef that is the problem [17][24]. Thisis dso the basic
assumption of SPKI that, in order to manage proper access to services and information, introduces
authorization certificates in addition to authentication certificates. Its mgor criticism of the traditiona PKI is
that a globaly unique distinguished name for every certificate-holder is not redigtic and thet, in addition,
such agloba 1D would not tell much about the entity it identifies, for authorization purposes. Providing the
necessary information about the entities associated with the global 1Dsin some sort of directory is bound to
raise some privacy issues and is not considered redlistic. The essence of the SPKI gpproach is that it uses
the public key itsdf as the unique identifier of the keyholder.

Ancther gmilar initiative, also started in the late 1990's, was the SDS (Smple Distributed Security
Infrastructure)[ 7]. SPKI has adopted SDSI naming scheme as part of its standard.

According to the “ SPK1 Certificate Theory” document ([25]),

“The SPKI Working Group has developed a standard form for digital certificates whose main
purpose is authorizetion rather than authentication. These structures bind ether names or explicit
authorizations to keys or other objects. [...]The name and authorization structures can be used
Separately or together.”

SPKI certificates

The SPKI cetificates are sgnificantly smpler than the traditiond X.509 cetificates. Two kinds of
certificates are defined, authorization certificates and name certificates. The name certificates are smilar to
the traditiond certificates, Snce they connect a name to a key, while the authorization certificates connect
the key directly to the authorization. Thet is, the holder of the key is granted the right to the authorization,
50 the need for Access Control Lists (ACL) is eliminated.

The certificate is formed usng LISP-style S-expressions. These are parenthesized expressions where the
firg dement in any S-expresson must be a string called the “type” of the expresson. The dements in the
expression can be coded in ASCII, hex or base64. It is also possible to express generd lidts.

(certificate

(i ssuer (ref <ny- key> “Bob
Smth”))

(subj ect <bob-key>)

(not-after 1996-03-19 07:00 )

(tag (*)))

Figure2: An example of an authorization certificate asan S-expression
A SPKI authorization certificate consgts of five fidds:

1. Issuer: A public key or ahash of apublic key that identifies the entity that issued this certificate,
or the reserved word “sdf” for asdf-sgned certificate.

2. Subject: A public key, or amilar, theat identifies the entity being spoken about in this certificate.
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3. Deegation: A Boolean vaue tha denotes if the holder of the certificate can delegate the
authorization to subordinate entities.

4. Authorization: An Sexpresson that defines what the holder of the certificate is authorized to
do.

5. Vdidity dates A not-before date and a not-after date that identifies the period in which the
catificaeisvaid.

A SPKI name certificate conssts of four fields:
1. Issuer: A public key or ahash of apublic key that identifies the entity that issued this certificate,
and that has the name in its name space.

2. Name abyte dring.
3. Subject: A public key, or amilar that the certificate connects to the name.

4. Vdidity dates A not-before date and a not-after date that identifies the period in which the
catificaeisvaid.
In SPK1 there aren’t any global names; ingstead, al names are locd. 1t's possible to reference a namein the

name space of another entity by usng compound names where the first part is the name of the entity thet
owns the namespace, and the second part is the name, in this name space, itself.

Authorization

The main festure of a SPKI authorization certificate is thet it contains a field for authorizetion in the
certificate. Therefore there is no need for the same kind of precise identification of the keyholder as when
ACL’s are used. Usudly it's enough to be able to identify the keyholder if it has abused the authority
granted by the certificate. This dso permits anonymous certificates where it isn't possble to identify the
keyholder. This can be used in Stuations where privacy is more important than identifying the abuser.

The authorization is given by an S-expression in the certificate. For example can the expression
(tag (ftp (host ftp.nr.no) (dir /pub/project) (* set read write)))

express tha the keyholder is authorized to log into ftp.nr.no and get both reading and writing access to the
folder /pub/project.

Delegation

In SPK, it is possible to further delegate the permissions granted by an authorization certificate without
involving the owner of the concerned resources. That is, the subject of an authorization certificate can
exercise any permisson granted by the certificate, and if delegation is dlowed by the certificate, delegate
that permisson or a subset of it to another entity. To achieve this, the certificate holder issues an
authorization certificate with the proper permissons to another entity. The authorization to delegate
permissionsis expressed with a boolean fidd in the certificate.

Validation

Validation can be done in the same ways as for traditiond PKI certificates. Both CRLs and server look-up
can be used. If CRLs are used, it is a requirement that the result of the validation is deterministic. In order
to achieve this, dl CRLs must have avalidity period, and only one CRL can bevdid a a specific time.

In [40], dternative forms for validity management are discussed. Especially, methods for certificates that
only can be used for a specific number of times are examined. This is done by performing online checks
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agang a server that keeps track of the vaidity status of certificates and the number of times they have been
used.
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Existing PKI Solutions

Severa PKI implementations and security software using certificates dready exist, some commercid, some
freeware and some produced by government initiatives. This section gives a brief overview of the most
notable of these implementations.

Web-Browsers

Currently, the most widely used gpplication usng a PKI solution is the web-browser. The used PKI

solution is greatly smplified. The browsers have a pre-ingtalled set of root certificates of trusted CAs and
the web-servers they communicate with may have a certificate issued by one of those trusted CAs. Those
CAs are mainly commercia ones and have a sdf-issued root certificate. It is the implementor of the web-
browser that has taken the decison of which CAs to trust. Note that, the end-users can ingtal root
certificates of other CAs that they trust in their web-browser. Most browsers check the vdidity of the
web-server’s certificate with respect to its validity period but do not support certificate revocation. The
commonly used security protocol for exchange of information between the web- browsers and serversis
the Secure Socket Layer (SSL). When using this protocol, the web-server will firgt send its certificate to
the web-browser that checks the signature using the root certificate of the issuing CA. The browser then
uses the web—server's public key to send a one-time key to the web-server. This approach is regarded as
pretty secure, but Ellison and Schneider point out some security issues, both for PKI in generd, and SSL in
[23]. Transport Layer Security (TLS) [18] has evolved from SSL, and is proposed by IETF as a
replacement for SSL.

PGP

Pretty Good Privacy (PGP) [53] is an e mail aiented PKI solution, alowing for encryption and signing of
e-malls. In PGP, users generate key pars for their own use. Insead of a centrd authority issuing
certificates, users can issue certificates for each other. The degree of trust that can be put in acettificateis
established through a so-caled web of trust. The philosophy behind thisis thet if alarge number of users
issue certificates for a keyholder, thus guaranteeing its identity, this identity becomes relaively secure and
trustable.

GPG

Gnu Privacy Guard (GPG) [32] is a complete and free replacement of PGP, developed by the GNU

foundation. It doesn’'t use any patented agorithms and can therefore be used without any restrictions. GPG
uses the same certificates and protocols as PGP since they both follow the OpenPGP standard [14]; a
message that is encrypted using GPG can usudly be decrypted usng PGP and vice versa. PGP/GPG is
among the most used systems for Sgning and encryption of emalls

Governmental PKIl implementations

Mogt countries have a plan for introduction of PKI, and some have dready implementations available.
There are two different philosophies that dominate. In the one, it's the government that issues the
certificates as in Finland, for example, and in the other, private companies issue the certificates, and
certificate-users can choose which CA they want to use. The government then has to sat up an
infrastructure so that the CAs can be certified, and that the certificates from the different CAs can be used
interchangeably. Norway and USA both are planning to implement this latter philosophy.
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The implementations have so far not got a wide acceptance. Most implementations suffer from few users
and few sarvices. The main reason for thisis that implementation of services using PKI is often expensve,
and snce there are few sarvices, the users have no incentive to obtain a certificate.

Below follows a brief description of the status of two of the firs governmentd PKI mplementations,
namely, those in Finland and Audtrdia

Finland

The Finish government was one of the firs governments to adopt an dectronic ID (elD). In Finland, an
identity card with elD and certificates for encryption and signing has existed since 1999. The identity card
can dso be used as a normd identity card, and is scheduled to replace the normd identity card in autumn
2003. Finland's Public Regidration Centre functions asthe CA, while it is the police that functionsas a RA.
The use of the card is dill limited. At the beginning of 2003, there were only some thousand citizens that
had obtained a card. There are dso a limited number of services available. It's expected that the
introduction of chegper card readers and, eventudly, more services will help the adoption of the card.

Australia

Audrdiawas one of the first countries to implement a nationa PKI with the Gatekeeper initiative [31]. The
Gatekeeper infrastructure was fully operationd in 1998. Gatekeeper functions as a national root CA. It can
certify RAs and CAs. But the use of the infrastructure is dill limited. After 5 years of operation, the Tax
Office is the only department that has fully adopted it for eectronic filing of tax returns. One of the main
reasons for the limited use is the rdaively high cost of implementing a solution that works with the
Gatekeeper.

Status of PKI in Norway

In Norway, the government has the position that the government shal encourage the use of private CAS,
and tha the government later can certify these CAs with respect to public services [26][47]. There have
been severd pilot projects using eectronic Sgnatures within the Norwegian government.

There are two different initiatives for generd PKIsin Norway. Oneinitiative is carried out by Zebsign [52],
a company, owned by Telenor and the Norwegian Pogt, that functions as a CA and ddivers PKI solutions.
The other initiative is BankID [10] that is a cooperation between the Norwegian banks, and where the goa
isto deliver an ID that can be used for dl dectronic bank services, and is common for al the banks. It's
aso planned that this ID can be used as a gnerd PKI certificate. BankiD is supposed to go into
production in the first quarter of 2004.
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PKI and Mobility

Traditiondly, PKI has evolved assuming a rather static environment: a user’s private key(s) and other
private data were stored, encrypted, on some hard drive aways available to that user. But, roaming users
have become a fact of life. They move from one place to another, using different devices, both Stationary
and mobile, with different cgpabilities (from cell phone, to PDAS, to PCs), and possibly wireless networks.
Users should be able to access their keys as needed whether at home or on the move and regardiess of the
kind of device they are using or the type of network they are connected to.

The limited capabilities of certain devices, the narrow bandwidth of some networks, and the mobility of
users themsdves, al have consequences for PKI, and have given rise to new research aress. Different
initiatives and research projects have adready started to address the different issues related to roaming
users. WAP Forum has defined a wirdess PKI for WAP[50], the American National Standards Indtitute
(ANSl) has defined, as part of its X9F dandard for the banking community, short certificates for
bandwidth and storage impaired environments, aprotocol for certification services in ad hoc wireess
networks is described in [51], aproject to build and run collaborative groups over ad hoc networks based
on public key support is presented in [20], an gpproach based on online Credential Serversis described
in [34], to just mention a few. There is Hill aneed to study the full implications of the mobile and wirdess
context for PKI and try to make the various efforts converge.
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Conclusion

For PKI to gain widespread usage, interoperability challenges must be taken up and solutions must be
developed; efficient solutions to checking the vdidity of a certificate in generd [54], and processing of
certificate revocation ligts [43], in particular, are aso of great importance.

The SPKI initiative can be seen as an interesting dternative to the traditional PKI since it addresses both
authentication and authorization and has adopted a naming scheme that seems viable. Y e, its usabdity must
be proved by extensve testing in a redigtic environment. It is only after such experiments that it can be
evauated with respect to ease of use, interoperability between domains, cost of deployment and other
important factors.

Another factor playing an important role in a broader acceptance of PKI, is legidation and agreements, on
both nationd and internationd levels, that support interoperability across PKI domains.

The issues that have been identified as the mgjor obstacles in the way of PKI becoming common place are
listed below:

The naming scheme;

Interoperability among the different PK1 implementations;

Lack of integration between different directory servers and different versons of these products;
Chaining directories, which isapart of the X.500 standard but is not supported by LDAP,
Too complicated certification paths;

The directory and PKI-implementations in genera were unstable.

A trusted certificate vaidation service;

A wedl suited trust modd;

Viable business models to facilitate cooperation between commercid actors.

In summary, exigting PK1 redlizations support a homogenous environment with a very smdl number of CAs
and exactly one directory. Serious efforts on both technica and legal fronts are needed for PKI to become

apat of everyday life.
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Acronyms

AA
AC
ACRL
CA
cMC
CMP
CMS
CcP
CRL
CRMF
CPS
elD
ECMA
EEMA
ETS
FBCA
FTP
HTTP
ICT
IETF
IPSEC
ITU-T
LDAP
NIST
OCSP
ORA
PDA
PKC
PK|
PMI

RFC
SCVP
SDSI
SOA
SPKI
SSL
W3C

Attribute Authority

Attribute Certificate

Attribute Certificate Revocation List
Certification Authority

Certificate management Messages over CMS
Certificate Management Protocol
Cryptographic Message Syntax

Certification Policy

Certificate Revocation List

Certificate Request Message Format
Certification Practice Statement

eectronic ID

European Computer Manufacturers Association
The European Forum for Electronic Business
The European Telecommunications Standards | nstitute
Federd Bridge Certification Authority

File Transfer Protocol

Hypertext Transfer Protocol

Information and Communication Technology
The Internet Engineering Task Force

| P Security Protocol

Internationa Telecommunication Union
Lightweight Directory Access Protocol
Nationa Ingtitute of Standards and Technology
Online Certificate Status Protocol
Organizationa Regidration Authority

Persond Digitd Assgtant

Public Key Certificate

Public Key Infrastructure

Privilege Managemert Infrastructure
Regidtration Authority

Request for comment. Document series from the IETF.
Smple Certificate Vdidation Protocol

Simple Didributed Security Infrastructure
Source Of Attribute

Simple PKI

Secure Socket Layer

The World Wide Web Consortium
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