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Executive Summary

This document describes the implementation of the secure inter-domain service management systems which
have been developed by TRUMPET. It serves as a baseline document for both, the software developersin
TRUMPET, and the system’s operators which need to install and run the software as part of the TRUMPET
trials. Accordingly this deliverable has been organised as a set of handbooks which describe the various
aspects. While the developers handbooks in particular address the details of implementation design, the
installation handbooks describe how to install and run software. Moreover, the security components have
been described in a separate set of handbooks since the security software and documentation will be
distributed to other projects such asthe ACTS MISA project.

As part of the implementation design the developer handbooks describe the details of component
engineering models, APIs and communication interfaces. It presents a refined view on the detailed

component design presented in deliverables 8 and 9 [TRUMPET -D8, TRUMPET-D9] and describes how the
components have been mapped onto the selected implementation technol ogies. While these handbooks are
in particular addressed to the software devel opers, the installation handbook should help systems operators
with the installation and execution of the software. The latter also includes a description of hardware and
software prerequisites for each component so that all the information is given which is needed to set-up a
siteto run the TRUMPET system.

The structure of the document is as follows: Chapter 1 provides an introduction which gives an overall
overview on the TRUMPET management architecture, the security architecture, and the technology
environment. Chapters 2 and 3 present the handbooks describing the implementation design and the
installation of the management system components, while the handbooks for the security components are
presented in Chapter 4 and 5.
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1. INTRODUCTION

The TRUMPET secure inter-domain service management systems have been developed as part of the
activities in Work Package 3, which is responsible for the architectural design, the definition of test
scenarios, and the implementation of the TRUMPET system. To validate the results of the design and
implementation work the TRUMPET system will be executed and tested as part of trials in which real users
work inaTMN domain environment established by National Hosts.

This document isintended to serve as a baseline document for both, the software developersin TRUMPET,
and the system’s operators which need to install and run the software as part of the TRUMPET trials.
Accordingly this deliverable has been organised as a set of handbooks which describe the various aspects.
While the developers handbooks in particular address the details of implementation design, the installation
handbooks describe how to install and run software. Moreover, the security components have been
described in a separate set of handbooks since the security software and documentation will be distributed
to other projects such asthe ACTS MISA project.

As part of the implementation design the developer handbooks describe the details of component

engineering models, APIs and communication interfaces. It presents a refined view on the detailed

component design presented in deliverables 8 and 9 [TRUMPET -D8, TRUMPET-D9] and describes how the
components have been mapped onto the selected implementation technol ogies. While these handbooks are
in particular addressed to the software devel opers, the install ation handbook should help systems operators
with the installation and execution of the software. The latter also includes a description of hardware and
software prerequisites for each component so that all the information is given which is needed to set-up a
siteto run the TRUMPET system.

The structure of the document is as follows: The remainder of this chapter gives an overall overview on the
TRUMPET management architecture, the security architecture, and the technology environment. Chapters 2
and 3 present the handbooks describing the implementation design and the installation of the management
system components, while the handbooks for the security components are presented in Chapter 4 and 5.

1.1 Management System Architecture

TRUMPET focuses on the secure operation of inter-domain management systems within the Open Network
Provisioning (ONP) framework. The TRUMPET scenario shown in Figure 1 involves the following players:
two (or more) Public Network Operators (PNOs), a Value Added Service Provider (VASP), and a number of
customers at various sites- Customer Premises Networks (CPNs) [TRUMPET-D6].

The customers see an end-to-end connection and are not necessarily aware of which PNOs are contributing
to establish the connection. The VASP sees the connection as a set of segments, each supported by a
different PNO, but does not know how each segment has been set up within the corresponding PNO (i.e.,
what ATM switches are used).

The management systems of the players mentioned above form a service provisioning system for
management and provision of broadband (ATM) network connections between two customers/end users.
CPN is a dedicated service in the customer organisation, which already has a contract with the VASP. The
V ASP management system provides network connectivity to customers by utilising the resources of one or
more PNOs. VASP allows customers to create, modify and delete connections, thus effectively providing the
Virtual Private Network (VPN) service to the customers. PNOs provide the physical infrastructure, i.e. the
network, and the adequate management interface to interact with it.
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Figure 1: The TRUMPET Reference Architecture

This scenario thus presents a reasonable view of emerging service provisioning and market players. Within
this context the needs for high integrity and secure management information exchange between the players
can also be clearly seen. That each player must have publicly accessible data network interconnections
there is a clear exposure of both the data in transit and the accessibility of operational interfaces. Further,
the management platforms employed by each player cannot be restricted to that of any individual vendor.
Thus there is also a demand for understanding the robustness impacts of the inter-working of different
technologies. The exposure of data and interfaces points to the need for data encryption and integrity
reguirements for data in transit; the exposure of the interfaces requires access control. Both these security
reguirements imply that the organisations can exchange security information such as public keys, private
keys and access rights. These concerns are the principle focus of the implementation of the security
elements of TRUMPET. These security functions are, moreover, explored in the kinds of technology — both
apparent and emerging — which can be used of open service provisioning. The functional requirements on
the reference architecture are:

VASP receives requests for services from a customer across a TMN like interface Xuser'’. These
requests concern the establishment of inter-domain connections between two customers. The
requirement placed on the VASP consists in finding the best solutions to connect the two customers,
taking into account the requirements concerning the connection (Quality of Service, bandwidth...), the
physical resources available in the PNO domains, and optional criteriarelated to financial costs.

PNO provides the physical infrastructure, i.e. the networks. It has a contract with the VASP, which
knows the entry points of the PNO. During the establishment of the connection, a negotiation takes
place between the PNO and the VASP to reach an agreement for an offer from the PNO which
corresponds to the VASP requests.

Customer is the end-point of the connection. Essentially, two kinds of customer will be considered,
although here they have been merged in a single entity. The customer/end-user is the user of the
application requiring the connection. The customer/network (CPN) is the organisation which will send
the connection request to the VASP. It usually is a dedicated service in the customer organisation, who
has already subscribed a contract with the VASP.

1.2 Security Architecture

The security architecture consists of a set of security components, which can be used by TMN platforms

with open or closed protocol stacks. The distinction is described as:

- For aresearch management platform, the internals of the protocol stack can be accessed for additions
and modifications. In this case, TRUMPET suggests use of the Generic Upper Layer Security (GULS)
specifications and the Transport Layer Security Protocol (TLSP).

For acommercial management platform, security features can only be added on top of the interface to the
protocol stack, i.e. over CMISE or ACSE. Data integrity, confidentiality and non-repudiation are
especially difficult to implement if the protocol stack isnot accessible.

Since TRUMPET has selected acommercial TMN platform for implementation, only the commercial platform
architecture has been further developed into component specifications, and is presented here. However, the
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security architecture is designed to be as generic as possible by insulating the security-relevant code from
the actual environment through an integration layer. Therefore, the applicability of the TRUMPET security
architecture to other management environments (open protocol stack, WBEM) should be straightforward.

TRUMPET's security policies are based on the use of public key mechanisms for authentication and
prescribes the use of Trusted Third Parties (TTP) in the role of Certification Authorities (CA). Synmetric
encryption isused for confidentiality and dataintegrity protection.

The architecture is shown in Figure 2, with dashed lines indicating the components added by TRUMPET,
and solid lines indicating existing components.

f MIB hande L Connedtion E'M!d. ; SMAS
L i ~
applicetion p : :
i GSSAR
.........|.......... e ~
------------- Manegement APt o : : ; :
| SO | : : SMIB
CMISE| |ACsE
: SecAuit
09 sack J
. AccessContral -

Figure 2: Architecture for a Commercial Management Platform.

This security architecture aims at securing communications between a Management Application Entity
(MAE) belonging to a domain and another MAE belonging to another domain. Different MAEs within a
domain may use different security profiles, and the choice of security profileis made during the initialisation
of the security context. Selection of a security profile may be constrained by the mechanisms supported by
an implementation, by internal policies, or by target OS policies. The architecture must support all security
profiles because it is not a priori possible to determine which security policies that will be applied to a
particular X interface. However, some policy decisions inherently affect the architecture, like the decision to
use public key cryptography.

When a MAE belonging to the initiator OS performs inter-domain management operations, it may be
working on behalf of another entity (a human user or another MAE) or on its own behalf. To preserve
privacy of users, and to facilitate management of access privileges (authorisation), the MAE will always use
its own identity and associated set of privileges to perform the management operations on the target OS.
This implies that proper internal security measures must be enforced before human operators or MAES are
given access to the management capabilities of MAES that perform inter-domain management.

To be as independent as possible from the management application and its environments, the security
components are accessed through an Adapter component. Ideally, the interfaces provided by the Adapter
to the application should be identical to the interfaces the application uses for access to the communication
services. Alternatively, a defined interface (like the Generic Security Service APl (GSS-AP!) [RFC 1508])
could be offered from the security components, in which case the applications must incorporate this
interface, and perform necessary transformations on the data passed over the interface.

To achieve a high degree of flexibility to particular security mechanisms, the architecture is based on the
GSS-API. The GSS-API interfaces to a Security Support Object (SSO) used to establish a security context
between the communication parties and to perform security transformations on the application data.

With respect to a commercial management platform, there is some minimal support required for the transfer
of security data between communicating parties. The specific requirements that must be satisfied are:
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The authentication field of ACSE must be supported to establish the security context and for
authentication;

The access control field of CMIS management operations must be supported to transfer security related
information.

The security architecture also requires that agents have control over accesses to the MIB. Thisis necessary
to enforce access control to MOs. Although TRUMPET is responsible for the implementation of agents,
their design may be restricted by tools provided by the platform provider. For example, the code generated
by a GDMO compiler may not be compatible with the introduction of access control mechanisms.

The architecture shown in Figure 2 is &le to support most of the security services required by the
TRUMPET policies. The security services that cannot be fully supported are integrity, confidentiality, non-
repudiation and security negotiations.

When encryption for confidentiality is performed above CMISE, the encrypted data must be inserted into
one of the fields of the particular CM 1S operation being requested. However, most of the fields have specific
pre-defined types that cannot accommodate an encrypted data type. In general, the only exception, and the
only fields that can be encrypted, are the fields used to carry the attribute values to and from the target M1B.

1.3 High-Leve Technology Viewpoint

This section presents the choices for implementation technologies used in the system as described in the
previous sections, at a global or high level. These choices have been made so as to cover a number of
requirements derived from the project goals and demands from the trials scenarios.

Thefigure below gives an overview of the technology viewpoint for this project.

CPN VASP
CPN Inf Comms Comms MIB Control
SUl Access JLDAP Server
=0 Voyager Voyager LDAP Java
HTML + I| |vASP: RMI [ EIl | rmI (JDB)
Java Java SSL SsL
MO
TTP: Support
JLDAP
Java

El2.1

PNO NL
(NEL)

PNO

Figure 3: Overview of Technology Deployment

There are four major sites, each with specific communication needs the; CPN, VASP, PNOs, TTP. These are
communication interfaces external to each domain and are labelled El1-4. Although the components within
each site also have inter process communications, these are not highly problematic and need not be
considered in detail here. The communications channels considered are those which concern inter-domain
security.
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Key toFigure 3:

CORBA: Common Object Request Broker. An Object Oriented RPC like system suitable for building
distributed systems over heterogeneous systems.

LDAP.  Light weight Directory Access Protocol. A slimmed down implementation of X.500.
JLDAP. A JavaAPI to LDAP

HTML: Hyper-Text Mark-up Language. A speciaisation of SGML, adding functionality for linking
material together in a networked environment (although loosing much of the type setting and
document data base functionality of SGML).

Java A trendy programming language plus a set of libraries suitable for building distributed systems
and (light weight) user interfaces. Cross platform portability is provided by defining a Virtual
Machine operating environment, rather than by forcing cross platform development in all
environments and the utilisation of platform independent communications €.g. CORBA or

CMISE)
SNMP:.  Simple Network Management Protocol. For internet based network elements.

RMI: Remote Method Invocation. The low-level functionality for Java communications, in addition to
pipes and sockets.

Voyager: A product which extends / completes Java communications to cover full functionality of such
things as synchronous & asynchronous communications.
SSL

Secure Sockets Layer. A facility in Java for adding confidentiality, integrity and authentication to
the classic socket and pipe communication model.

M4 A OS| management interface at the network and network element level defined by the ATMForum
for ATM network management.

ITP Isthe trusted third party.

Summary of External Interfaces:

ElL Between the Customer Premises and the VASP (customer) server. Using Java facilities. Low-level
over IP (backbone or over ISDN) , High level protocol to support object reference model as
supported by LDAP.

El2 Between clients and TTP site. There are alternatives here supported by SecuDE; LDAP access
over IPor (full) X.500 (TBD).

El3: Between VASP Control server and PNO sites. Xuser over CMIP. Requires Javato CMIP gateway
to be supported via CORBA.

El4: From Network Elements Adapters to network elements. SNMP over | P.
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2. SERVICE MANAGEMENT DEVELOPERS HANDBOOK
2.1 CPN User Application

2.1.1 Technology Object Model

CustomerGUI

Map

NetworkManager

Connection

Site

Queue

CadllbackPanel

Virtua Circuit

TCP/IP Socket

VASP

Figure 4: Engineering Object Model of the CPN User Application

The Map and CustomerGUI components extend class NameConstants in order to share global constants.

CustomerGUI: is an applet designed to display a map on which sites and connections can be displayed
and modified. The map on which the network is displayed is a background image of the applet. Buttons
and checkboxes are placed on the screen in order to allow modification to the network. Events relating
to the use of the buttons, mouse actions etc. are caught and methods of the Map class are called to make
network modifications.

Map: the Map component manipulates the map image displayed in the CustomerGUI applet to show the
location of sites and the connections between them. Map also holds lists of the current sites and the
connections between them.

Connection: an instance of this type exists for each connection on the map. It holds the information
required for each connection and has methods to modify or to obtain information on the connection.

Site: an instance of this type exists for each site on the map. It holds the information required for each
site and has methods to modify or to obtain information on the connection.

10: this component performs the communication between the CustomerGUI and the VASP. It uses a
Queue class to store incoming and outgoing messages. The CallbackPanel passes messages from the
CustomerGUI through to the IO component, prepending a unigue instance Id.

Queue: thisclassis used to buffer message to be sent to, or that have been received from the VASP.

CallbackPanel: this class passes messages from CustomerGUI to the 10, prepending a unique instance
Id.
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NetworkManager: this component handles messages to be passed to/from the vasp and calls
appropriate methods in the Map class to manipul ate the map as required.

VirtualCircuit: thisisaclassto hold arepresentation of avirtual circuit.
2.1.2 Required and supported component interfaces

The CPN user application (the GUI) has only one interface which is a connection to the CPN Trumpet
component viaa socket.

M essages to the CPN: messages are constructed as a string of tokens with the first token indicating the
type of messagethisis. The messages sent are described below.

User Details: the message header contains the string “UserDetails”, the next two tokensin the string are
the distinguished name and the password for the VASP LDAP server.

Get Connections: the message header is“ getConnections, no other string tokens are required.

Create Connections: the message header is “createConnection”. The following tokens describe the
connection details such as site, location etc.

M essages from the CPN: status messages are passed back from the CPN.
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2.2 CPN Server

2.2.1 Engineering Object Mode
The CPN structure closely follows that described in deliverable 8. The component hierarchy is shown below:

CPN
CPN_LIF CPN_SAC CPN_IBCM CPN_SEC
TCP/IP Socket Voyager (CPN to VASP)
Graphical user VASP

interface

Voyager (VASPto CPN)

Figure5: Engineering Object Model of the CPN User Application

All CPN components except for CPN_IBCM extend class CPN_CONSTANTS in order to share global
constants between all components.

CPN: invokes new instances of the other classes required constructing them with suitable parameters to
enable communication with the GUI and VASP. Callbacks from the VASP via Voyager are also handled
in this component as the use of Voyager precludes any other component performing this function. A
new CPN_LIF class is invoked each time a connection is made to the local socket on which the CPN
resides. This component also receives callbacks from the VASP using Voyager. This requires that the
CPN ismade Voyager aware in order that it can be accessed as a remote object from the VASP.

CPN_LIF: is the CPN loca interface for interfacing with the local system (currently via the GUI
application). This component is threaded which allows more than one user to attach to the CPN. When
constructed, the LIF registers itself with the CPN_SAC component. The CPN_SAC keeping a table of
each connection with an associated id.

CPN_SAC: the service access control point to provide a common interface between local facilities and
the VASP. All calls from the LIF and callbacks received from the CPN_IBCM and the CPN itself are
passed through the SAC.

CPN_IBCM: provides the communications interface from the CPN to the VASP and uses VVoyager asthe
interface medium. Voyager alows an association to be made to a remote instance of the VASP and call
methods of the VA SP object such as associate(), get() etc. directly.

CPN_SEC: the security interface will handle security issues such as certification and key exchange.
2.2.2 Required and supported component interfaces

The CPN interfaces on one side to the graphical user interface using a TCP/IP socket and on the other side
tothe VASP using Voyager.

Interface to the Graphical User Interface: the CPN_LIF interfaces to the GUI via a socket. More than
one GUI can be connected to the CPN at any one time, a new instance of a CPN_LIF is created for each
GUI requesting connection. The LIF then listens on the socket for any requests from the GUI.
Currently, all requests from the GUI are passed to the method decodeDBQ which parses any messages
from the GUI and calls methods in the CPN_SAC as appropriate. Messages recognised, and the action
performed by the LIF are described below.
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User Details: the message header from the GUI contains the string “ UserDetails’, the next two tokensin
the string are taken to be the distinguished name and the password for the VASP LDAP server. |If
tokens are received as expected then call the Make Association method in the CPN_SAC as below:

cal | CPN_SAC. MakeAssoci ati on(di stingui shed nane, password)

Get Connections: the message header from the GUI is “getConnections’, call the GetConnections
method in the LIF as below:

CPN_SAC. Get Connecti ons()

Create Connections: the message header is “createConnection”. Create an hew instance of the virtual

connection class and write the tokens from the string received into appropriate variables of the virtual

connection class. Once completed successfully call the ReserveConnection method in the CPN_SAC as
below.

CPN_SAC. ReserveConnecti on(VC);

VCistheinstance of the virtual connection class created.

Interface to the VASP: the interface between the CPN and the VASP is made using the Voyager
package. The CPN_IBCM component performs all interfacing TO the VASP. The IBCM must first
register an instance of the VASP virtual object VAssociationServer. In order for this to be successful,
the VASP must already be up and running. Once the association is made, the CPN can call methods in
the VassociationServer class. Calling associate() on the VassociationServer passes back areferenceto a
V CustomerService class, which also resides in the VASP. The VcustomerService class has most of the
methods which the CPN uses to communicate with the VASP.

V AssociationServer supports the following method:

METHOD associate

SYNOPSIS
VCust oner Servi ce associ at e(di stingui shed nane, password, CPN host URL)

DESCRIPTION

The CPN_IBCM calls associate to make an association to the VASP LDAP server giving the required
distinguished name and password. The path to the CPN is aso given to alow the VASP to create a
reference to the voyager aware CPN. A reference to avoyager aware V CustomerService object on the VASP
is passed back.

V Customer Service supports the following methods:

METHOD get

SYNOPSIS

HashSet h = VCustoner Servi ce. get (
di stingui shed nane,
scope,
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filter,
Attribs);
DESCRIPTION
Returns aVoyager HashSet containing entries from the VASP LDAP server matching the arguments passed.

METHOD create
SYNOPSIS

vcs. create (Entryname, Entry);
DESCRIPTION

Create anew on the VASP with attributes as set in the Entry class passed. The Entry names recognized are
“Customer” to create a new customer and “VASPVPConnection", to create a new connection.

In order to receive communications from the VASP the CPN object requires a VVoyager aware version. This
is constructed from the main() method in the CPN class. This object is then referenced remotely by the
VASP. Currently the only method that the VASP callson the CPN is

public void eventReport(String ConnectionlD, bool ean status)

which is used to pass back the current status of the given connection Id to the CPN.
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2.3 VASP Customer Server

2.3.1 Engineering Object Model

From section seven of D8, “VASP Information and Computational Models’ several computational objects
have to be realised as part of the Customer Server. The Computational objects incorporated into the
Customer Server all form part of the MIB, or Management Information Base. The elements of the MIB are as
follows:

Customer MIB. This contains attributes such as Customer CPN 1D, Termination point ID and Port ID.
Connection MIB. This contains information about connection type, bandwidth and performance.

These are implemented using the classes Customer and VASPVPConnection. Both of these classes are
managed objects are therefore extend the class ManagedObject. As part of the CustomerServer there is a
facility for filtering and scoping for Managed Object selection. This is provided for by having Managed
Objects reproduced along with certain of their Attributes in an LDAP Directory Server. Therefore a mgjor
function of Managed Objects is to make appropriate entries in the Directory Server. This is mostly
accomplished from within the class Managed Object.

M anagedObj ect

Customer V ASPVPConnection

Cl ass Managedbj ect

{

String Distingui shedNane;
Attributelist ALAttributes;
LDAPConnecti on LDAPnyConnecti on;

publi ¢ ManagedObj ect (Entry, LDAPConnecti on)
{

Constructs the managed object and assigns values to the above variables.

protected final void LDAPcreate(LDAPAttri buteSet)
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{
Takes the LDAPALttributeSet passed and constructs an Entry suitable for adding into the LDAP from
this and the Distinguished name.

}

public void AlterAttributes(String, String)

{
Adds an attribute into the AttributeList held by the object.

}

protected final LDAPAttributeSet organi zeAttri butes(bool ean)
{

Takes the AttributeList held in the ManagedObject class and convertsit into an LDAPAttributeSet. If
the value of the boolean is true, then the current Voyager Object Name is used as an LDAPAttribute to
identify the Object. Otherwise anew Voyager Object Name is generated and used.

}

public Entry ReturnSel ectAttrs(String[] )

{
The values of the Attributes held in the AttributeList are selected according to the contents of the
String array passed as a parameter to this method. These are then built up into an Entry and returned.

}

private final CM SException createAppropriateException(int iErr)
{

Generates and returns an appropriate error message.

cl ass Custonmer extends ManagedObj ect

{

public Customer(Entry, LDAPConnecti on)

{
calls the constructor of Managed Object with an Entry and areference to the connection to the LDAP
Directory Server. Then calls organizeAttributes( ) to return an LDAPAttributeSet, adds the attribute
“objectClass’ as being “ Customer”. Then calls LDAPCreate( ) with this LDAPAttributeSet to create the
entry in the LDAP.

}

}

cl ass VASPVPConnecti on extends ManagedObj ect

{
publ i ¢ VASPVPConnection(Entry, LDAPConnecti on)
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Calls the constructor of Managed Object with an Entry and a reference to the connection to the LDAP
Directory Server. Obtains the Connection ID of this particular Connection and adds it as an attribute
using AlterAttributes( ). A message is then passed to the Control Server for it to set up the connection
using reserveConnection( ).

Then calls organizeAttributes( ) to return an LDAPAttributeSet, adds the attribute “objectClass’ as
being “VASPVPConnection”. Then calls LDAPCreate( ) with this LDAPAttributeSet to create the entry
inthe LDAP.

public void createVPSegnent (String, String, String, String, String)
{
Thisis called from the Control Server to allocate the individual PNO Segments.

2.3.2 Required and supported component interfaces

There are two sets of interfaces to the Customer Server. One between the CustomerServer and the code
running on the Customer Premises Network, or CPN and one between the CustomerServer and the
Control Server.

There are currently three methods that interface to the CustomerServer as seen by the CPN:

public synchroni sed VCust oner Servi ce associ ate ( String
Di sti ngui shedNane,

String password,
String address)

public EntrySet get( String BaseDN,
i nt scope,
String filter,
String[] SAattrs)

public void create( String Stype,
Entry Eentry)

public void event Report ( String ConnectionlD, bool ean status)

public void reserveConnection( String VaspVPI d,
String sourceCustld,
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String targetCustld,

String sourceAddr,

String target Addr,

Schedul eType schedul e,
QosSequenceTypeOpt gosPar sOpt)

public void AllocateSegnent ( String Connecti onl D,
String pnol D,
String pnoSegnent| D,
String accesspointl,
String accesspoint2)

public void allocateConnecti on( String ConnectionlD, bool ean status)
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2.4 VASP Control Server

2.4.1 Engineering Object Modd

The controlServer’s class hierarchy is rather flat. The only hierarchy that exists has to do with Managed
Objects (MO) and is shown below:

—| vaspVPConnection |
—| vaspV PSegment |
—| custEndPoint |

Figure 6: Engineering Object Model of the VASP Control Server

The control Server keeps a local copy of the connection MIB for its own use. The objects that comprise the
MIB are instances of the three leaf classes above. The class managedObj is an abstract class containing all
the operation to have to do with the containement tree representing the MIB. For example, by inheriting from
managedObj, all MIB objects are able to insert themselvesinto or remove themselves from the contai nement
tree.

The class VaspVpnManager is the core of the controlServer. Only one instance of it is created. It is
responsible for communicating with the customerServer on the one side, and the PnoConnectionMgr on the
other. It receives customer requests from customerServer and further negociates with and forwards the
requests to the involved PNOs, and vice versa, receives notifications from the PNOs and if necessary
forwards them to the customerServer. As a result of the different received regquests and notifications the
MIB (containement tree) is updated.

The class Control Server acts like a proxy of the vaspVpnManager with respect to the customerServer and
likewise has only one instance. In other words, it is the Control Server that really receives the requests from
the customerServer. It then forwards them with no modification to the vaspVpnManager.

The rest of the classes are only support the functionality of the controlServer such as, reading the route
table or keeping alist of PNOs with active connections to the control Server.

2.4.2 Required and Supported Component I nterfaces

The VASP control Server module interfaces on one side with the VASP customerServer module and on the
other side with the PnoConnectionManager object. This|atter isan OrbixWEB proxy object representing the
Xuser-Agent.

2.4.3 Interfaceswith the customer Server

There are two interfaces defined between the customerServer and the control Server modules. One defines
the methods offered by the control Server to the customerServer and is used to relay customer requests to
the controlServer. The other one defines the methods offered by the customerServer to the Control Server
and is used to send notifications and the result of the requests to the customerServer. They are asfollows:

interface VPNService

{
public void reserveConnection( String VaspVPId,
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String sourceCustld,

String targetCustld,

String sourceAddr,

String target Addr,

Schedul eType schedul e,

QoSSequenceTypeOpt gosParsOpt ) throws vaspException;

public void nodifyConnection( String VaspVPId,
Schedul eTypeOpt schedOpt,
QoSSequenceTypeOpt gosParsOpt) throws vaspException;

public void rel easeConnection( String VaspVPId ) throws vaspException

}

i nterface custoner Server FromCont r ol Ser ver

{

public void allocateConnection( String VaspVPId, bool ean status );
public void activateConnection( String VaspVPId, bool ean status );
public void rel easeRequest( String VaspVPId );

public void nodifyAccepted( String VaspVPId, bool ean status );
public void releaseNotify( String VaspVvPId );

public void notify( String Vaspld ReasonType reason );

public void AllocateSegnent ( String VaspVPI d, String Pnol d,

String VaspSegld, String AccAddr1, String AccAddr2 );
}

i nterface VPConnecti onServi ceQperations
{
public XuserTypes. ReserveConnecti onResul t Type

reserveConnecti on( Xuser Types. ReserveConnecti onl nf oType
connectionlnformation )

t hr ows
PnoConnecti onMyr. _VPConnecti onServi ce. Connecti onRequest Fai | ure,

| E. l ona. Or bi xe. CORBA. Syst emExcepti on

public void

nmodi f yConnecti on( Xuser Types. Modi f yConnecti onl nf oType
connectionl nformation )

t hr ows
PnoConnecti onMgr. VPConnecti onServi ce. Connecti onRequest Fai | ure,

I E. l ona. Or bi xe. CORBA. Syst emExcepti on;

public void
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rel easeConnecti on( Xuser Types. Rel easeConnecti onl nf oType
connecti onl nformation )

t hr ows
PnoConnecti onMgr. VPConnecti onServi ce. Connecti onRequest Fai | ur e,

| E. I ona. Or bi xe. CORBA. Syst emExcepti on;
}

i nterface VPConnecti onServi ceEvent Handl er Oper ati ons

{
public void
activateConnecti onNoti fy( Xuser Types. NameType,

pnol d, Xuser Types. NaneType, vpConnectionld, int status)
throws |[|E. Iona. Orbixe. CORBA. Syst emExcepti on;

public void

rel easeConnecti onNoti fy( Xuser Types. NaneType pnol d,
Xuser Types. NaneType vpConnecti onl d,

Xuser Types. Rel easeReasonType reason)
throws | E.lona. O bi xe. CORBA. Syst enmExcepti on;

public void

connectionNotify( XuserTypes. NaneType pnold, Xuser Types. ReasonType
reason, String eventlnformation )

throws | E.lona. O bi xe. CORBA. Syst enmExcepti on;
}

2.5 VASP CORBA/TMN Gateway

2.5.1 Engineering Object Modéd

The VASP CORBA/TMN Gateway has been introduced throughout the implementation design to provide
the glue between the JAV A -based V ASP management system and the TMN management solution provided
for the PNO domain. Its primary purpose isto map between the TMN Xuser interface to an JAVA -based API
which can be integrated with the VASP Control Server.

The gateway provides a set of adapter objects which exhibit a subset of the TMN Xuser interface. The
interfaces of the adapter objects are defined using the interface definition language (IDL) which is part the
CORBA specification [OMG CORBA]. At the programming level the IDL interfaces are mapped to suitable
programming constructs (i.e. an JAVA API) according to language bindings. The implementation design of
the gateway as shown in Figure 7 represents a refinement of the computational design for the PNO Service
Layer Management which has been described in D8, Section 8.1.2 [TRUMPET -D8g].

The object CORBA/TMN Gateway Server presents the initial object of the gateway which registers the
gateway application with the communications infrastructure. Moreover, it creates two factory objects which
are provided to the VASP Control Server to create and delete instances of the service objects. The gateway
provides two kinds of service objects called VPConnectionService and VPSubscriptionService which
represent the core interface to the PNO Service Management. These objects provide the required
functionality to manage VP connections and to maintain customer access points. Additionally, the
VPConnectionServiceEventHandler provides means to forward event reports of the PNO Service
Management to the VASP Control Server. This object is part of the VASP Control Server and provides
functions which may be invoked by the gateway to indicate event reports as described in D8, section 8.1.2.
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The core implementation of the service objects VPConnectionService and VPSubscriptionService is
provided by the XuserMgrRequestHandler which maps the operations of the service objects down to CMIP
requests using the XMP/XOM API of HP OpenView DM. The request handler also serves as a co-ordinator
for the CORBA and HP-OV communication channels. It realises an event loop which is waiting for

indications of CORBA I1OP or CMIP protocol requests.

VASP Control Server | VASP CORBA/TMN Gatewa PNO Xuser Agent

CORBA/TMN GatewayServer
I |

<<Skeleton>> <<Skeleton>>

VPConnectionServiceFactory| 4—‘ creates creates ’—D VPSubscriptionServiceFactory|

calls <<Implementation>> <<Implementation>>
P| VPConnectionServiceFactory VI Subscr\plionSewiceFaCtory4—!
I

o

calls

creates <<Skeleton>> creates creates <<Skeleton>>

VPConnectionService 4—‘ ’—> VPSubscriptionService

<<Proxy>> <<Implementation>> <<Implementation>>

VPConr iceEventHandler| r VPConnectionService VPSubscnpnonSerwce‘—}

calls

[y

calls

Xuser-Mar Reguest Handler le

Figure 7: Engineering Object Model of the VASP CORBA/TMN Gateway

2.5.2 Required and supported component interfaces

Figure 8 presents an overview on the required and supported interfaces of the VASP CORBA/TMN
gateway. All the supported interfaces are provided to the VASP Control Server which utilises the VP
connectivity services of the PNO Service Layer Management. For the notification on event reports received
from the PNO Service Layer Management a VPConnServiceEventHandler interface is required which is
provided by the VASP Control Server. Moreover, the VASP CORBA/TMN gateway makes use of the Xuser
interface which is provided by the PNO Xuser Agent.

VPConnectionServiceFactory VPSubscriptionServiceFactory
pO- { __VASP CORBA/TMN Gateway | O4
»O i i O4
VPConnectionService VPSubscriptionService
! VASP Control Server i O¢ O s PNO Xuser Agent
1 |
L 3 VPConnServiceEventHandler TMN Xuser L ‘

———P Required interface
-—————0 Supported interface

Figure 8: Required and supported interfaces of the VASP CORBA/TMN Gateway

The remainder of this section only describes the details of the supported interfaces as the required
interfaces are described already in the corresponding sections of required and supported interfaces for the
VASP Control Server (Section 2.4.2) and for the PNO Xuser Agent (Section 2.6.2).
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FUNCTION
PnoConnecti onMyr: : VPConnecti onServi ceFactory::create()

SYNOPSIS
VPConnect i onServi ce create(
in Xuser Types:: NanmeType pnold,
i n VpnManager : : VPConnecti onServi ceEvent Handl er event Handl er) ;

DESCRIPTION

Creates a new service object of type VPConnectionService for the interaction with the Service Layer
Management System of the PNO identified by pnold. The new service object is associated with an event
handler which isreferenced by the eventHandler parameter.

ARGUMENTS

pnold: Identifies the PNO Service Layer Management System. Theidentifier may be either a presentation
string containing the global distinguished name of the PNO MAE or a number which can be mapped to
the distinguished name according to an mapping table of the CORBA/TMN gateway .

eventHandler: Contains an object reference to an event handler object VPConnectionServiceEvent-
Handler which is associated with the new service object. The event handler is triggered by the service
object if an event report from the PNO Service Layer Management System isindicated.

RESULTS

Returns an object reference to the new service object on success. If the service object cannot be created a
nil object referenceisreturned.

BUGS

An exception type should be defined to indicate possible failures (i.e., PNO not found, communication
failure, etc.)
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FUNCTION
PnoConnecti onMyr: : VPConnecti onServi ceFactory:: del et e()

SYNOPSI'S
voi d del et e(
i n VPConnecti onServi ce vpConnectionServi ceRef);

DESCRIPTION

Deletes the service object of type VPConnectionService identified by the object reference given in
vpConnectionServiceRef. After successful deletion of the service object the event handler object which had
been be associated with service object will not be triggered anymore to indicate event reports.

ARGUMENTS

vpConnectionServiceRef: Contains an object reference to an service object of type vpConnection-
ServiceRef.

RESULTS
A
BUGS

An exception type should be defined to indicate possible failures of this operation (i.e., object not found).

Page 27 © 1998 Trumpet Consortium



Implementation AC112/GMD/WP3/DS/R/011/b1 (PLEASE CHECK)

FUNCTION
PnoConnecti onMyr: : VPConnecti onServi ce: : reserveConnecti on()

SYNOPSIS
Xuser Types: : ReserveConnecti onResul t Type reserveConnecti on(
in Xuser Types: : ReserveConnecti onl nfoType connecti onl nfornati on)
rai ses (ConnectionRequestFail ure);

DESCRIPTION

Reserves a new WP connection at the associated PNO according to the details given by the parameter
connectionl nfor mation.

ARGUMENTS
The parameter connectionlnfo, contains the following components:

userld: ldentifies the user of the connectivity service offered by the PNO. According to the
TRUMPET scenario this parameter identifiesthe VASP.

sourceE164AddressOpt: May contain the E164 source address of the customer access point.
destinationE164Address: Contains the E164 destination address of the customer access point.

connectionProtectionLevel Opt: May contain the protection level for the VP connection. Possible
values (if not omitted) are protected, unprotected-lowpriority, unprotected-highpriority.

routingCriteriaOpt: May contain customised settings for the routing algorithm implemented as part
of the PNO’ s connectivity service. Currently no options have been defined for the routing algorithm
used by the TRUMPET PNO Service Layer Management System.

directionality: Identifies the directionality of the requested VP connection. The value may be either
unidirectional or bidirectional.

schedule: Defines the schedule for the requested VP connection.
gosParametersOpt: May contain a set of QOS parameters for the requested VP connection.
RESULTS

Returns an object type ReserveConnectionResultType on successful operation. This object contains the
connection id for the schedule connection and may additional contain the select source customer access
point. If the operation fails an exception of type ConnectionRequestFailure is raised which contains an
object of type ReasonType. In the current implementation of the CORBA/TMN gateway this object will
contain an error number.

BUGS

Instead of a general ConnectionRequestFailure exception which provides an error number, there should be
rather several exception types defined for different types of errorswhich may occur.

SEE ALSO
PnoConnecti onMyr: : VPConnecti onServi ceFact ory
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FUNCTION
PnoConnecti onMyr: : VPConnecti onServi ce: : nodi fyConnecti on()

SYNOPSI'S
voi d nodi f yConnecti on(
i n Xuser Types: : Modi f yConnecti onl nfoType connecti onl nf ormati on)
rai ses (Connecti onRequest Fail ure);

DESCRIPTION

Modifies the characteristics of an pending or scheduled VP connection at the associated PNO as identified
by the parameter connectionlnformation. Modifications of both the schedule and the set of QoS parameters
are possible.

ARGUMENTS
The parameter connectionlnfo, contains the following components:

userld: ldentifies the user of the connectivity service offered by the PNO. According to the
TRUMPET scenario this parameter identifies the VASP.

connectionld: Identifies the VP Connection to be modified.

schedul eOpt: may contain a new schedule for the given VP connection.

gosParameter sOpt: May contain a set of QOS parameters for the given VP connection.
RESULTS

Nothing is returned on successful operation. If the operation fails an exception of type ConnectionRequest-
Failure is raised which contains an object of type ReasonType. In the current implementation of the
CORBA/TMN gateway this object will contain an error number.

BUGS

Instead of a general ConnectionRequestFailure exception which provides an error number, there should be
rather several exception types defined for different types of errors which may occur.

SEE ALSO
PnoConnecti onMyr: : VPConnecti onServi ceFactory
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FUNCTION
PnoConnecti onMyr: : VPConnecti onServi ce: : rel easeConnecti on()

SYNOPSIS
voi d rel easeConnecti on(
i n Xuser Types: : Rel easeConnecti onl nf oType connecti onl nf ormati on)
rai ses (Connecti onRequest Fail ure);

DESCRIPTION

Releases an pending or scheduled VP connection & the associated PNO as identified by the parameter
connectionl nformation.

ARGUMENTS
The parameter connectionlnfo, contains the following components:

userld: ldentifies the user of the connectivity service offered by the PNO. According to the
TRUMPET scenario this parameter identifiesthe VASP.

connectionld: Identifies the VP Connection to be released..
RESULTS

Nothing is returned on successful operation. If the operation fails an exception of type ConnectionRequest-
Failure is raised which contains an object of type ReasonType. In the current implementation of the
CORBA/TMN gateway this object will contain an error number.

BUGS

Instead of a general ConnectionRequestFailure exception which provides an error number, there should be
rather several exception types defined for different types of errors which may occur.

SEE ALSO
PnoConnecti onMyr: : VPConnecti onServi ceFact ory
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FUNCTION
PnoConnecti onMyr: : VPSubscri pti onServi ceFactory::create()

SYNOPSIS
VPSubscri ptionService create(in XuserTypes:: NameType pnold);

DESCRIPTION

Creates a new service object of type VPSubscriptionService for the interaction with the Service Layer
Management System of the PNO identified by pnold.

ARGUMENTS

pnold: Identifies the PNO Service Layer Management System. Theidentifier may be either a presentation
string containing the global distinguished name of the PNO MAE or a number which can be mapped to
the distinguished name according to an mapping table of the CORBA/TMN gateway .

RESULTS

Returns an object reference to the new service object of type VPSubscriptionService on success. If the
service object cannot be created anil object reference isreturned.

BUGS

An exception type should be defined to indicate possible failures (i.e., PNO not found, communication
failure, etc.)

FUNCTION
PnoConnecti onMyr: : VPSubscri pti onServi ceFactory:: del et e()

SYNOPSIS
voi d del ete(in VPSubscriptionService vpSubscriptionServiceRef);

DESCRIPTION

Deletes the service object of type VPSubscriptionService identified by the object reference given in
vpSubscriptionServiceRef. After successful deletion of the service object the event handler object which
used to be associated with service object will not be triggered anymore to indicate event reports.

ARGUMENTS

vpSubscriptionServiceRef: Contains an object reference to an service object of type vpSubscription-
ServiceRef.

RESULTS
£
BUGS

An exception type should be defined to indicate possible failures of this operation (i.e., object not found).
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FUNCTION
PnoConnecti onMyr: : VPSubscri pti onServi ce: : creat eAccessPoi nt

SYNOPSIS
voi d createAccessPoi nt (
in XuserTypes::ldentifierType userld,
in Xuser Types:: NaneType accessPointld,
in Xuser Types: : E164Addr essType E164Address)
rai ses (lnvalidAccessPoint);

DESCRIPTION

Registers a customer access point with PNO Service Layer Management System for the user identified by
the parameter userld. Note, that in the TRUMPET scenario the user role is always taken by the VASP
management system which may register access points on behalf of its customers. The new access point is
identified by accessPointld which serves asthe value for the naming attribute of the created object instance
within the PNO Service Layer Management System. The third parameter defines an globally unique number
which is associated with the new access point.

ARGUMENTS

userld: Identifies the user of the connectivity service offered by the PNO. According to the TRUMPET
scenario this parameter identifiesthe VASP.

accessPointld: Serves as the value for the naming value of the object instance to be created within the
PNO Service Layer Management System. For the given user the identifier provided has to be unique.

E164Address: Defines an globally unique number which is associated with the new access point.
RESULTS

Nothing is returned on successful operation. If the operation fails an exception of type InvalidAccessPoint
israised which indicates an invalid access point identifier or an invalid E164 address.

BUGS
Additional exception types should be defined to indicate the error conditions.

SEE ALSO
PnoConnecti onMyr: : VPSubscri pti onServi ceFactory
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FUNCTION
PnoConnecti onMyr: : VPSubscri pti onServi ce: : del et eAccessPoi nt

SYNOPSI'S
voi d del et eAccessPoi nt (
in XuserTypes::ldentifierType userld,
i n XuserTypes:: NaneType accessPointld)
rai ses (Not Found);

DESCRIPTION

Removes a customer access point from the PNO Service Layer Management System for the user identified
by the parameter userld. Note, that in the TRUMPET scenario the user role is always taken by the VASP
management system which may register access points on behalf of its customers. The access point to be
deleted isidentified by accessPointld. Note, that access points can only be deleted by its creator.

ARGUMENTS

userld: Identifies the user of the connectivity service offered by the PNO. According to the TRUMPET
scenario this parameter identifiesthe VASP.

accessPointld: Serves as the value for the naming value of the object instance to be deleted within the
PNO Service Layer Management System. For the given user the identifier provided hasto be unique.

RESULTS

Nothing is returned on successful operation. If the operation fails an exception of type InvalidAccessPoint
israised which indicates an invalid access point identifier.

BUGS
Additional exception types should be defined to indicate the error conditions.

SEE ALSO
PnoConnecti onMyr: : VPSubscri pti onServi ceFactory

2.6 PNO Xuser-Agent

2.6.1 Engineering Object Mode

The PNO Xuser-Agent realises the PNO Service Layer Management System which provides the VP
Connection Management Service. This service qualifies the VASP Management System to manage a
segment of an end-to-end virtual path between to customer access points of the public network domain.

The implementation design of the Xuser-Agent (see Figure 9) is based on the computational of the PNO
Service Layer Management which has been described in D8, Section 8.1.2 [TRUMPET-D8]. The TMN
Xuser-interface provided the Xuser-Agent has been adopted from the MISA project according to the
agreements between the TRUMPET and MISA projects. However, TRUMPET uses only a subset of the
Xuser-interface, namely those functions for the connection management (MISA Path Provisioning Ensemble
[MISA-D3-Al]) as well as some basic functions provided with the subscription management (MISA
Subscription Ensemble [MISA-D3-A2)).

The object PNO Xuser Agent Co-ordinator presents the initial object of the Xuser-Agent which registers
application with communication infrastructure, and creates the basic agent object, namely the MIT Manager
and Agent Request Handler. The MIT Manager is responsible for data management of the Management
Information Base and provides functions to invoke operations on the contained Managed Objects. The
Agent Request Handler realises an event loop which awaits indications for CMIP operation requests.
Moreover, the Agent Request Handler initially creates the Dispatcher Object which maps CMIP request to
operations called on Managed Object maintained by the MIT Manager.

Operations invoked on a Managed Objects will change the state of the Management Information Bases and
may also result in operation invocations on a managed resource. In particular this is the case for the
operations provided by GBCServiceProvider which are mapped internally to corresponding operation
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invocations on the underlying PNO Network Layer Management System. The handling of the operations of
the Network Layer Management System is provide by PNO Network Management.

CORBA/TMN Gateway PNO Xuser-Agent SL-OS | PNO NL-OS
PNO Xuser Agent Co-ordinator
<MO Implementation>:
GBCMUser
creates creates
<MO Implementation>:
GBCMTroubleReport
MIT Manager <MO tation>:
I GBCMServiceProvider|
Iy <MO Implementation>:
» GBCMAccessPoint
calls
<MO Implementation>:
GBCMUser-Serv.Profile
Dispatcher
Y calls
creates calls
calls 2 calls
| Agent Request Handler 1 Network Manager. le
+ 14
L 1

Figure 9: Engineering Object Model of the PNO Xuser-Agent

2.6.2 Required and supported component interfaces

The external interface provided by the Xuser-Agent corresponds to the X user-specification which has been
developed by the MISA project [MISA-D3A1]. It istherefore not described herein detail. The latest release
of the MISA Xuser specification which has been used as a basis for the implementation of the PNO Xuser-
Agent can be found in Section XX X. In the remainder of this section only the basic operations provided for
the connection management are described.

ACTION TYPE
reserveGBCConnecti on

BASE OBJECT CLASS
GBCMsSer vi ceProvi der

BASE OBJECT INSTANCE
GBCMsSer vi ceProvi der instance

DESCRIPTION

This action is performed by the GBCM User which requests a GBC connection reservation from the GBCM
Service Provider. The result of this action is the acceptance or reject of the connection reservation request
(regarding the start time, the stop time and eventually the periodicity requested). If the connection
reservation is rejected, the reason is returned (not available resources, not possiblein theinterval time,...). If
the connection reservation is accepted, a gBCConnection object instance is created.

ACTION INFORMATION

Theinformation type reserveGBCConnectionlnformation, contains the following components:;
gBCMUserld: Identifies the user of the connectivity service offered by the PNO.
sourceE164Address: May contain the E164 source address of the customer access point.
destinationE164Address: Contains the E164 destination address of the customer access point.

connectionProtectionLevel: May contain the protection level for the VP connection. Possible values
(if not omitted) are protected, unprotected-lowpriority, unprotected-highpriority.

Page 34 © 1998 Trumpet Consortium



Implementation AC112/GMD/WP3/DS/R/011/b1 (PLEASE CHECK)

routingCriteria: May contain customised settings for the routing algorithm implemented as part of
the PNO'’s connectivity service. Currently no options have been defined for the routing algorithm
used by the TRUMPET PNO Service Layer Management System.

gBCType: Identifies the type of connectivity service to be used. The current Xuser-specification
definesthe ATM and SDH Path Provisioning Service (APPS, SPPS).

gBCDirectionality: Identifies the directionality of the requested VP connection. The value may be
either unidirectional or bi-directional.

gBCSchedule: Defines the schedul e for the requested VP connection.
gBCPPSparameters: May contain a set of QOS parameters for the requested VP connection.
ACTION RESULT

On successful operation the action results of type modifyGBCConnectionResult contains the connection id
for the schedule connection and may additional contain the select source customer access point. If the
operation fails the result contains an error number.
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ACTIONTYPE
nodi f yGBCConnecti on

BASE OBJECT CLASS
GBCMsSer vi ceProvi der

BASE OBJECT INSTANCE
GBCMsSer vi ceProvi der instance

DESCRIPTION

This action is performed by the GBCM User requesting the modification of the GBC connection. In case of
SPPS (SDH), it is possible that modification is not supported. In this case the action request will be
rejected.”

ACTION INFORMATION

The information type modifyGBCConnectionl nformation, contains the following components:
gBCMUserld: Identifies the user of the connectivity service offered by the PNO.
gBCConnectionld: Identifies the VP Connection to be modified.
gBCSchedule: May contain anew schedule for the given VP connection.
gBCPPSparameters: May contain a set of QOS parameters for the given VP connection.

ACTION RESULT

On successful operation the action results of type modifyGBCConnectionResult contains nothing. If the
operation fails the result contains an error number.
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ACTION TYPE
rel easeGBCConnecti on

BASE OBJECT CLASS
GBCMsSer vi ceProvi der

BASE OBJECT INSTANCE
GBCMsSer vi ceProvi der instance

DESCRIPTION

This action is performed by the GBCM User requesting the clearing down of the GBC Connection. This will
delete the gBCConnection object instance.

ACTION INFORMATION

The information type releaseGBCConnectionl nformation, contains the following components:
gBCMUserld: Identifies the user of the connectivity service offered by the PNO.
gBCConnectionld: Identifies the VP Connection to be rel eased.

ACTION RESULT

On successful operation the action results of type releaseGBCConnectionResult contains nothing. If the
operation fails the result contains an error number.
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3. SERVICE MANAGEMENT INSTALLATION GUIDE
3.1 CPN User Application

3.1.1 Hardwareand software pre-requisites

The CPN User Application (the GUI) is a Java application and therefore it should be possible to run on any
machine capable of running Java. N.B. in order to ensurethat the user application works correctly with the
widest number of browsers, use JDK version 1.0.2 to compile it. Unfortunately, not all browsers which
claim to work with higher versions of Java do so in the correct manner, i.e. they have bugs. The file
CustomerGUI.html isthefile that isinvoked by the browser.

Parameters within the CustomerGUI.html file may require modification. These set the name of the host on
which the GUI will be run (default = localhost) and the socket with which communication is made with the
CPN (default = 3001).

Components needed for the GUI

The GUI components themselves, all in asingle directory.

A web browser which supports Java 1.0.2 or the appletviewer from the JDK used to compile the GUI
JDK for 1.0.2 for compilation if required.

3.1.2 Ingallation and configuration ingtructions

The software will be provided as a set of files, or the same filesin .zip format. Copy/uncompress all filesto a
single directory.

The application is completely written in Java. If it is required to compile the Java code, make sure that the
path variable contains the path to JDK 1.0.2 binary files and execute the following command

Javac* java
Thiswill create al the required classes.

Parameters within the CustomerGUI.html file may require modification. These set the name of the host on
which the GUI will be run (default = localhost) and the socket with which communication is made with the
CPN (default = 3001).

3.1.3 Runtime

To run the user application, select the CustomerGUI.html file from a web browser package. Or use the JDK
appletviewer program to invoke the same file with the command

<path to JDK binary files>/appletviewer Customer GUI.html
3.1.4 Version/release history
Version 2.0 to be released December 1997
3.15 1.25 Known bugs

None.

3.2 CPN Server

3.2.1 Hardware and software pre-requisites

The CPN is a Java application as are the associated packages. Thus it should be possible to run the CPN on
any machine capable of running Java. Components needed for the CPN:

The CPN components themselves, placed in asingle directory.
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Copies of the VASP Voyager aware classes V AssociationServer and V CustomerService
Objectspace Voyager 1.0

Objectspace JGL Version 2.0.2

Netscape LDAP Java SDK 1.0

JDK for 1.1.4 for compilation if required.

3.2.2 Ingallation and configuration instructions

The software will be provided as a set of files, or the same filesin .zip format. Copy/uncompress all filesto a
single directory.

The application is completely written in Java. If it is required to compile the Java code, make sure that the
path variable contains the path to JDK 1.0.2 binary files and execute the following command

javac* java

The classes VAssociationServer and VCustomer Service provide the interface to the VASP and must be
placed in the same directory asthe CPN classes. Up to date versions of these classes must be obtained from
the authors of the VASP component.

The environment variable CLASSPATH must include references to the following:
voyagenlib\voyager1.0.0.jar
jghjgl_2 0
netscape\ldap\classes

The PATH environment variable should include references to the Java JDK (1.1.4) binary and Voyager
executables directories. Ensure that the VASP Voyager objects are placed in the same directory as the CPN
server classes.

3.2.3 Runtime

Toinitiate the CPN execute the following command line:

java CPNServer <Socket to GUI> <VASP host> <VASP server port>

If no arguments are given, default values are used as listed below:
Socket to GUI = 3001
VASP host = "loca host"
VASP port = 8000

3.24 Version/release history
Version 2.0 to be released December 1997

3.2.5 Known bugs

None.
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3.3 VASP Customer Server

3.3.1 Hardwareand software pre-requisites.

The software for the CustomerServer is comprised of the following classes. AssociationServer,
CustomerService, VASPVPConnection, Customer, VPSegment and the following associated classes for
handling datain the form of entries and its components: Attribute, AttributeList, Entry and EntrySet.

The files ControlServer.java and CustomerServercomm.java which facilitate communication between the
CustomerServer and the Control Server.

Also included is the file Trumpet.new.ldif, which is used for building up the LDAP database and classes
which are used purely for testing purposes and which simulate the operation of other components of
Trumpet. These are: VASPgui.java, VCPN.java and CPN.java, which act as the CPN component, and
SharTest.java and vaspVpnManager.java which represent the operation of the ControlServer. It is
envisaged that these will eventually be discarded and the real CPN and Control Server components will be
substituted.

Thefollowing will be required in order to run the classes that comprise the CustomerServer properly:
JDK 1.1.3 or later installed and available.
An LDAP Directory server. Currently Netscape's Directory Server 1.02 is being used.
ObjectSpace’ s Voyager 1.0.0 installed and available.
Netscape’' sLDAPjava SDK 1.0 available.

Objectspace’ s JGL 2.0.2 set of Data Structure classes.
3.3.2 Ingallation and configuration ingructions

The software will be provided as a set of files, or the same filesin .zip format. Copy/uncompressall filesto a
single directory.

The application is completely written in Java. If it is required to compile the Java code, make sure that the
path variable contains the path to JDK 1.1.4 binary files and execute the following command

javac* java
The environment variable CLASSPATH must include references to the following:
voyager\lib\voyager1.0.0.jar
jghjgl_2 0
netscape\ldap\classes

The PATH environment variable should include references to the Java JDK (1.1.4) binary and Voyager
executables directories. Ensure that the VASP Voyager objects are placed in the same directory as the CPN
server classes.

3.3.3 Runtime
Execute the following instructions:
1. javaAssociationServer.

2. Build up adatabase in the LDAP Directory Server using the file Trumpet.new.ldif which is supplied with
therelease.

3. Run the CPN programs and when they call the Associate method supply a distinguished name, the
Directory Server password and the URL of the machine the CPN is running on. Using the supplied CPN
program the following would be entered:

java CPN “cn=Directory Manager, o=vasp” Directory-Server-Password URL-of-CPN-machine
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3.3.4 Version/releasehistory

Version 1: November 1997.

3.3.5 Known bugs

None.

3.4 VASP Control Server

3.4.1 Hardwareand software pre-requisites.

Thefollowing will be required in order to run the classes that comprise the Control Server properly:
JDK 1.1.3 or later installed and available.
IONA OrbixWeb 2.1 RunRime

3.4.2 Runtime

This module is started by running the startContServer java class. This class contains only one main
method that creates one instance of the vaspVpnManager class. The main method expects one parameters
which is the Id of the VASP used in communication with the PNOs. Moreover, the control Server module
uses a routing table containing static routing information. The routing information should be described in a
file, the routing table, prior to starting up the VASP.

The full name of this tablefile, i.e., the full path-name plus the file name, is made known to the control Server
by means of Java's property mechanism. The property name chosen for the route table is
ROUTETABLE_PATH. The value of this property is set by mean of the -D option of the java command. For
example, assuming that the routing information is in the file myRoutingTable with a full path
myRoutingTablePath, and that the Id of the VASP is TRUMPETVasp, one should start up the VASP in the
following way:

java-DROUTETABLE_PATH=/myRoutingTablePath/myRoutingTable
startContServer TRUMPETVasp
Notethat if the ROUTETABLE_PATH isnot set, no connection can be managed/set up.
Theformat of thisfileis given below in the form of an examplethat illustratesits content:

cpnld: NR
accesspoint: NRAImSW1

pnold: pnoNorway
accesspoint: nAccessAddressl
accesspoint: nAccessAddress2

pnold: pnoSwiss
accesspoint: swAccessAddressl
accesspoint: swAccessAddress2

pnold: pnoScotland
accesspoint; scAccessAddressl
accesspoint; scAccessAddress2

cpnld: EPFL
accesspoint: EPFLAMSW5

The semantic of thistable isthat the access point of the first customer (NR) connects to first access point of
the following PNO (pnoNorway), and the second access point of that PNO connectsto the first access point
of the next PNO (pnoSwiss) in thelist, and so on. Finally, the second access point of the last PNO in the list
(pnoScotland) connects to the access point of the other customer (EPFL).
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3.4.3 Version/release history

Version 1: November 1997.

3.4.4 Known bugs

None.

3.5 VASP CORBA/TMN Gateway

3.5.1 Hardwareand softwar e prerequisites

SUN Solaris 2.x with SUN SPARCworks C++ compiler 4.x or HP HP-UX 10.x with HP aC++.
IONA Orbix 2x / C++

IONA OrbixWeb

HP Open View 4.21 DM

3.5.2 Ingallation and configuration instructions

This directory is composed of 3 subdirectories. The idl and manager subdirectories provide includes and
libraries, while the third one (adapter) contains the main program, acting as a CORBA server for the VASP
Control Server (JAVA client).

Files:

Makefile: describes the list of different subdirectories needed during the compiling phase of the
corbaGateway.

idl.mk: describes all the variables needed to access the includes and libraries implementing the IDL
definition.It is used in the manager and adapter directories.

manager.mk: describes all the variables needed to access the includes and library implementing the
mapping between C++ objects and C structures and all the functions needed to allow protocol with
HP Open View and the Xuser agent. It is used in the manager and adapter directories.

xuseragent.mk: describes all the variables needed to acces the includes and libraries needed to allow
protocol with the Xuser agent. It is used in the manager and adapter directories.

runGateway.sh: shell script which sets different environmental variables and run the gateway
executable.

Directories:

idl: contains source code for the includes/libraries implementing the IDL definition. This directory
creates 2 libraries. The server library is used by the CORBA part of the gateway,and will be linked
during the build process of the gateway, in the adapter directory. The client library isonly used by a
client proces used for testing only.

manager: contains source code for the includes/library implementing the mapping between C++
objects and C structures and all the functions needed to allow protocol with HP Open View and the
Xuser agent.

adapter:

Installation instructions:

1

inthefile../Config.mk, check the following makefile variables:
TRUMPET_TOP: name of the Trumpet top directory.
CCC: access path to the C++ compiler.
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Files:

ORBIX_DIR: access path to the Orbix tool (Orbix_2.2MT meansit is a multithreaded version, see
below)

ORBIX_INC: add or suppress "-mt -D_REENTRANT" option whether the Orbix tool version is
multithreaded or not.

ORBIX_LIB: add or suppress"-mt" whether the Orbix tool version is multithreaded or not.
HPOV : access path to the HPOV tool

in the file xuseragent.mk: if the location of the Xuser agent code is not at the same level than the
corbaGateway directory, e.g. $(TRUMPET_TOP)/src/xuser, modify XUSERAGENT_DIR to the
appropriate location.

in the file runGateway.sh, check ...

the environmental variable SY STEM must be set to an appropriate value: 'sun5' for Solaris 2.x, 'hp' for
HP-UX 10.x, thanksto a command like: setenv SY STEM sun5

when everything is ready, first launch the command “make clean” to be sure that all object files and
executabl es have been deleted.

then launch the command “make depend” to be sure that the file deps.mk is corresponding to the
current operating system.

then launch the command “ make”

Makefile: describes the list of different C++ files to be generated thanks to the IDL files and tools,
and how to generate the 2 libraries.

ASN1Types.idl: basic IDL types declarations.
XuserTypes.idl: IDL view of Xuser agent GDMO MIB described in the Xuser agent directories.
PnoConnectionMgr.idl and VpnManager.idl: Trumpet definitions.

Installation / configuration instructions:

1

2.

Usually, this is not a good idea to just recompile something in this directory. The build process
should be started from the $STRUMPET_TOP directory, in order to have al changes propagated
everywhere!

Follow the instructions 1,2,3,4,5,6,7,8 and 9 of the corbaGateway directory to compile and generate
the 2 libraries: libcidl and libsidl in both 2 different formats (static and shared).

This directory creates a library used by the Xuser manager part of the CORBA/TMN gateway. It will be
linked during the build process of the gateway, in the adapter directory.

Files:

Makefile: describes how to generate thelibrary.

manager.cc: supplies the basic methods to be used to launch the Xuser manager.

process.cc: methods dealing with mapping from C++ objects to C structures.

display.cc: useful functionsto display data contents.

init.cc: whole stuff for HP-OV initialization.

action_reg.cc: methods dealing with the XOM/XMP requests to the Xuser agent.
action_cnf.cc: methods dealing with retrieving the results from the Xuser agent after arequest.

end.cc: function to terminate the use of HP-OV.
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error.cc: al basic functions processing errors.

mem.cc: all the memory management functions to be supplied inside the Xuser manager.

handler_mgr.cc: methods to process asynchronous events.

receive.cc: functions to process asynchronous events from the X user agent
Installation instructions:

1. Xuser agent (supplied by GMD): everything has to be compiled. To be sure of that, only a"./make"
in the src/xuser directory is needed (after configuration of course!) ...

2. Xuser manager library: everything has to be compiled. To be sure of that, only a"make" command in
the manager directory is needed (after configuration of course!) ...

3. Usually, thisis not a good idea to just recompile something in this directory. The build process
should be started from the $STRUMPET_TOP directory, in order to have al changes propagated
everywhere !

4. Follow the instructions 1,2,3,4,5,6 and 7 of the corbaGateway directory to compile and generate the
library: libmgr in both 2 different formats (static and shared).

This directory creates the main executable , used as a gateway between CORBA objects and HP-OV C
structures. It will be created thanks to

Xuser agent (supplied by GMD): everything has to be compiled. To be sure of that, only a"./make” in
the src/xuser directory is needed (after configuration of course!) ...

IDL library: the server library has to be compiled. To be sure of that, only a "make" command in theidl
directory is needed (after configuration of course!) ...

Xuser manager library: everything has to be compiled. To be sure of that, only a*"make" command in the
manager directory isneeded (after configuration of course!) ...

Files:
PnoConnectionMgrimpl.hh

PnoConnectionMgrimpl.cc:  implementation on the CORBA server side of the
PnoConnectionManager class.

gateway.cc: core source code to launch the gateway.
objGateway.cc: gateway methods and main CORBA server code.
clientTest.cc: CORBA client code for testing

Installation / configuration instructions:

Usually, thisis not a good idea to just recompile something in this directory. The build process should be
started from the STRUMPET_TOP directory, in order to have all changes propagated everywhere !

3.5.3 Runtime

Different environment variables must be set before running the gateway. A shell script is available, setting
and using default values. This runGateway.sh shell script is available in the current directory
(corbaGateway). To run the CORBA/TMN gateway with default parameters, just type:./runGateway.sh

3.5.4 Version/release history
Version 1, November 1997.
3.5.5 Known bugs

None.
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3.6 PNO Xuser-Agent

3.6.1 Hardwareand software prerequisites
The current version has been tested on:
HP-UX B10.10 and Solaris 2.x
HP OpenView DM 4.21
Toinstall Xuser Agent you may also need:
GNU C, C++ compiler (v2.6+)
GNU make utility (v3.7+).
3.6.2 Ingallation and configuration instructions

After uncompress the package and go into the directory where you see this README file, you should
modify "XUSER_TOP" in the "./make" and may change definitions in the file "./v2.0/XuserDefs.mk"
depending on your platform.

If everything is ready then under your shell type: “./make”, the makefile will detect your platform and finish
everything necessary.

3.6.3 Runtime

If your installation (default) using explicit ACSE facility, before you run the Xuser Agent you should set
".Jetc/xuser.confi” correctly for your Agent AP-Title and P-Address etc.

If your installation using ACM supported by HP OpenView Platform, you should properly regist
".Jetc/misaXuAgent-2.0.Irf" in the ORS.

To run Xuser Agent, type: ./runAgent

NOTE: You should set "XUSER_TOP" properly in this shell script file and set your environment variables
LD_LIBRARY_PATH including " /lib".

3.6.4 Version/releasehistory
Version 2.0: September 29" 1997.
3.6.5 Known bugs

None.
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4. SECURITY DEVELOPERS HANDBOOK
4.1 Security Profile M anagement

4.1.1 Engineering Object Model

The SecPoalicyl nfo interface as described in D9 Section 4.8 and supported by the SecPolicy object described
in D9 Section 4.7.2 isredlized by a C++ class definition with public interface:

class SecurityPolicy {

publi c:
SecurityPolicy();
~SecurityPolicy();

SecurityProfil e* secProfil eQuery(Di st Nane& initiatorTitle,
Managi ngRol e initiatorRole,
Di st Nanme& responderTitle,
QoP) ; /lis not being used

s

Security profiles are read from file (for format of thisfile cf. Section 5.2) in the SecurityPolicy constructor.

4.1.2 Required and supported component interfaces

The SecurityPolicy class does not make use of any other TRUMPET component. It supports an interface
for the SMASC.

Security rules for interacting with a remote peer are provided by calling the secProfileQuery method. The
return type of secProfileQuery is SecurityProfile and the public part of this class definitioniis:

class SecurityProfile {

publi c:
RWCSt ri ng aCDhirectory();
SecProfil eType secProfile();
b

The aCDirectory method returns a value that is the name of a directory containing access rules to be used
by the access control component (passed on to this module by the SMASC). Four different security profiles
are recognized and may be returned by the secProfile method (although only two are actually supported by
TRUMPET). The profile values are given in the definition of SecProfileType:

enum SecProfil eType {
NULLP, // supported by TRUMPET

M N, /1 not supported
BASI C, / supported
ADV /1 not supported

s
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The parameters to secProfileQuery are of three different types; ManagingRole, QoP and DistName.
ManagingRol e can be either agent or manager and is defined as an enumeration type:

enum Managi ngRol e {
AGENT_ROLE,
MANAGER_ROLE

b

AsQoPisnotinusein TRUMPET, it is defined as an enumeration type with one possible value only:

enum QoP {
NULLQ = O
b

The class DistName is used by several components in the security package. The aspects of DistName
relevant to the interface to an object of class SecurityPolicy can be described like this:

cl ass Di st Name {
publ i c:
Di st Nane() ;
Di st Nane(const char*);

const char* dN() const;

/lequality operator overl oad
i nt operator== (const DistName& dn) const;
int operator!= (const DistNanme& dn) const;

}s

The secProfileQuery method throws three exceptions that all have one public method each:

cl ass Unknownl niti at or { public: char* nsg(); };
cl ass UnknownResponder { public: char* nsg(); };
class BadlnitiatorResponderPair { public: char* msg(); };

Itisup tothe SMASC to dispose of the message returned with a del ete operation on the returned value.

The types SecurityProfile, SecProfileType, ManagingRole, QoP and all three exceptions are defined along
with SecurityPolicy in the secpolicy.hh header file. DistName is used more extensively in the security
package and is defined el sewhere (but included by secpolicy.hh).

4.1.3 Example

The intended usage of the SecurityPolicy class from the SMASC can beillustrated like this:
#i ncl ude <trunpet/secpolicy. hh>
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SecurityPolicy sPol ;

Di st Nanme initiatorTitle("cn=bm OU=NR, O=TRUMPET Project");
Di st Name responderTitle("cn=bm QOU=UCL, O=TRUMPET Project");
Managi ngRol e i nitiatorRol e = MANACER,

SecurityProfile* sP;

try {
sP = sPol .secProfileQuery(initiatorTitle,
initiatorRole,
responderTitle,
NULLQ) ;

catch (Unknownlnitiator ui) {

nsg = ui.nsg(); cout << msg; delete nsg;
}
cat ch (UnknownResponder ur) {

nmsg = ur.nsg(); cout << nsg; delete nsg;

}
catch (BadlnitiatorResponderPair irp) {

nsg = irp.nmseg(); cout << nsg; del ete nsg;
}

//some code to consider the attributes of *sP should
/I be inserted here, before sP is being disposed of

del ete sP;

4.2 Security Support Object
4.2.1 Engineering Object Modd

SECUDE (formerly SecuDE - Security Development Environment) is a security toolkit which incorporates
well known and established symmetric and public-key cryptography. It offers alibrary of security functions,
security APIsand anumber of utilities.

SECUDE containsthe following APIs:

AF - Authentication Framework and Certification: this module adds X.509 certification functionality to
SECUDE. Both locd (i.e. PSE-located) certificates and directory-located certificates can be addressed.
Therefore SECUDE offers an integrated X.500 Directory User Agent or alternatively an ARDatabase,
which is an emulation of an X.500 Directory running on afile system. Additionally ASN.1 encoding and
decoding routines and alot more auxiliary functions are available.

CRYPT - cryptographic algorithms
GSS- Generic Security Services
PKCS- Public Key Cryptography Standard
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PEM - Privacy Enhanced Mail Support: this module converts functions, which realize the Internet
Specifications RFC 1421 - 1424. The basic idea of PEM is to define document oriented message
encipherment and authentication procedures for the protection of messages through the use of end-to-
end cryptography between originator and recipient with no special processing requirementsimposed on
the message transfer system. This makes them transparent to the mail transfer systems and applicable for
local security services, too.

SECURE - Personal Security Environment and Cryptography: the SECURE API provides functions for
the secure storage of data and basic cryptographic functions for the generation and verification of
digital signatures, and encryption and decryption of data. All security relevant objects of a user are
stored in a Personal Security Environment (PSE). The PSE typically contains the user's private key, user
certificate, public root key. Two PSE realisations are available either a smartcard or a software PSE. No
higher level functionality, like certificate processing, is provided by thisAPI.

SMIME - SecureMIME

In order to achieve a system independant bit representation, all security objects which are stored on files or
exchanged via communication protocols are defined as ASN.1 structures and encoded by applying the
Basic Encoding Rulesfor ASN.1 (BER) with X.509 DER restrictions to these ASN. 1 structures. Thisissimply
called DER code in the following.

Within a Gprogram those objects have corresponding Gstructure representations. The following table
describes all objects of the PSE with their ASN. 1 definitions, the corresponding C-structures and the Object
Identifiers. The mapping between the program internal C-structures and the corresponding ASN.1 DER-code
and vice versais provided by the respective encoding and decoding routines:

PSE_object C-structure Object | dentifier Content

SignCert Certificate {1336211} certificate  of  public
verification key (two-
keypair PSE only)

EncCert Certificate {1336212} certificate  of  public
encryption key (two-
keypair PSE only)

SignCSet SET_OF Certificate {1336222} cross-certificates of

public encryption key
(two-keypair PSE only)

Cset SET_OF Certificate {1336223} cross-certificates of
public key (one-keypair
PSE only)

CrossSet SET_OF CertificatePair | { 1336281} cross-certificate  pairs
from CA Directory entry

SignSK Keylnfo {1336231} secret  signature key
(two-keypair PSE only)

DecSKnew Keylnfo {1336232} secret decryption key
(two-keypair PSE only)

Sknew Keylnfo {1336234} secret key (one-keypair
PSE only)

FCPath FCPath {1336241} forward certification
path

PKRoot PKRoot {1336251} top level public
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verification key

PKList SET_OF _ToBeSigned {1336261} list of trusted public
verification keys

EKList SET_OF ToBeSigned {1336262} list of trusted public
encryption keys (two-
keypair PSE only)

PCAList SET_OF ToBeSigned {1336263} list of recognized PCAs

CrlSet CrlSet {1336291} list of revocation lists

SerialNo OctetString {13362101} current serial  number
(CAs_only)

EDBKey Keylnfo {13362111} DSA database
encryption key

AliasLst aiaslist {13362121} user'saliaslist

QuipuPWD char {13362131} password for  X.500
directory access

Dhparam Algld {13362151} algorithm parameters for
a Diffie-Hellman key
agreement

DSAcomm Algld {13362154} common algorithm
parameters  for  the
Digital Signature

Algorithm (DSA)

4.2.2 Required and supported component interfaces
The trumpet interface offers 3 functionsto the SMASC:

FUNCTION

server_acquire_creds

SYNOPSIS

i nt server _acquire_creds( char * servi ce_nane, gss_cred_id_t *
server_creds)

DESCRIPTION

Imports service name and acquires credentials for it. The service name is imported with gss_import_name,
and service credentials are acquired with gss acquire cred. If either opertion fails, an error message is
displayed and -1 isreturned; otherwise, O isreturned.

ARGUMENTS
service_name (r) the ASCII service name.
server_creds (w) the GSS-API service credentials.
RESULTS

Returns: 0 on success, -1 on failure.
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FUNCTION
client_establish_context

SYNOPSIS

int client_establish_context( char * service_nane,
gss_ctx_id t * gss_context
gss_buf fer_desc recv_tok,
gss_buffer_desc send_t ok)

DESCRIPTION

establishes a GSS-API context with a specified service and returns the context handle. service_name is
imported as a GSS-API name and a GSS-API context is established with the corresponding service; The
default GSS-API mechanism is used, and mutual authentication and replay detection are requested. If
successful, the context handle is returned in context. If unsuccessful, the GSS-API error messages are
displayed on stderr and -1 isreturned. returns 1 on GSS_S CONTINUE_NEDDED.

ARGUMENTS
service_name (r) the ASCII service name of the service.
context (w) the established GSS-API context.
recv_tok (r) thereceived token. Hasto be set to = GSS_C_NO_BUFFER for the first call.
send_tok (w) thetoken to send if 1 isreturned.
RESULTS

Returns: 0 on success, 1 on GSS S CONTINUE_NEDDED, -1 on failure.

FUNCTION

server_establish_context

SYNOPSIS
i nt server_establish_context( gss_cred_id t server_creds,
gss_ctx_id_t *context,
gss_buffer_t client_nane,
gss_buf fer_desc recv_tok,
gss_buffer_desc send_t ok)
DESCRIPTION
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establishses a GSS-API context as a specified service with an incoming client, and returns the context
handle and associated client name. Any valid client request is accepted. If a context is established, its
handle is returned in context and the client name is returned in client_name and O is returned. |If
unsuccessful, an error message is displayed and -1 is returned. 1 is returned on
GSS S CONTINUE_NEDDED.

ARGUMENTS
service_creds (r) server credentials, from gss_acquire cred
context (w) the established GSS-API context

client_name (w) the client's ASCII name
recv_tok (r) thereceived token

send_tok (w) thetoken to send if 1 isreturned

RESULTS
Returns: 0 on success, 1on GSS S CONTINUE_NEDDED, -1 on failure.

4.3 Access Control
4.3.1 Engineering Object Model

Thisis the object model for the access control component implementation:

Page 52 © 1998 Trumpet Consortium



Implementation AC112/GMD/WP3/DS/R/011/b1 (PLEASE CHECK)

each instance represents - - » ADF
an access control context initiator
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each instance represents --» MIB DefaultRule
an access control domain i

OperationPermission
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Rule Operation Permission
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i

Initiator Target
fiame haselnstance
scope

Figure 10: Engineering Object Model of the Access Contro Servicel

4.3.2 Required and supported component interfaces

The access control component interfaces with the SMASC. It does not depend on other TRUMPET system
components.
Theclass ADF provides the external interface of the access control component:
cl ass ADF {
publ i c:
ADF (const DistName& initiator, const RWCString& donain);
Per m ssi on associ ati onPerni ssion (const Di st Nane& target);
Per m ssi on operationPerm ssion (
Operation operation,
RWI'val Sl i st<ac_target>& targets,
RWI'val Sl i st<ac_t arget >& deni ed);
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METHOD

ADF: generates a new access decision context

SYNOPSIS
#i ncl ude <trunpet/securityPackage/acControl/adf.hh>
ADF (const DistNane& initiator, const RACString& dommin);

DESCRIPTION

This function is used to instantiate a new access decision context. It contains the name of the associated
initiator and the set of access control rulesto be used.

ARGUMENTS
initiator: the application entity title of the requesting M AE (distinguished name form).

domain: identifies the access control domain.

RESULTS
Thisfunction may return: Allow, DenyWithResponse, DenyWithoutResponse, AbortAssociation

METHOD

associationPermission: determine access control permission for association between given MAES

SYNOPSIS
#i ncl ude <trunpet/securityPackage/acControl/adf.hh>

AccessDeci si on associ ati onPerni ssion (const Di st Nane& target)

DESCRIPTION

This function determines the access permission of theinitiator MAE to establish an association to the target
MAE.

ARGUMENTS
target: the application entity title of the peer MAE to connect to. This must be a distinguished name.

RESULTS
Thisfunction may return: Allow, DenyWithResponse, DenyWithoutResponse, AbortAssociation

METHOD

operationPermission: determine access permissions to perform operation on given management information
objects.
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SYNOPSI'S
#i ncl ude <trunpet/securityPackage/ acControl/adf.hh>

AccessDeci si on operationPerm ssion (
OMsint primtive,
Li st<ac_target>& targets,
Li st <ac_t arget >& deni ed) ;

DESCRIPTION

This function is used to determine the access permissions of the initiator to perform the given operation on
the set of managed objects.

ARGUMENTS

primitive I dentifies which type of operation has been requested. Possible values are:
MP_GET_IND, MP_SET_IND, MP_ACTION_IND, MP_CREATE_IND, MP_DELETE_IND

targets Identifies the set of managed objects selected for the operation. The type of
list elementsisac_target. which is defined as:
struct ac_target {
OM obj ect object;
AccessDeci si on perm ssion;
voi d* |ink};
object identifiesa MO instance. It is an instance of OM class Base-M anaged-Object-
Id.

permission returns the permission to perform the operation determined by the access
decision function.

link can be used by the caller to establish alink between the structure and the MO
instance.

RESULTS
targets: subset of objects accessisgranted. permission is set to Allow.

denied: set of object access is denied. permission is set to one of the following values:
DenyWithResponse, DenyWithoutResponse, AbortAssociation.

Thisfunction may return: Allow, DenyWithResponse, DenyWithoutResponse, AbortAssociation

4.4 Secure Management Association

4.4.1 Engineering Object Model

The Secure Management Association Support Component (SMASC) is that component of the management
system which provides the management applications with the means to secure the management association
with other management applications located in another management system. The main purpose of the
SMASC is to isolate the security-related components from the application code. This approach has the
following advantages:
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the security can easily be added to / removed from an existing application, without affecting its internal
structure,

the security-related code can be designed, programmed and verified independently by security-aware
personnel,

the addition of auditing capacities for security-related events is made easier and safer,
the resulting code can easily be customised to accommodate new security policies.

On behalf of a management entity, the SM ASC authenticates and control the access to peer management
applications; it also initialises the security context for further security services to be used on the
association, in particular it establishes a session secret key if the requested Quality of Protection requires
integrity and / or confidentiality of communicated data.

Figure 11 shows the main components of the security architecture, the internal structure of the SMASC and
the contract interfaces of the SMASC to other components. The security services of the SMASC can be
accessed through Adapter Components. The purpose of the Adapter Components is to transform
technology specific syntax (e.g. XOM objects [XOM]) to generic data structures (e.g. BER encoding). With
this approach, platform specific code can be restricted to the Adapter Component and the SMASC can be
reused without major modifications for other management platforms. The SMASC is also interfaced with:

the AccessControl component to control the access to the management association,

the Security Event Logging and Forwarding (SELF) component to keep track of al relevant security
events occurring on the management associations.

The SMIASC is decomposed into object classes as follows:

a Secure Management Association Support GMAS) object which co-ordinates the behaviour of the
whole component,

a SSO object, which provides generic security services such as peer authentication, integrity, encryption
and digital signatures; the SMAS accesses the SSO through the Generic Security Service API (GSS-API).
The SSO may be implemented using already existing commercia products which provide a standard
[RFC 1508] interface.

a SecPolicy object which contains the policy rules for inter-domain security to interact with a remote
MAE,

a CertificateHandling object, which performs key handling such as caching, fetching certificates from
directories and checking certificates revocation lists. The CertificateHandling object may interact with
extemal services for certificate and CRL distribution, for example offered in conjunction with aCA TTP.
Use of the LDAP protocol (RFC 1777, 1995) is envisaged for fetching of certificates and CRLS.
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Figure 11: Graphical Representation of the Secure Management Association Component

Note that in order to establish a secure management association, a management entity must have disabled
any type of automatic connection mechanism and take explicit control over the association.
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4.4.2 Required and supported component interfaces
NAME
Smasc_assoc_req - I nitiates the authentication process with the peer entity

SYNOPSIS
#i ncl ude <snasc. h>

int snmasc_assoc_req(
char *target,
snmasc_t oken *token);

DESCRIPTION

This function is used by the Adapter(s) to initiate the authentication process by computing the first
token to be sent to the target MAE.

Parameters
target Thetarget MAE' s LDAP Distinguished Name.
token Returned upon successful completion of the function cal. The
authentication token to be sent to the target MAE.
RESULTS

Thisfunction may return:
0 Function successfully completed

Page 58 © 1998 Trumpet Consortium



Implementation AC112/GMD/WP3/DS/R/011/b1 (PLEASE CHECK)

NAME
smasc_assoc_rec - Forwards the authentication token in theincoming PDU to the SSO

SYNOPSIS
#i ncl ude <smasc. h>

int smasc_assoc_rec(
char *target,
smasc_t oken token);

DESCRIPTION

This function is used by the Adapter(s) to forward the input authentication token received in an
association request/response to the SSO.

Parameters
target Thetarget MAE's LDAP Distinguished Name.
token The authentication token to be forwarded to the SSO.
RESULTS

Thisfunction may return:

0 Function successfully completed

Page 59 © 1998 Trumpet Consortium



Implementation AC112/GMD/WP3/DS/R/011/b1 (PLEASE CHECK)

NAME
smasc_assoc_rsp - Calculates the next token in the authentication process

SYNOPSIS
#i ncl ude <smasc. h>

int smasc_assoc_rsp(
char *target,
smasc_t oken *token);

DESCRIPTION

Thisfunction is used by the Adapter(s) to initiate the get the next token needed in the authentication
process with the target MAE.

Parameters
target Thetarget MAE’s LDAP Distinguished Name.
token Returned upon successful completion of the function call. The next
authentication token to be sent to the target MAE.
RESULTS

Thisfunction may return:

-1 Theauthentication processis unsuccessfull
0 Theauthentication processis completed and successfull
1 Anocther token isneeded in the authentication process

4.5 Adapter Object
4.5.1 Engineering Object Model

The X/Open Management Protocol (XMP) API provides a common access mecanism to both CMIP and
SNMP services. XMP employs the X/Open OSI-Abstract-Data Manipulation (XOM) API to manipulate
variables and parameters.

XMP consists of a library of C functions that reflect the services of CMIS and SNMP. It embodies the
object-oriented OSI model of management. Manager applications use XMP to access managed objects, and
agents applications use XM P to respond. XM P can be used synchronously or asynchronously.

The functionsin XOM are used to create, examine, modify and destroy the arguments to XMP functions. It
provides a generalized data handling mechanism, and manipulates data types that arise from Abstract
Syntax Notation 1 (ASN.1) definitions.

As reflected in Figure 12, al network management applications can use XMP, with XOM, for standards-
based process-to-process communications.
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Network
Figure 12: XOM, XMP and MAE

The XMP Adapter is responsible for securing the XMP function calls, which in turn map to CMIP requests
and responses.

The approach chosen in Trumpet is to modify the MAE's source code to include security-related calls to the
adapter where appropriate. The MAE isthen made " security-aware”.

As the adapter must protect all PDU exchanged between manager and agents applications, implementers
have to insert security-related code before XMP "send request” function calls to protect the outgoing PDU
; and after XM P "get response” function calls to deprotect the incoming PDU.

The adapter interface is designed to simplify this process, as all the functions defined closely match that of
XMP, having the same name and accepting similar arguments.
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When using XMP, you can either rely on TMN Platform Infrastructure to control associations, providing
automatic establishment and release, or you can retain application control over these functions. The
Association Control Service Element (ACSE) extensions to the XMP API give you this capability.

Explicit association control is very useful in certain situations:

an application may need to set certain ACSE parameters in order to interoperate with peer applications
based on other TMN Platforms,

with explicit association control, an application can establish multiple associations with a peer, each
association having its own context. This can be useful if several kinds of transactions are occurring
between pair of applications,

a management association established using the XMP ACSE extensions is never terminated unless one
side explicitly terminates it, or unless connectivity between the two sides is lost. Therefore, a
management application can set up an association and use it as atest of connectivity with the remote
peer: connectivity can be tested at any time by sending a message on that association.

Management associations established with Automatic Connection Management (ACM) are shared
associations, that can be used by any Management Application Entity residing on the same host. By
contrast, a management association established by two applications, both using the ASCE extensions, is a
private association between those applications, and can only be used by them.

When using the Trumpet security package, secured associations estalibshed between applications must be
private: each secured association rely on a distinct security context that must be negotiated during the
association establishment, and terminated when releasing the association. Therefore, the ACSE extensions
must be used by client Management Application Entities when they want to establish secured associations.

The XMP ACSE extensions add five functions to the XMP API. They are listed and descibed in Table 4. For
more detail s, see the manpage for each function.

ASCE Function Desciption

np_assoc_req() Called after mp_bind() to request the establishment
of aconnected session.

np_assoc_rsp() Used to reply to a previously invoked association
request.

np_rel ease_req() Used to request the rel ease of a connected session.

np_rel ease_rsp() Used to reply to a previously invoked release
request.

np_abort _req() Used to abort a management association. This

serviceis defined as non-confirmed.

Table 1: ACSE Functions

The XMP Adapter provides a set of functions that are responsible for negociating the security context.
Calls to these functions must be inserted in the MAE's source code before any ACSE function is called.
They act by inserting and/or transforming proper parameters in the XOM structures that are later used by
the ACSE functions.
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Table5 lists and describes the ACSE-related functions that are provided by the XM P Adapter.

XMP Adapter Function Desciption

sp_assoc_req() Called before mp_assoc req() to supply the
necessary security parameters for the establishment
of a connected session.

sp_assoc_rsp() Caled before mp_assoc rsp() to supply the
necessary security parameters for the reply to a
previously invoked association request.

sp_rel ease_req() Cdled before mp release req() to supply the
necessary security parameters to request the release
of a connected session.

sp_rel ease_rsp() Cdled before mp_release rsp() to supply the
necessary security parametersto release a connected
Session.

sp_abort _req() Cdled before mp_release rsp() to supply the
necessary security parameters to abort a connected
SEession.

Table 2: ACSE-related Adapter functions

Figure 13 outlines the steps needed in order to establish and release a secured association. For the sake of
simplicity, callsto XOM functions are not presented, but the main parameters needed to XMP functions are
indicated where appropriate.

Requestor MAE Responder MAE
np_initialize() mp_initialize()
np_negoci ate(...disable ACM..) nmp_negoci ate(...disable ACM..)
np_bi nd() nmp_bi nd()

sp_assoc_req()
nmp_assoc_req() ~§§\tzzfi§§§_>
nmp_receive(...MP_ASSCC_IND.. .)
sp_receive()

sp_assoc_rsp()
nmp_assoc_rsp()

mp_receive(...MP_ASSOC_CNF. . .)
sp_receive()

(XMP calls)

‘)/
(XMP calls)
sp_release_req()
mp_rel ease_req() §§§\t;Efi§§§~‘
nmp_receive(... MP_RELEASE_REQ. . .

)

sp_receive()

sp_rel ease_rsp()
np_rel ease_rsp()

np_receive(... VMP_RELEASE_RSP. .
)

sp_receive()
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Figure 13: Secured association establishment & release

The sequence of operations is exactly the same as for a non-secured association ; calls to the Trumpet
security package are just are inserted before all XMP functions that send data and after all XMP functions
that receive data (thenp_r ecei ve() andsp_recei ve() functionsare described later).

As previously mentionned, XMP supports the seven CMIS services through the CMIS OM package. The
CMIS services are mapped to XM P function names, as shown in Table 6.

CMIS service XMP functions Description (of request only)

ACTION np_action_req() Requests that the responder perform one of
mp_action_rsp() the actions defined for an object.

CANCEL-GET np_cancel _get _req() Requests that the responder terminate
mp_cancel get _rsp() servicing an earlier "get" request that has not

yet completed.

CREATE np_create_req() Requests that the responder create an
mp_create_rsp() instance (object) of the specified object class.

DELETE np_del ete_req() Requests that the responder destroy a
np_del ete_rsp() particular instance (object) of an object class.

EVENT-REPORT np_event _report_req() Issues one of the notifications (events)
nmp_event _report_rsp() defined for amanaged object.

GET np_get _req() Requests that the responder supply the
np_get _rsp() value(s) of one or more object attributes.

SET np_set _req() Requests that the responder modify the
np_set _rsp() value(s) of one or more object attributes.

Table 3: XMP functionsto support CMIS services

As mentioned earlier, security-related calls to the adapter have to be made before XMP "send request"
function calls and after XM P "get response” function call.

These calls are described in Table 7 below, they basically share the same input parameters as the
corresponding XMP function calls. Their role is either to protect or deprotect an XOM object, provided as
an input argument, and providing the result in an output OM object.

Protection of the OM input arguments, depending on the security context and policy requirements, can
consist of confidentiality and/or integrity.

The returned protected XOM objects must not be modified or tampered in any way after they are produced ;
they can only be send to the peer entity through the corresponding XMP call.
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CMIS service XMP functions Corresponding Adapter functions
ACTION np_action_req() sp_action_req()
np_action_rsp() sp_action_rsp()
CANCEL-GET nmp_cancel _get _req() sp_cancel _get _req()
nmp_cancel _get _rsp() sp_cancel _get _rsp()
CREATE np_create_req() sp_create_req()
nmp_create_rsp() sp_create_rsp()
DELETE np_del ete_req() sp_del ete_req()
np_del ete_rsp() sp_del ete_rsp()
EVENT-REPORT np_event _report_req() sp_event _report_req()
np_event _report_rsp() sp_event _report_rsp()
GET np_get _req() sp_get _req()
np_get_rsp() sp_get_rsp()
T mp_set _req() sp_set_req()
mp_set _rsp() sp_set_rsp()

Table 4: CMIS-related Adapter functions

When a synchronous function call is performed, the function does not return unless the effect of thecall is
complete. In opposition, asynchronous function calls do start some process and return. They are used by
applications that need to do multiple independent function calls, an example being a network management
application that interrogates multiple distinct network equipment.

The XMP API alows you to make any call (exceptnp_cancel _get _req() ) synchronously, and to use
any requester function asynchronously.

When you make synchronous requester calls, the parametersreturned by the responder application are
availablethroughther esul t _r et ur n OM object, provided the request was successfully processed.

When you make an asynchronous function call, the XMP interface first determinesif the call isvalid. If so,
the transaction with the responder isinitiated. Y our application is then allowed to continue processing while
the request is serviced. If aresponseis expected, you must later call mp_r ecei ve() todeterminethe
outcome of the request.

When such asynchronous function calls are secured with the Trumpet security package, the requester
application must call the sp_recei ve() function in order to exploit the information provided by the
np_r ecei ve() function.

On the responder side, the application has no knowledge whether the call is performed synchronously or
asynchronously, therefore the sequence of operationsis the same as described in the previous chapter.
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4.5.2 Required and supported component interfaces
NAME

sp_abort_req - Protects the parameters to an ACSE association abort request.
SYNOPSIS

#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_assoc_req(
OM privat e_obj ect session,
OM privat e_obj ect context,
OM obj ect ar gunent
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to an ACSE association abort request just before the
corresponding XM P function call is made.

Parameters

session The OM object against which the operation will be performed. It must be a
private OM object previously returned as part of an Assoc-Argument or
Assoc-Result object. This object must belong to an ACM-disabled
workspace.

context Represents the management context to be used for this operation. This must
be aprivate OM object or the constant Default-Context
{ MP_DEFAULT _CONTEXT }.

argument The unprotected information supplied as the argument of an Abort
operation. It is an instance of a subclass of the OM class Abort-Argument.

protected Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_abort _req().

RESULTS

This function may return:
MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
MP_ACCESS CONTROL_FAILURE
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NAME

sp_action_req - Protects the parametersto a CMIS Action request.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_action_req(
OM private_object session,
OM private_object context,
OM obj ect argunent,
OM obj ect *protected);

DESCRIPTION

This function is used

to protect the parameters to a CMIS Action request just before the

corresponding XM P function call is made.

Parameters

session

context

argument

protected

RESULTS

An OM object that identifies the management session in which the
operation/notification will be requested. This must be a private OM object
previously returned from np_bi nd() . This object must belong to an ACM -
disabled workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object which provides the information about the
Action request and the data for that action. It is an instance of a subclass of
the OM class Action-Argument.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_acti on_req() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_action_rsp - Protects the parametersto a CMIS Action reply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_action_rsp(

OM privat e_obj ect session,

OM privat e_obj ect context,
OM obj ect response,
OM obj ect *protected);

DESCRIPTION

Thisfunction is used to protect the parametersto a CMIS Action reply just before the corresponding
XMP function call is made.

Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation/notification was requested. This must be a private OM object
previously returned from np_bi nd() . This object must belong to an ACM -
disabled workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
Action request. It is an instance of one of the following OM classes: Action-
Result, Linked-Reply-Argument, Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_acti on_rsp() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_assoc_req - Protects the parameters to an ACSE associ ation establishment request.
SYNOPSI'S

#i ncl ude <xom h>

#i ncl ude <tsp. h>

SP_status sp_assoc_req(
OM private_object session,
OM private_object context,
OM obj ect ar gunment
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to an ACSE association establishment request just
before the corresponding XMP function call is made.

Parameters

session The OM object against which the operation will be performed. It must be a
private OM object previously returned from nmp_bi nd() . This object must
belong to an ACM -disabled workspace.

context Represents the management context to be used for this operation. This must
be a private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

argument The unprotected information that represents the argument of an Associate
operation. It isan instance of asubclass of the OM class Assoc-Argument.

protected Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_assoc_req() .

RESULTS

Thisfunction may return:
MP_SUCCESS
MP_NO_WORKSPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
MP_ACCESS CONTROL_FAILURE
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NAME

sp_assoc_rsp - Protects the parameters to an A CSE association establishment reply.
SYNOPSIS

#i ncl ude <xom h>

#i ncl ude <tsp. h>

SP_status sp_assoc_rsp(
OM privat e_obj ect session,
OM privat e_obj ect context,
OM obj ect response
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to an ACSE association establishment reply just
before the corresponding XM P function call is made.

Parameters

session The OM object against which the operation will be performed. It must be a
private OM object previously returned from np_bi nd() . This object must
belong to an ACM -disabled workspace.

context Represents the management context to be used for this operation. This must
be a private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

response The unprotected information supplied as a response of an Associate
operation. It isan instance of a subclass of the OM class Assoc-Result.

protected Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_assoc_rsp().

RESULTS

Thisfunction may return:
MP_SUCCESS
MP_NO_WORKSPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
SP_ACCESS CONTROL_FAILURE
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NAME

sp_cancel_get_req - Protects the parameters to a CM| S Cancel-Get request.
SYNOPSI'S

#i ncl ude <xom h>

#i ncl ude <tsp. h>

SP_status sp_cancel _get _req(
OM private_object session,
OM private_object context,
OM obj ect argunent,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a CMIS Cancel-Get request just before the
corresponding XMP function call is made.

Parameters

session An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from mp_bi nd() . This object must belong to an ACM -disabled
workspace.

context The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

argument An unprotected OM object which provides the information about which Get
operation is to be cancelled. It is an instance of a subclass of the OM class
Cancel-Get-Argument.

protected Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_cancel _get _req() .

RESULTS

This function may return:
MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_cancel _get_rsp - Protects the parametersto a CMIS Cancel-Get reply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_cancel _get _rsp(

OM privat e_obj ect session,

OM privat e_obj ect context,
OM obj ect response,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a CMIS Cancel-Get reply just before the
corresponding XM P function call is made.

Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from np_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
result of the Cancel-Get operation. It is an instance of one of the following
OM classes: Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_cancel _get _rsp() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_create_req - Protects the parametersto a CMI S Create request.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_create_req(

OM private_object session,

OM private_object context,

OM obj ect argunent,

OM obj ect *protected);

DESCRIPTION

This function is used

to protect the parameters to a CMIS Create request just before the

corresponding XM P function call ismade.

Parameters

session

context

argument

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from mp_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object which provides the information about the
managed object to create and any data values attributes of the managed
object. It is an instance of a subclass of the OM classCreate-Argument.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_acti on_req() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_create_rsp - Protects the parametersto aCMI S Create reply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_create_rsp(
OM privat e_obj ect session,
OM privat e_obj ect context,
OM obj ect response,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a CMIS Create reply just before the corresponding
XMP function call is made.

Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from np_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
Create request. It is an instance of one of the following OM classes: Create-
Result, Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_create_rsp() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_delete_req - Protects the parametersto a CMI S Del ete request.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_del ete_req(

OM private_object session,

OM private_object context,
OM obj ect argunent,
OM obj ect *protected);

DESCRIPTION

This function is used

to protect the parameters to a CMIS Delete request just before the

corresponding XMP function call is made.

Parameters

session

context

argument

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from mp_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object which provides the information about the
managed object to delete. It is an instance of a subclass of the OM class
Delete-Argument.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_del ete_req() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_delete _rsp - Protects the parametersto aCMIS Deletereply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_delete_rsp(

OM privat e_obj ect session,

OM privat e_obj ect context,
OM obj ect response,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a CMIS Delete reply just before the corresponding
XMP function call is made.

Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from np_bi nd() . This object must belong to an ACM-disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
Delete operation. It is an instance of one of the following OM classes:
Delete-Result, Linked-Reply-Argument, Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_del ete_rsp() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME
sp_event_report_req - Protects the parameters to a CM| S Event-Report request.
SYNOPSS

#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_event _report_req(
OM private_object session,
OM private_object context,
OM obj ect argunent,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a CMIS Event-Report request just before the
corresponding XMP function call is made.

Parameters

session An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from mp_bi nd() . This object must belong to an ACM -disabled
workspace.

context The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

argument An unprotected OM object which provides the information about the event
to be generated. It is an instance of a subclass of the OM class Event-
Report-Argument.

protected Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_event _report _req().

RESULTS

This function may return:
MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_event_report_rsp - Protects the parameters to a CM IS Event-Report reply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_event _report _rsp(

OM privat e_obj ect session,

OM privat e_obj ect context,
OM obj ect response,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a CMIS Event-Report reply just before the
corresponding XM P function call is made.

Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from np_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
Event-Report. It is an instance of one of the following OM classes: Event-
Report-Result, Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_event _report _rsp().

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_get_req - Protects the parameters to a Get request.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_get_req(

OM private_object session,

OM private_object context,
OM obj ect argunent,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a Get request just before the corresponding XMP

function call is made.
Parameters

session

context

argument

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from mp_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object which provides the information about which
attributes are to be retrieved. It is an instance of a subclass of the OM class
Get-Argument.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_get _req() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_get_rsp - Protects the parametersto a Get reply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_action_rsp(

OM privat e_obj ect session,

OM privat e_obj ect context,
OM obj ect response,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a Get reply just before the corresponding XMP

function call ismade.
Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from np_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
Get operation. It is an instance of one of the following OM classes. Get-
Result, Linked-Reply-Argument, Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_get _rsp() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_receive - Unprotects the result or notification to an asynchronous operation.
SYNOPSI'S

#i ncl ude <xom h>

#i ncl ude <tsp. h>

SP_status sp_receive(
OM private_object session,
OM private_object context,
[other paraneters m ght be needed]
OM obj ect protected,
OM obj ect *result);

DESCRIPTION

This function is used to unprotect the partial or complete result of an invoked management
operation, or its reported management notification.

Parameters

session An OM object that identifies the management session in which the
operation or notification was performed. This must be a private OM object
previously returned from np_bi nd() . This object must belong to an ACM -
disabled workspace.

context The context in which the operation was performed. This must be a private
OM object ; the constant Default-Context
{ MP_DEFAULT_CONTEXT } isexplicitly not permitted.

protected An protected OM object obtained through a preceeding
mp_r ecei ve() function call. The abstract class of this object is dependent
on the value of the primitive and completion_flag parameters. It might be
an instance of one of the following OM classes: Action-Argument, Action-
Result, Cancel-Get-Argument, Absent-Object, Create-Argument, Create-
Result, Delete-Argument, Delete-Result, Event-Report-Argument, Event-
Report-Result, Get-Argument, Get-Result, Set-Argument, Set-Result,
Assoc-Argument, Assoc-Result, ReleaseArgument, ReleaseResult or
Abort-Argument.

protected Returned upon successful completion of the function call. This object is of
the same OM class as the protected argument.

RESULTS
Thisfunction may return:
MP_SUCCESS
MP_NO_WORKSPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_AUDIT_ALARM_FAILURE
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NAME

sp_release_req - Protects the parameters to an ACSE association release request.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_rel ease_req(

OM privat e_obj ect session,

OM privat e_obj ect context,
OM obj ect ar gunent
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to an ACSE association release request just before
the corresponding XM P function call is made.

Parameters

session

context

argument

protected

RESULTS

The OM object against which the operation will be performed. It must be a
private OM object previously returned as part of an Assoc-Argument or
Assoc-Result object. This object must belong to an ACM-disabled
workspace.

Represents the management context to be used for this operation. This must
be a private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

The unprotected information that represents the argument of a Release
operation. It is an instance of a subclass of the OM class Release
Argument.

Returned upon successful completion of the function call. The protected
information that isto be suppliedtonp_r el ease_req() .

Thisfunction may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME
sp_release _rsp - Protects the parametersto an ACSE association release reply.
SYNOPSI'S

#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_assoc_rsp(
OM private_object session,
OM private_object context,
OM obj ect response
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to an ACSE association release reply just before the
corresponding XM P function call is made.

Parameters

session The OM object against which the operation will be performed. It must be a
private OM object previously returned as part of an Assoc_Argument or
Assoc-Result object. This object must belong to an ACM-disabled
workspace.

context Represents the management context to be used for this operation. This must
be a private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT}.

response The unprotected information supplied as a response to a Release operation.
It is an instance of a subclass of the OM classRelease-Result.

protected Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_r el ease_rsp().

RESULTS

Thisfunction may return:
MP_SUCCESS
MP_NO_WORKSPACE
MP_INVALID_SESSION
MP_INSUFFICIENT_RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_set_req - Protects the parameters to a Set request.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_get _req(
OM privat e_obj ect session,
OM privat e_obj ect context,
OM _obj ect argunent,
OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a Set request just before the corresponding XM P

function call ismade.
Parameters

session

context

argument

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from np_bi nd() . This object nust belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object which provides the information about which
attributes are to be modified. It is an instance of a subclass of the OM class
Set-Argument.

Returned upon successful completion of the function call. The protected
information that isto be supplied tonp_set _req() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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NAME

sp_set_rsp - Protects the parametersto a Set reply.

SYNOPSIS
#i ncl ude <xom h>
#i ncl ude <tsp. h>

SP_status sp_action_rsp(

OM private_object session,

OM private_object context,

OM obj ect response,

OM obj ect *protected);

DESCRIPTION

This function is used to protect the parameters to a Set reply just before the corresponding XM P

function call is made.
Parameters

session

context

response

protected

RESULTS

An OM object that identifies the management session in which the
operation will be requested. This must be a private OM object previously
returned from mp_bi nd() . This object must belong to an ACM -disabled
workspace.

The context in which the operation should be performed. This must be a
private OM object or the constant Default-Context
{ MP_DEFAULT_CONTEXT }.

An unprotected OM object supplied as a response information about the
Set operation. It is an instance of one of the following OM classes: Set-
Result, Linked-Reply-Argument, Absent-Object or Service-Error.

Returned upon successful completion of the function call. The protected
information that isto be supplied to thenp_set _rsp() .

This function may return:

MP_SUCCESS

MP_NO_WORK SPACE
MP_INVALID_SESSION
MP_INSUFFICIENT _RESSOURCES
SP_NO_SECURITY_CONTEXT
SP_ACCESS CONTROL_FAILURE
SP_AUDIT_ALARM_FAILURE
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4.6 Audit and Alarm
4.6.1 Engineering Object Model

4.6.1.1.1 Introduction

The implementation of the audit management is described in this section with emphasis on the Graphical
User Interface, the Event Forwarding Discriminator management and the security related event collecting
and displaying. In the Graphical User Interface, a collection of user friendly mask windows are defined and
realised to help the user to access easily to the event forwarding discriminator construction and the alarm
reporting function. The security related event management isimplemented using the XMP API.

The implementation work is composed of ;
The basic audit management function library
Thetop level GUI
The GUI for darm viewing
The GUI for EFD management
The GUI for log management
The graphical editor for DiscriminatorConstruct

4.6.1.1.2 Implementation Architecture

The audit management is performed by the security alarm management application and the audit trail
management application.

These management applications collect security-related events from a set of known agents according to the
conditions defined in the Event Forwarding Discriminators. The alarm manager allows these events to be
displayed in human readable format, as the audit trail manager savesthem into alog for further analysis.

The audit management is implemented in one process.

The GUI provides:
an agent viewer to show the location and the state of the agents
an agent controller to manage the EFD in that agent (EFD creation, deletion, etc.)
an alarm viewer to display collected security alarms
an event log browser

The Security Alarm Manager implements the foll owing management functions:
event forwarding discriminator management
security alarm collection (the alarm detection is performed by the agent side)
alarm reporting

The Audit Trail Manager logs not only security alarms (SecurityServi ceAndMechani sm
Vi ol ati on: asubset of security-related events) but also Ser vi ceReport. These events are very
valuable resources for further security audit analysis.

4.6.1.1.3 GUI

This section presents the design of the GUI for managing audit functions, including Event Forwarding
Discriminators and security-related event collecting and displaying. The corresponding sponsor
component, accepting messages from the audit management application and mapping them to real resources
mechanismsis not discussed here.
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In the GUI acollection of user-friendly mask windows are defined and realised to help the user access easily
the event forwarding discriminator construction and the alarm reporting function. The security-related
event management isimplemented using the XMP API.

The main goal of the GUI isto allow the user not necessarily familiar with the security management concept
and the OSI model to be able to access the management functions. This is the reason for which the GUI
should be user-friendly not only asto how the information is displayed, but also in the manner in which the
user participates in the management process.

Top-Level Window

This window allows to start the TRUMPET management session. The administrator can select the security
services to select in the Administration menu: currently only the audit management is implemented;
potentially, management of the security policy, management of the authentication and access control
services and key management could be added. The Security Status menu displays the number of security
alarmsfor each severity level. Two buttons allow to display more information about the alarms.

Agent Configuration Window

Thiswindow allows to see each agent configuration from which security alarms will be collected. In its menu
bar, the administrator can select an audit manager configuration containing some agent bitmaps which he
can move on the trials bit map and perform actions on them., see agent specifications...

Agent-EFD Control Window

This window gives some useful information on the selected agent and controls the EFD on it. The agent
control panel shows the name and the current co-ordinates of the agent. The user can give the current
operational state of the agent (present, running, locked, etc.). Using the EFD panel, the user can create a
new EFD instance in the selected agent. A scroll list shows the EFDs currently associated with the agent;
by choosing one of the EFD identifier from the list, the user may delete, edit or get help from it. When the
user clicks on the Modify or Create button, the EFD construction mask window is displayed.

EFD Construction Mask Window

This window contains all the attributes of the EFD class. The security administrator can specify the
appropriate value to build a new EFD or edit an existing EFD. By clicking on the corresponding button, the
administrator is displayed a specific window to fill al the EFD attributes fields: Discriminator Construct, Start
Time, Stop Time, Intervals of Days, Week Mask, Destination, Backup Destination List, Active Destination,
Administrative State, Operational State, Availability Status, Confirmed Mode.

Filters Editor Window

This window allows to construct a discriminator graphically. On the drawing area, the administrator has to
click on arectangle bitmap and to control it by using the mouse menu button.

Control Window for Managing Logs

This windows is used for log management. The existing logs are displayed as icons with log names below.
The security auditor can select alog with the mouse to display the contents of the log or delete the log. He
can create a new log (Log Creation Window). By double-clicking on the log icon, the administrator can
display the log attributes.

Log Creation Window

This window allows the creation of a new log. A default log can be created or the administrator can create a
customised log by specifying — using the same windows as for the EFDs — the discriminator construct, the
start time, the stop time, the intervals of days, the week mask. He can modify the operational and

administrative state of thelog.

Log Attributes Display Window
The administrator can display and modify the attributes of the selected log.
Alarm Viewer Window

This window shows the collected security alarms. Only 10 alarms can be displayed simultaneously. The
alarm buffer sizeislimited. The older dlarmswill be discarded when the buffer isfull.
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4.6.1.1.4 Basc audit management function library
Thislibrary provides some basic functions to:
initialisethe XMP library
create OpenView kernel EFD
create, delete, enable and disable EFD in the specified agent
wait an event (with time out)

Thislibrary iswritten upon the XMP interface.
4.6.1.1.5 Interprocess Communication Interface Library

The Interprocess Communication Interface Library defines a specific protocol and a set of service functions
to allow one or more management application processes to communicate with the GUI process. The protocol
is based on message passing mechanisms.

Management applications can not be implemented using event driven scheme. They have to perform aloop
to wait for the CMIP messages and GUI commands. The X11 main loop does the same thing. It is possible to
add into X11 main loop the CMIP messages .

The GUI implemented in X11 and Motif incorporates the messages from management processes
(Xt AppAddl nput ). The XMP based applications will include the GUI command handler into their main
loop.

The GUI is responsible to load and shutdown a XMP process. The GUI can also control the XMP process
execution, for example pause and resume the alarm collection.

4.6.2 Required and supported component interfaces

The manager audit and alarms communicates with the agent ovead of the HP OpenView 4.21 plateform
through XMP.The GDMO model used for XOM objects is the GDMO X721 (ems.mib) of the
plateform.The manager manages object of class HPEventForwardingDiscriminator.

The manager exchanges with SELF agent with XMP: Event Report which field Event Info is of class
SecurityAlarminfo (in ems.mib) or ServiceReport (GDMO X 740).

Contents of the Event Report

Name of the attribute (GDMO) Contents

Managed Object Class Service which raise the event (integer
converted in oid)

Managed Object Instance Instance of the service (integer)

(in the attribute value of the first

ava)

Event Time actual time (generalized time)

Event Type oid of the notification

Event Info Security Alarm Info or Security Audit Info

Contents of the Security Alarm Info
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Name of the attribute (GDM O) Contents

Security Alarm Cause oid of the security alarm cause

Security Alarm Severity integer

Security Alarm Detector empty

Service User (attribute Detail) oid of the entity which caused the raising of
thealarm

Service Provider (attribute Detail) oid of the entity which has been «attacked »

Contents of the Security Audit Info (Service Report)

Name of the attribute (GDM O) Contents

Service Report Cause oid of the service report cause

Additional Text oid of the entity which caused the raising of
the report

Additional Information oid of the entity which has been «attacked »

47 SELF

4.7.1 Engineering Object Model
Thereisanumber of XOM objects used to implement the audit agent. These are as follows:
feature_list (MP_feature): negotiate the features of the platform environment where the agent runs.

attributeld , ava, ds rdn, ds_dn (OM_descriptor): they are used to identify an instance of a
security service.

bmoi: (OM_descriptor): is used to identify a managed object class which is a class of aservice. An
integer isused converted to an OID.

bmoc: (OM_descriptor): is used to identify an instance of a managed object classi.e. an instance of
aservice using an integer.

eType: (OM_descriptor): it contains the OID of the notification.
sUser: (OM_descriptor): DN of the initiator MAE.
sProvider: (OM_descriptor): DN of the target MAE.

addinfo: (OM_descriptor): OID of the target MAE in case of emmision of a service report
notification.

addText: (OM_descriptor): OID of the initiator MAE in case of emmision of a service report
notification.

sACause: (OM _descriptor): OID of the security alarm cause.

SsASeverity: (OM_descriptor): Severity of the event (MAJOR / MINOR / WARNING / CRITICAL /
INTERMEDIATE)
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srCause: (OM_descriptor): OID of the service report cause.

salnfo: (OM_descriptor): Security Alarm Info in case of a service report notification.
setEventReport: (OM_descriptor) contains a CMIP event report.

elnfo - Security Alarm Info.

4.7.2 Required and supported component interfaces

The SMASC and the Self communicate through a UNIX socket created at the current directory where the
agent runs. The definitionisasfollows:

#define SER ADDR "./server.soc

The above and all the definitions that follow reside in the AA.h file which represents the library used by the
SMASC in order to communicate with the agent. There is a number of security events that the SMASC
sends to the agent and these are listed below.

/* Security events as defined in D9 + "NULL string event" in order to
use the serviceReport Notification */

#define AUTH F "aut henticationFail ure"

#defi ne KEY_EXP "keyExpired"

#define I MD "informationWodificationDetected"
#define DI "duplicatel nformation”

#define BOC "breachOr Confidentiality”

#defi ne UAA "unaut hori zedAccessAttenpt”

#def i ne OOS "out Of Servi ce"

#defi ne HAA "out Of Hour sActivity"

#define UR "unspecifi edReason”

#defi ne NO_EVENT " NULL"

In what follows the structure of the notification information received by the agent process is described:

FUNCTION open_AA_connection

SYNOPSIS
voi d open_AA connection ()

DESCRIPTION
Thisfunction is used to open a connection with the agent process.
ARGUMENTS

None.

FUNCTION send_info

SYNOPSIS

void send_info( enum Service_ Type service, char *EType, char *Suser,
char *Sprovi der)

DESCRIPTION
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This is the function used to send the notification. For the moment only the first four in the set of services
are considered since there is no connection of the TRUMPET management system with SMASC. Later
versions may include the rest of the services.

ARGUMENTS

service defines a service chosen from the available set of services defined by the Service Type
type (Auth,KeyMgmnt,Int_Conf,AC,Assoc,Mgmnt,Notif,Other)

EType definesthe event from the list of available events described above.
Suser represents the DN of the initiator MAE
Sprovider representsthe DN of the target MAE.

FUNCTION send_AA_notif

SYNOPSIS
int send_AA notif (char *str)

DESCRIPTION

This function sends actually the notification by filling in the notification string with other information, which
isthe library version and the instance of the service.

FUNCTION close_AA_connection

SYNOPSIS
voi d cl ose_AA connection ()

DESCRIPTION

This function closes the connection to the agent process and should always be called after sending the
notification.

This interface is accomplished though a number of XOM objects (all of type OM_descriptor) since the
communication between the agent and the manager is done using the CMIP protocol :

setEventReport: this is the XOM object representing the CMIP event report sent to the manager. It
follows the X736, X740 standards and the type of information set includes the Managed Object Class,
the Managed Object Instance the Event Type the Event Time and the Event Info. The Event Info is
realised by the following two XOM objects.

elnfo: this object is used for a security related event.

salnfo: this object is used when a service report notification is sent.
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5. SECURITY INSTALLATION GUIDE

5.1 Security Profile Management

5.1.1 Hardwareand softwar e prerequisites

RogueWave version 6.0.4 or later.

5.1.2 Ingallation / configuration instructions

The Security Profile Management module is present in the distribution in the location:
src/securityPackage/secProfile

It consists of thefiles:

README

Makefile -- the Makefile

secpolicy.cc -- policy object c++ file
secpolicyP.cc -- policy object c++ file
trumpet/secpolicy.hh -- the header file to include for users
trumpet/secpolicyP.hh -- private header file

sp-tst.cc -- an exampl e/test program
secprofs.txt -- asample policy file

Installation is done by doing a make and a make install. The example/test program is not installed asit is
considered to be of little general interest.

Security Policy rules are set up as atable of entries:
(initiatorTitle, initiatorRole, responderTitle, accessControl Directory, securityProfile).

The table that defines the security profiles to be used is expected to be found on a file which name is
retrieved from the environment variable SECURITY_PROFILES. In case this variable is not set, a file
secprofs.txt islooked for, and in case this file neither exists, an empty tableis set up.

A file with security profiles must have entrieslike this:
iT: cn=BMA,OU=NR,0O=TRUMPET Project
iR: [AGENT | MANAGER]
rT: cn=ABMA,OU=NR,O=TRUMPET Project
aC: /path/to/access/control/directory
s [NULL |BASIC]

where each group of five lines are separated with one or more lines starting with a space (or just newline). If
multiple (iT,iR,rT) tuples are present in the file, the last one is used. In case of a bad entry specification, the
entry is skipped.

The meaning of the two sP values are:
NULL: No security
BASIC: Access Control & Authentication & Alarm, Audit, Recovery & Integrity

A sample secprofs.txt file:
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i T:. cn=BMA, OU=NR, O=TRUMPET Pr oj ect
i R AGENT

rT:. cn=ABMA, OU=NR, O=TRUMPET Pr 0j ect
aC. /path/to/null-rules

sP: NULL

i T: cn=BMA, OU=NR, O=TRUMPET Pr oj ect
i R AGENT

rT:. cn=nmv, OU=UCL, O=TRUMPET Pr oj ect
aC. /path/to/basic-rules

sP: BASIC

5.1.3 Runtime

If the security profile file is named secprofs.txt and exists in the current directory, no environment variable
needs to be set to point out thefile. If the fileis called something else, or is placed in another directory, the
environment variable SECURITY_PROFILES must be set to file's full or relative path. If no file is indicated,
one way or the other, no security profileswill be known to the system.

5.1.4 Version/releasehistory

The implementation was updated after the integration meeting held beginning of November and a new
version released on the 12th. This version is by the end of November still the last one, and no new one is
planned.

5.1.5 Known bugs

None.

5.2 Security Support Object

5.2.1 Hardware and software prerequisites

The Security Support Objects are implemented with the SECUDE security software package:
SECUDE5.1 Preview Release ]

5.2.2 Ingallation / configuration ingtructions

Y ou have downloaded a SECUDE package: secude-5.0c-<platform>.<packer>

where <platform> is the selected platform, <packer> is one of

zip" - ZIP, unpack with 'unzip <package>.zip'
"tgz" - GNU TAR + Zip, unpack with 'tar zxf <package>.tgz
"tz" - Unix TAR + COMPRESS, unpack with ‘cat <package>.tz | uncompress | tar xv'

To develop secured programs, SECUDE delivers al necessary header files. Unpack the following file:
..I<your-secude-directory>/lib/include.<packer>

Unpack it to adirectory of your choice. Then copy thefile
..I<your-secude-directory>/lib/configur.h

to that directory.

SECUDE shipsthe following files:

Unix platforms:
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./RELEASE known bugs within SECUDE 5.0c

../bin/secude SECUDE Single Utility

.lib/libsecude.[o or so] SECUDE shared library

lib/configur.h  system dependend configuration file;

it belongsto SECUDEs includefiles.

.Jlib/include.<packer> SECUDE packed header files

.Jetc/af-db <empty>
After unpacking the downloaded SECUDE package, run the platform-specific setup procedures.
Unix platforms;
On some UNIX-Systems, you have to add the path to SECUDES shared library to

LD _LIBRARY_PATH (e.g. SunOS, DEC) and to add the path to SECUDES hinary to your path.On others
you only have to modify your path settings.

The following environment settings are mandatory:
HOME HOME <directory>,
default path for aPSE - Personal Security Environment.
SECUDE _ETC SECUDE_ETC <directory>,
path for some secude relevant configuration files; the
directory isalso used as repository for testkeys.
The default is set to /usr/local/secude/etc. If you
have no access to /usr/local/secude/etc, set it to a

directory of your choice.

5.2.3 Known bugs

None.

5.3 AccessControl

5.3.1 Hardware and software prerequisites

To compile and run the access control component you need to have the RogueWave Tools.h++ installed
(v6.0 or above).

5.3.2 Ingallation / configuration instructions

The access control domains used in a program are configured by ASCI| files contained in UNIX directories
with the same name. These directories must be located in the directory the program is started from or the
path can be specified by defining the environment variable MIB_PATH. The directory must contain the
following files (filenames are fixed):

initiator.MIB contains aset of initiator groups which can be referred by rules.

Aninitiator group definition consists of a name followed by at least one initiator name (string DN). All
of this had to be on separate lines. A definition will be closed by aline starting with the character ‘#'.

EXAMPLE:

; initiators

initiatorsl
DN1
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DN2
#
initiators2
DN1
DN3
#

target.MIB contains aset of target groups which can be referred by rules.

An target group definition consists of a name followed by at least one target. All of this had to be on
separate lines.

A target is defined by the name of a base object instance (string DN) otional followed by scope in
brackets. A scopeis specified according to this:

[*] whole subtree

[-n] base to nth Level

[n] individual Level n

A definition will be closed by aline starting with the character ‘#'.
EXAMPLE:

; targets
targetsl
DN1

DN2[ 2]
#
targets2

DN1[ *]

DN2[ - 3]
#

ruleMIB describes the rules of the access control domain

A rule definition consists of a name followed by at least one initiator group reference, a set of target
group references and an access right specification. The different parts are separated by a line starting
with the character ‘-’ (minus).

The access rigths are defined starting with the permission followed by an optional list of operations. If
no operation is specified the ruleisvalid for all operations.

A definition will be closed by aline starting with the character ‘#'.
EXAMPLE:

; access control rules

gl obal Rul el
initiatorsl
initiators2

all ow create
# end rule
i tenmRul el
initiators2

targets2

deny
#

ruleDefault.MIB contains the default rule of the access control domain
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A default rule is specified by aline with one permission for each operation separated by “:'. The
sequence of operationsis:

get, set, create, delete, action
EXAMPLE:

; Default perm ssion for
; get:set:create: delete:action
al | ow. deny: al | ow. deny: deny

5.3.3 Runtime

5.34 Veson/releasehistory
v1.0 Initial Release Nov 97

5.3.5 Known bugs

None.

5.4 Secure Management Association

5.4.1 Hardware and softwar e prerequisites

The SMASC compiles with any C++ compiler on Solaris or HPUX workstations. It requires al the other
security components (Security Profile Manager, Security Support Object, Access Control, SELF, Audit and
Alarm).

5.4.2 Ingallation / configuration ingtructions

At aunix shell prompt, type:
cd Trunpet.cur/src/secPackage/ smasc
make al |
make install

5.4.3 Version/release history
0.1 Basic integration with the SSO and SEL F components.

5.4.4 Known bugs

Still much work to be done.
5.5 Adapter Object

5.5.1 Hardware and softwar e prerequisites

The Adapter Object compiles with any C++ compiler on Solaris or HPUX workstations. It requires:
HP Open View 4.21 or later (DM, OSl and XM P packagesinstalled).
TRUMPET SMP (SMASC and all the other security components).

5.5.2 Ingallation/ configuration instructions

At aunix shell prompt, type:
cd Trunpet.cur/src/secPackage/ xnpV7_adapt er
make al |
make install

A simpletesting program is provided with the XM P Adapter. It can be installed using:
cd Trunpet.cur/src/secPackage/ xnpV7_assoc
meke al l
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To run this testing tool, open two shell windows (xterms). Type ag in the first one and then ma in the
second. The output messages are self-explicit.

5.5.3 Verson/releasehistory
01 First level of capability: authentication.
5.5.4 Known bugs

The authentication-Method and authentication-Vaue ACSE Session fields are not transmitted to the target
MAE. This bug might be platform-specific and may not appear under HPUX.

5.6 Audit and Alarm

5.6.1 Hardware and software prerequisites
HP OpenView version 4.21
Motif 1.2
C compiler

5.6.2 Ingallation / configuration ingtructions

In the main directory of the application, you have a file Makefile which is used by the command make to
generate the executable « auditman » and the needed library «smli_audit.a».

In the file Makefile you need to set the following variables with the appropriate paths specific to the current
host:

INCLUDE must contain all the paths of the include files needed to compile (standard C, Matif, X11,
XMP, XOM).

LDFLAGS contains the path of the HP OpenView and standard C libraries.
LDFLAGS_X contains the path of the Motif and X11 libraries.
When all these variables arefilled, you run the compilation by executing the make command.
Toinstall the audit and alarm manager, you need:

the executable auditman, to execute you need to type «auditman» with no parameter, in the
directory /auditman,

a configuration file audit.cfg which contains the IP address of the manager and agent in the same
directory as the executable, this file must have 2 lines.one for the agent and one for the manager
with the following information:

[AGENT]
Sectionl: EntityName;coordinates X;coordinates Y ;Graphical object class;

Section2: XMP requestor/responder title and addresses. The AETitle should be declared in form2. The
structureis: entityName;AP-title-form2; AEqualifier-form2; psel;ssel;tsel;nadd;

[MANAGER]
Sectionl:EntityName;Graphical object class;

Section2: XMP requestor/responder title and addresses. The AETitle should be declared in form2. The
structureis: entityName; AP-title-form2; AEqualifier-from2; psel;ssel ;tsel;nadd;

Hereisan example:
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[ MANAGER] :
audi tman; 1. 9. 2. 134. 145. 116; 1;
#0302; 030100; 0101; 08005ac7442d;
[ END]
[ AGENTS] :
Sel f agent ; 220; 460; 1. 9. 2. 134. 145. 116; 1;
#0202; 020200; 0202; 08005ac7442d;
[ END]

adirectory « log » to create thelog files in the same directory as the executable.

5.6.3 Runtime
To run the audit and alarm manager, you need:

2 generated packages (with ovpacgen): HP_DMI_PKG (from /opt/gdmo_mibsems.mib) and
AUD_PKG on the plateform HP Openview in the directory pacgen. In order to use these packages, it
is necessary to set the environmental variables:

setenv MP_PACKAGE_DIR $HOME/pacgen
setenv MP_PACKAGE_DIR_NAME package.dir

the postmaster of the platform and the ovead agent need to be started.

5.6.4 Version/release history

Actually, the agent of the HP OpenView platform does not implement the behaviour of all the packages of
X721 GDMO. The Duration package is not implemented in the ovead agent, the GUI implements the
Duration package (week mask, intervals of day, ...), but sinceit is not implemented in the agent, setting these
attributes in the manager will have no effect on the behaviour.

5.6.5 Known bugs

None.

5.7 SELF

5.7.1 Hardware and software prerequisites

In order to run the Self component HP OpenView libraries should be in place. Also the directory /pacgen
should be present. In there the MIB resides.

5.7.2 Softwareinstallation

All the following sources are available:Selfagentl.c , Selfagent.h (MIB file) , tools.h, macrotools.h, AA.h,
tools.c, mactorools.c (additional libraries). Using the make command, the executable Self will be generated.

5.7.3 Runtime

The stepsin order to run the agent are as follows:
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1. Thefollowing environmental variables have to be set, thanks to the commands:
setenv MP_PACKAGE_DIR $HOME/pacgen
setenv MP_PACKAGE_DIR_NAME package.dir

2. The Self component is the audit and alarm agent. Y ou can run at the /audagent directory by typing at
the prompt Self &. This command runs the agent at the background. The agent behaves as a server
process.

3. Theinput comes from the SMASC. There are 5 different client programs that contain instructions for
opening and closing the socket and sending notifications. The source code for these clients exists in
the /sockets directory under the prefix test_client. These lines of code should appear somewhere in the
code of SMASC.

4. So each time you run one of these clients the Self agent sends an event report to the manager. So while
the agent runs in the background if you type e.g. Client1 then the client sends the notification and the
agent preprocessit and sends the CMIP event report to the manager.

5. The client programs should be run from the same directory so they exist (the executables) in the
audagent directory. Thisis so, because the socket the server opens existsin the current directory where
the Self runs so the client program should read from it (the socket is afile). In the trials this should be
set to afixed directory on the filing system of the machine where the SMASC and the agent run.

6. The Self code should always be compiled with the AA.h library. The SMASC code should be compiled
using the AA.c and AA.hfiles. These two exist in the /sockets directory and there is a Makefile of how
to use AA.c and AA.h. In this Makefile the test_client.c resembles the SMASC and the server.c
resembl es the Self agent.

5.7.4 Verson/releasehistory
version 1.0, November 1997.

5.7.5 Known bugs

None.
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7. ACRONYMS

API
ATM
BSP
CA
CIM
CIS
CMIP

CMIS
CMISE
CORB

CPN
CRL
DIl
DN
DS
EML
EMS
GBC
GBCM

GDMO

GUI
HMM
HPOV
HTML
HTTP
IBC
IDL
110P
1P
JDBC
JDK
JLDAP
JMAPI
LAN
LDAP
LIF
MIB
MO
MOS
NEL
NEV
NL
NML
NMS
NV
ODP
OMG
ONP
ORB
oS

Application Programmer’s Interface OsF
Asynchronous Transfer Mode os
Binary Space Partition PC
Certification Authority PNO
Common Information Model PTT
Communications I nterface System QAF
Common Management Information QATM
Protocol QoS
Common Management Information Service RDN
CMIS Element RMI
Common Object Request Broker SAC
Architecture SDH
Customer Premises Network S
Certificate Revocation List S
Dynamic Invocation Interface SME
Distinguished Name SNC
Dynamic Skeleton Interface

Element Management Layer SNMP
Event Management System SOHO
Global Broadband Connection S
Global Broadband Connectivity SSL
Management TCP
Guidelines for the Definition of Managed TMN
Objects TTP
Graphical User Interface UML
Hyper-Media Management URL
Hewlert-Packard Open View VASP
Hyper-Text Mark-up Language VP
Hyper-Text Transfer Protocol VPI
Integrated Broadband Connection WAN
Interface Definition Language WPx

Internet Inter-ORB Protocol
Internet Protocol

Java DataBase Connectivity
Java Devel opment Kit

Java LDAP

Java Management AP

Loca Area Network

Lite Weight Directory Access Protocol
Local Interface

Management Information Base
Managed Object

Managed Object Server
Network Element Layer
Network Element View
Network Layer

Network Management Layer
Network Management System
Network View

Open Distributed Processing
Object Management Group
Open Network Provision
Object Request Broker
Operation System

Operation System Function

Open Systems Interconnection
Personal Computer

Public Network Operator

Postal, Telegraph and Telephone

Q Adapter Function

ATM QAF

Quality of Service

Relative Distinguished Name

Remote Method Invocation

Service Access Control

Synchronous Digital Hierarchy

Static Invocation Interface

Service Layer

Small and Medium Enterprise (Market)
Subnetwork Connection (asin releaseSNC,
etc.)

Simple Network Management Protocol
Small Office Home Office (Market)
Static Skeleton Interface

Secure Sockets Layer

Transmission Control Protocol
Telecommunications Management Network
Trusted Third Party

Unified Modelling Language

Universal Resource Locator

Value Added Service Provider

Virtual Path

Virtual Path Identifier

Wide Area Network

Work Package Number x
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8. APPENDIX A - CORBA/TMN GATEWAY INTERFACE

This section contains the complete set interface definitions for the CORBA/TMN gateway. Parts of this
interface definitions have been derived from the MISA Xuser GDMO specification (see Section 10)
according to the mapping rules have been developed within the Network Management Forum to map
between GDMO and IDL definitions. The specification is organised as follows:

PNO Connection Manager: contains all the supported interfaces of the CORBA/TMN gateway
excluding the parameter types which are defined separately as Xuser types.

VASP VPN Manager: contains the definition of the interfaces which is required from the VASP Control
Server.

Xuser Types: Defines all the parameter types and its constituents.

ASN.1 Types. Defines types definitions according to ASN.1 basic types.

8.1 PNO Connection Manager
I* $ld:$ */

/*

** Copyright (C) 1997

** by GWMD - German National Research Center for Information Technol ogy

* %

** Perm ssion to use, copy, modify, distribute, and sell this software
** and its documentation for any purpose is hereby granted wi thout fee,
** provided that the above copyright notice appear in all copies and

** that both that copyright notice and this perm ssion notice appear

** in supporting docunmentation, and that the name of GVD not be used in
** advertising or publicity pertaining to distribution of the software

** without specific, witten prior perm ssion. GVD makes no

** representations about the suitability of this software for any

** purpose. It is provided "as is" wi thout express or inplied warranty.

* %

** GMVD DI SCLAI MS ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE, | NCLUDI NG
** ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS, | N NO EVENT

** SHALL GMD BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES
** OR ANY DAMAGES WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS,
** WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI OUS ACTI ON,
** ARI SI NG OUT OF OR I N CONNECTI ON W TH THE USE OR PERFORMANCE OF THI S
** SOFTWARE.

*/

#i f ndef _PnoConnectionMgr _| DL_
#define _PnoConnectionMr_| DL_

#incl ude "Xuser Types.idl"
#i ncl ude "VpnManager.idl"

nodul e PnoConnecti onMgr {

/*

This IDL nodul e defines the supported external interfaces of the conponent
PNO Connecti on Manager. The PNO Connecti on Manager requires the

external interface VpnManager::VPConnecti onServi ceEvent Handl er which

is needed to propagate Xuser event reports to the VASP. This interface

is defined by the IDL nodul e VpnManager.

*/

//forward declaration of interfaces
interface VPConnectionServi ceFactory;
interface VPConnectionService;

interface VPSubscriptionServiceFactory;
interface VPSubscriptionService;

interface VPConnecti onServi ceEvent Handl er;
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I

Interface: VPConnectionServiceFactory

interface VPConnectionServiceFactory {

Il

exception ServiceProfileNot Found {
b
VPConnect i onService
create(in XuserTypes:: NaneType pnold,
i n VpnManager:: VPConnecti onServi ceEvent Handl er event Handl er);
voi d

destroy(in VPConnectionService vpConnecti onServiceRef);

Interface: VPConnectionService

interface VPConnectionService {

Il

exception Connecti onRequest Failure {
Xuser Types: : ReasonType reason

b

Xuser Types: : ReserveConnecti onResul t Type
reserveConnecti on(

in Xuser Types: : ReserveConnectionl nfoType connectionl nformation)
rai ses (Connecti onRequest Failure);

voi d
nodi f yConnecti on(

in Xuser Types: : Modi f yConnecti onl nfoType connecti onl nfornmati on)
rai ses (Connecti onRequest Failure);

voi d
rel easeConnecti on(

in XuserTypes: : Rel easeConnecti onl nfoType connecti onl nformati on)
rai ses (Connecti onRequest Failure);

Interface: VPSubscri pti onServi ceFactory

interface VPSubscriptionServiceFactory {

Il

exception ServiceProfil eNot Found {

b

VPSubscri ptionService
create(in XuserTypes:: NaneType pnold);

voi d
destroy(in VPSubscriptionService subscriptionServiceRef);

Interface: VPSubscriptionService

interface VPSubscriptionService {

exception | nvali dAccessPoint {

b

exception NotFound {

}s

voi d
creat eAccessPoi nt (in XuserTypes::ldentifierType userld,
in Xuser Types:: NameType accessPointld
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in Xuser Types:: E164AddressType E164Address)
rai ses (InvalidAccessPoint);

voi d

del et eAccessPoi nt (in Xuser Types::ldentifierType userld,
in Xuser Types:: NaneType accessPointld)

rai ses (Not Found);

3
}; /1 End of Module
#endi f

8.2 VP Connection Manager
1% $ld:$ */

/*

** Copyright (C) 1997

** by GWMD - German National Research Center for Information Technol ogy

* %

** Perm ssion to use, copy, nodify, distribute, and sell this software
** and its documentation for any purpose is hereby granted w thout fee,
** provided that the above copyright notice appear in all copies and

** that both that copyright notice and this perm ssion notice appear

** in supporting docunentation, and that the name of GVD not be used in
** advertising or publicity pertaining to distribution of the software

** without specific, witten prior perm ssion. GVD makes no

** representations about the suitability of this software for any

** purpose. It is provided "as is" w thout express or inplied warranty.

* %

** GMD DI SCLAI MS ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE, | NCLUDI NG
** ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS, | N NO EVENT

** SHALL GVD BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES
** OR ANY DAMAGES WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS,
** WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI OUS ACTI ON,
** ARI SING OUT OF OR I N CONNECTI ON W TH THE USE OR PERFORMANCE OF THI S
**  SOFTWARE.

*/

#incl ude "Xuser Types.idl"
nodul e VpnManager {

/*

*/

1/ Interface: VPConnecti onServi ceEvent Handl er

interface VPConnectionServi ceEvent Handl er {

oneway void

activat eConnectionNotify(in XuserTypes:: NameType pnold,
in Xuser Types:: NaneType vpConnectionld,
in XuserTypes:: ActivationNotiflnfoType status);

oneway void

rel easeConnectionNotify(in XuserTypes:: NameType pnold,
in Xuser Types:: NaneType vpConnectionld,
in XuserTypes: : Rel easeReasonType reason);

oneway void

connectionNotify(in XuserTypes:: NaneType pnold,
in XuserTypes: : ReasonType reason,
in ASN1_PrintableString eventlnformation);
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}; /1 End of Module

8.3 ASN.1Basic Types
11l

/1 ASN1Types.idl

11

#i fndef _ASNLTYPES_| DL_
#define ASNLTYPES |DL_

/1 ASN. 1 base types

typedef octet ASN1_Nul I ;

//const ASN1_Null ASN1_Nul |l Val ue = 0;

typedef bool ean ASN1_Bool ean;
typedef |ong ASN1_I nt eger;
typedef 1ong ASN1_I nt eger 64[ 2] ;
typedef fl oat ASN1_Real ;

typedef sequence<octet> ASN1_BitString; // PIDL defined
typedef sequence<octet> ASN1_Cctet String;

typedef string ASN1_Obj ectl dentifier;
typedef any ASN1_Any;
typedef any ASN1_Def i nedAny;
struct ASN1_Ext ernal {

ASN1_Obj ectldentifier syntax;

ASN1_Def i nedAny data_value; [/ by syntax
b

/1 ASN. 1 strings which nmay not contain binary zeros

typedef string ASN1_| A5Stri ng;
typedef string ASN1_NunericString;
typedef string ASN1_Printabl eString;
typedef string ASN1_Tel et exStri ng;
typedef string ASN1_T61Stri ng;
typedef string ASN1_Vi deot exStri ng;
typedef string ASN1_Vi si bl eString;

typedef ASN1_VisibleString ASNl1_GeneralizedTine; // PIDL defined
typedef ASNl_Visibl eString ASN1_UTCTi me;

/1 ASN. 1 strings which may contain binary zeros

typedef sequence<octet> ASN1_BMPSt ri ng;
typedef sequence<octet> ASN1_GCeneral String;
typedef sequence<octet> ASN1_GraphicString;
typedef sequence<octet> ASN1_| SO646Stri ng;
typedef sequence<octet> ASN1_Uni versal String;

typedef ASN1_Graphi cString ASN1_Obj ect Descri ptor;
/1 define constants for ASN.1 Real infinity

/1 #include "ASN1Lim ts.idl"

#endif /* _ASNITYPES_ IDL_ */

8.4 Xuser Types
[* $1d:$ */

/*
** Copyright (C) 1997
** py GVMD - Gernman National Research Center for Information Technol ogy

* %
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** Perm ssion to use, copy, nodify, distribute, and sell this software
** and its documentation for any purpose is hereby granted w thout fee,
** provided that the above copyright notice appear in all copies and

** that both that copyright notice and this perm ssion notice appear

** in supporting docunentation, and that the name of GVD not be used in
** advertising or publicity pertaining to distribution of the software

** without specific, witten prior perm ssion. GVD nmakes no

** representations about the suitability of this software for any

** purpose. It is provided "as is" w thout express or inplied warranty.

* %

** GMD DI SCLAI MS ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE, | NCLUDI NG
** ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS, | N NO EVENT

** SHALL GVD BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES
** OR ANY DAMAGES WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS,
** WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI OUS ACTI ON,
** ARI SING OUT OF OR I N CONNECTI ON W TH THE USE OR PERFORMANCE OF THI S
**  SOFTWARE.

*/

#i f ndef _XuserTypes_IDL_
#define _XuserTypes_IDL_

#incl ude "ASN1Types.idl"

nmodul e Xuser Types {

/*

This I DL nodul e defines the basic types of the CORBA adapter object to
the Xuser interface. The type definitions has been translated from
correspondi ng definitions of the M SA Xuser ASN.1 Modul e using

the translation algorithmresulted fromJI DM (X/ Open-NMF joint activity).
However, in sone cases, the translated definitrions have been slightly
nodified to sinply their usage for the application progranmer.

*/

/1 Type: ActivationNotiflnformation

/* Correspondi ng M SA-Xuser ASN.1 type definition

ActivationNotiflnformation::= ENUMERATED { ok(0), ko(1)}
*/

enum ActivationNotiflnfoType {ok, ko

b

/1 Type: NaneType

/* Correspondi ng M SA- Xuser ASN. 1 type definition (from M 3100)

NanmeType: : = CHOI CE {
nuner i cName | NTEGER,
pString GraphicString

}

NOTE: TRUMPET uses PrintableString instead of GraphicString to

sinmplify the handling of pString conmponents. GraphicString is

mapped to sequence<octect> and PrintableString is mapped

to string. The latter inplies the limtation that the sequence

of chars shall not include the null char (binary zeros for 8-bit chars).
*/

enum NaneTypeChoi ce { nunericName, pString };

uni on NaneType switch(NaneTypeChoice) {

case numeri cName: ASN1_I nt eger numeri cName;

case pString: ASN1_Printabl eString pString;
b
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/1 Type: Ti me24Type

/* Correspondi ng M SA- Xuser ASN. 1 type definition (from SM):

Ti me24: : = SEQUENCE {
hour | NTEGER (0. . 23),
mnute | NTEGER (0..59)

}
*/

struct Time24Type{
unsi gned short hour;
unsi gned short m nute;

b

/1 Type: DaySl ot

/* Correspondi ng M SA- Xuser ASN. 1 type definition (from ETSI ETS300653):

GBCDay Sl ot : : = SEQUENCE {
sl ot Begi n Ti me24,
sl ot End Ti me24

}
*/

struct DaySl ot Type {
Ti me24Type sl ot Begi n;
Ti me24Type sl ot End;

b

11/ Type: Dail ySchedul e

/* Correspondi ng M SA- Xuser ASN. 1 type definition
(originally taken from ETSI ETS300653):

GBCDai | ySchedul e: : = SEQUENCE OF GBCDay Sl ot
*
/

typedef sequence < DaySl ot Type > Dail ySchedul eType;

/1 Type: WeekDay

/* Correspondi ng M SA- Xuser ASN. 1 type definition (from ETSI ETS300653):

WeekDay: : = ENUMERATED {
sunday (0),
monday (1),
tuesday (2),
wednesday (3),

t hursday (4),
friday (5),
saturday (6)

}
*

enum WeekDayType{sunday, nonday, tuesday, wednesday, thursday, friday, saturday};

11 Type: StopTime

/* Correspondi ng M SA-Xuser ASN. 1 type definition (from SM):

St opTi me: : = CHO CE {
speci fic GeneralizedTi ne,
conti nual NULL
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*/

enum St opTi meTypeChoi ce{
speci fi cChoi ce,
conti nual Choi ce

}s

uni on StopTi meType switch(StopTi neTypeChoi ce){
case specificChoice: ASN1_GeneralizedTi me specific;
case conti nual Choi ce: ASN1_Nul I conti nual ;

b

/1 Type: NA4AStartTi nme

/* Correspondi ng M SA- Xuser ASN. 1 type definition (from ETSI ETS300653):

NA4St art Ti me: : = StopTi ne
*/

typedef StopTi meType NA4StartTi meType;

/1 Type: Ti mneWeek

/*

Ti meWeek: : = SEQUENCE {
weekDay WeekDay,
time Time24

}
*/

struct Ti meWeekType {
WeekDayType weekDay;
Ti me24Type time;

b

11 Type: WeekSl ot

/* Correspondi ng M SA- Xuser ASN. 1 type definition
(originally taken from ETSI ETS300653):

GBCWeekSl ot : : = SEQUENCE {
sl ot Begi n Ti meWeek,
sl ot End Ti neWeek

}
*/

struct WeekSl ot Type {
Ti meWeekType sl ot Begi n;
Ti meWeekType sl ot End;

}s

11 Type: Weekl ySchedul e

/* Correspondi ng M SA- Xuser ASN. 1 type definition
(originally taken from ETSI ETS300653):

GBCWeekl ySchedul e: : = SEQUENCE OF GBCWeeksSl ot
*
/

typedef sequence < WeekSl ot Type > Weekl ySchedul eType;

/1 Type: Occasional Sl ot

/* Correspondi ng M SA- Xuser ASN. 1 type definition
(originally taken from ETSI ETS300653):
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GBCOccasi onal Sl ot:: = SEQUENCE {
sl ot Begin NA4StartTi ne,
sl ot End StopTi me

}
*/

struct Occasional Sl ot Type {

NA4St art Ti meType sl ot Begi n;
St opTi meType sl ot End,;
i
11/ Type: Occasi onal Schedul e

/* Correspondi ng M SA- Xuser ASN.1 type definition
(originally taken from ETSI ETS300653):

GBCOccasi onal Schedul e: : = SEQUENCE OF GBCOccasi onal Sl ot
*/

typedef sequence < Occasional Sl ot Type > Occasi onal Schedul eType;

/1 Type: E164Address

/* Correspondi ng M SA-Xuser ASN.1 type definition:

E164Address::= PrintableString

*/
typedef ASN1_PrintableString E164Addr essType;
11 Type: ldentifier

/* Correspondi ng M SA-Xuser ASN.1 type definition:

Identifier::= | NTEGER

*/

typedef ASN1_I| nteger I dentifierType;

11/ Type: ProtectionLevel

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

ProtectionLevel ::= ENUMERATED {
protected (0),
unprotected-lowpriority (1),
unprot ected-hightpriority (2)}

*/

enum ProtectionLevel Type {
protected, unprotected_|lowpriority, unprotected_hightpriority

3

/1 Type: Reason

typedef NameType ReasonType;
/* Correspondi ng M SA-Xuser ASN. 1 type definition:

Reason: : = NaneType
*/

11 Type: Schedul e

/* Correspondi ng M SA-Xuser ASN.1 type definition:
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GBCSchedul e: : = SEQUENCE {

startTi me NA4St art Ti e,
st opTi ne St opTi e,
CHOI CE { dur ationSchedul e [ 0] NULL,
dai | ySchedul e [1] GBCDai | ySchedul e,
weekl ySchedul e [ 2] GBCWeekl ySchedul e,
nmont hl ySchedul e [ 3] GBCMont hl ySchedul e,
occasi onal Schedul e [4] GBCCccasi onal Schedul e
}
*/

enum Schedul el t emlypeChoi ce {
dur ati onSchedul e,
dai | ySchedul e,
weekl ySchedul e,
occasi onal Schedul e

b

uni on Schedul el teniType switch(Schedul elteniTypeChoice) {
case durationSchedul e: ASN1_Nul | durationSchedul e;
case dail ySchedul e: Dail ySchedul eType dail ySchedul e;
case weekl ySchedul e: Weekl ySchedul eType weekl ySchedul e;
case occasi onal Schedul e: Occasi onal Schedul eType occasi onal Schedul e;

b

struct Schedul eType {
NA4St art Ti meType startTi nme;
St opTi meType stopTi nme;
Schedul el t emType schedul eChoi ce;

}s

uni on Schedul eTypeOpt switch(bool ean) {
case TRUE: Schedul eType schedul e;
default: ASN1_Null undefi ned;

b

/1 Type: QosCl ass

/* Correspondi ng M SA- Xuser ASN. 1 type definition
(adopted from ATM orum M4) :

QoSCl ass:: = | NTEGER {
cbr (0),
rt-vbr(1),
nrt-vbr(2),
ubr (3),
abr (4),
sdh-cbr (5)

}

NOTE: sdh-cbr does not apply for TRUMPET
*/
typedef ASNLl_I nt eger QoSCl assType;

const QoSCl assType chr=0;
const QoSCl assType rt_vbr=1;
const QoSCl assType nrt_vbr=2;
const QoSCl assType ubr=3;
const QoSCl assType abr=4;
const QoSCl assType sdh_cbr =5;

11 Type: MaxNunmVp

/* Correspondi ng M SA- Xuser ASN. 1 type definition:
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MaxNunVp: : = | NTEGER
*/

typedef ASN1_Integer MaxNunVpType;

11 Type: PeakBitRate

/* Correspondi ng M SA-Xuser ASN.1 type definition:

PeakBi t Rat e: : = | NTEGER
*/

typedef ASNl_| nteger PeakBit RateType;

11/ Type: MaxCel | Transf er Del ay

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

MaxCel | Transf er Del ay: : = SEQUENCE {
accept abl eMaxCTD [ 0] | NTEGER OPTI ONAL,
cumul ati veMaxCTD [1] | NTEGER OPTI ONAL

}
*)

uni on Accept abl eMaxCTDTypeOpt swi t ch(bool ean) {
case TRUE: ASN1_I| nteger acceptabl eMaxCTD;
default: ASN1_Null undefi ned;

b

uni on Cunul ati veMaxCTDTypeOpt swi t ch(bool ean) {
case TRUE: ASN1_I| nteger cumul ati veMaxCTD;
default: ASN1_Null wundefi ned;

b

struct MaxCel | TransferDel ayType {
Accept abl eMaxCTDTypeOpt accept abl eMaxCTD;
Cumul ati veMaxCTDTypeOpt cunul ati veMaxCTD;

b

/1 Type: PeakToPeakCel | Del ayVari ati on

/* Correspondi ng M SA- Xuser ASN.1 type definition:

PeakToPeakCel | Del ayVari ati on:: = SEQUENCE {
accept abl ePeakToPeakCDV [ 0] | NTEGER OPTI ONAL,
cumul ati vePeakToPeakCDV [ 1] | NTEGER OPTI ONAL }
*/

uni on CDVTypeOpt switch(bool ean) {
case TRUE: ASN1_I nteger acceptabl ePeakToPeakCDV;
default: ASN1_Null wundefined;

b

struct PeakToPeakCel | Del ayVari ati onType{
CDVTypeOpt accept abl ePeakToPeakCDV;
CDVTypeOpt cunul ati vePeakToPeakCDV;

b

11l Type: Cell LossRatio

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Cel | LossRatio::= | NTEGER (1..15)
*/
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typedef unsigned short Cell LossRati oType;

11 Type: MaxDel ay

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

MaxDel ay: : = | NTEGER (1..15)
*/

typedef ASN1_I| nt eger MaxDel ayType;

/1 Type: PeakCel | Rate

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromITU-T I.751):

PeakCel | Rat e:: = SEQUENCE {
peakCel | Rat eCLPOpl us1l [0] | NTEGER OPTI ONAL,
peakCel | Rat eCLPO [1] | NTEGER OPTI ONAL

}
*/

uni on PeakCel | Rat eCLPTypeOpt switch(bool ean) {
case TRUE: ASN1_Integer peakCell Rate;
default: ASN1_Null undefi ned;

b

struct PeakCel | Rat eType {
PeakCel | Rat eCLPTypeOpt peakCel | Rat eCLPOpl us1;
PeakCel | Rat eCLPTypeOpt peakCel | Rat eCLPO;

b

I Type: MaxBurstSize

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromITU-T I.751):

/*

MaxBur st Si ze: : = SEQUENCE {
maxBur st Si zeCLPOpl us1l [0] | NTEGER OPTI ONAL,
maxBur st Si zeCLPO [1] | NTEGER OPTI ONAL

}
*)

uni on MaxBur st Si zeCLPTypeOpt switch(bool ean) {
case TRUE: ASNl_Integer maxBurstSize;
default: ASN1_Null undefi ned;

b

struct MaxBurstSizeType{
MaxBur st Si zeCLPTypeOpt nmaxBur st Si zeCLPOpl us1;
MaxBur st Si zeCLPTypeOpt naxBur st Si zeCLPO;

b

/1 Type: M ni munCel | Rat e

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromITU-T I.751):

M ni munCel | Rat e: = PeakCel | Rat e
*/

typedef ASN1l_Integer M ni munCel | Rat eType;

/1 Type: Sust ai nabl eCel | Rate

/* Correspondi ng M SA-Xuser ASN.1 type definition (fromITU-T |.751):
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/*

Sust ai nabl eCel | Rat e: : = SEQUENCE {
sust ai nabl eCel | Rat eCLPOpl us1l [0] | NTEGER OPTI ONAL,
sust ai nabl eCel | Rat eCLPO [ 1] | NTEGER OPTI ONAL

}
*/

uni on Sust ai nabl eCel | Rat eCLPTypeOpt switch(bool ean) {
case TRUE: ASNl_Integer sustainabl eCell Rate;
defaul t: ASN1_Nul |l undefi ned,;

b

struct Sustai nabl eCel | Rat eType {
Sust ai nabl eCel | Rat eCLPTypeOpt sust ai nabl eCel | Rat eCLPOpl us1,;
Sust ai nabl eCel | Rat eCLPTypeOpt sust ai nabl eCel | Rat eCLPO;

3

/1 Type: Fl oati ngPoi nt Codi ng

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromITU-T I.751):

/*

Fl oat i ngPoi nt Codi ng: : = SEQUENCE ({
e I NTEGER (0..31),
w | NTEGER (0. . 31)

}
*

struct Fl oati ngPoi nt Codi ngType{
unsi gned short e;
unsi gned short w,

3

/1 Type: CDVTol er anceCodi ng

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromITU-T I.751):

/*
CDVTol er anceCodi ng: : = CHO CE {
i nt eger Codi ng | NTEGER,
fl oati ngPoi nt Codi ng Fl oati ngPoi nt Codi ng

}
*

enum CDVTol er anceCodi ngTypeChoi ce{
i nt eger Codi ngChoi ce,
f1 oati ngPoi nt Codi ngChoi ce};

uni on CDVTol er anceCodi ngType swi t ch( CDVTol er anceCodi ngTypeChoi ce) {
case integer Codi ngChoi ce: ASNl_Integer integer Coding;
case fl oatingPoi nt Codi ngChoi ce: Fl oati ngPoi nt Codi ngType fl oati ngPoi nt Codi ng;

3

/1 Type: CDVTol erance

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromITU-T I.751):

/*

CDVTol erance: : = SEQUENCE {
sust ai nabl eCel | Rat eCLPOpl us1l [0] | NTEGER OPTI ONAL,
sust ai nabl eCel | Rat eCLPO [1] | NTEGER OPTI ONAL

}
*

uni on CDVTol eranceCLPTypeOpt switch(bool ean) {
case TRUE: CDVTol eranceCodi ngType sust ai nabl eCel | Rat e;
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default: ASN1_Null undefi ned;
b

struct CDVTol eranceType{
CDVTol eranceCLPTypeOpt cel |l Del ayVari ati onTol eranceCLPOpl us1;
CDVTol eranceCLPTypeOpt cel | Del ayVari ati onTol er anceCLPO;

b

/1 Type: Directionality

/* Correspondi ng M SA- Xuser ASN. 1 type definition (fromI|ITU-T M 3100):

Directionality::= ENUMERATED {
uni di rectional (0),
bi directional (1)

}

*/

enum DirectionalityType {unidirectional, bidirectional};

/1 Type: Bl ockErrorRate

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Bl ockError Rat e: : = | NTEGER
*/

typedef ASN1_I nt eger Bl ockErrorRateType;

/1 Type: QoSSequenceType

/* Correspondi ng M SA-Xuser ASN. 1 type definition:

ATMSpeci fi cParamet ers: : = SEQUENCE {

qosCl ass [0] QoSCl ass OPTI ONAL,

maxCTD [1] MaxCel | TransferDel ay OPTI ONAL,
peakToPeak CDV [2] PeakToPeakCel | Del ayVari ati on OPTI ONAL,
cel |l LossRatio [3] CellLossRatio OPTI ONAL,

peakCel | Rat e [4] PeakCel | Rat e OPTI ONAL,

sust ai nabl eCel | Rat e [ 5] Sustainabl eCel | Rat e OPTI ONAL,

pcr CDVTol er ance [6] CDVTol erance OPTI ONAL,

scr CDVTol er ance [ 7] CDVTol erance OPTI ONAL,

maxBur st Si ze [ 8] MaxBurstSize OPTI ONAL,

m nCel | Rat e [9] M ninmunCel | Rate OPTI ONAL }

APPSQoSSequence: : = SEQUENCE ({
forward [0] ATMSpecificParanmeters OPTI ONAL,
backward [ 1] ATMSpeci ficParanmeters OPTI ONAL

}
APPSQoSSequence: : = SEQUENCE ({
forward [ 0] ATMSpeci ficParaneters OPTI ONAL,
backward [1] ATMsSpeci ficParaneters OPTI ONAL
}

GBCQoSSequence: : = SEQUENCE {
aPPSQoSSequence [0] APPSQoSSequence OPTI ONAL,
sPPSQoSSequence [1] SPPSQoSSequence OPTI ONAL
}

Not e: APPSQoSSequence is mapped directly onto GBCQoSSequenceType since
SDH QoS paraneters are not required for TRUMPET (SPPSQoSSequence)
*/

uni on QoSCl assTypeOpt swi tch(bool ean) {
case TRUE: QoSCl assType qosCl ass;
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default: ASN1_Null wundefi ned;

uni on MaxCTDTypeOpt switch(bool ean) {
case TRUE: MaxCel | TransferDel ayType maxCTD;
defaul t: ASN1_Nul |l undefi ned,;

uni on PeakToPeakCDVTypeOpt switch(bool ean) {
case TRUE: PeakToPeakCel | Del ayVari ati onType peakToPeakCDV;
default: ASN1_Null undefined;

uni on Cel |l LossRati oTypeOpt switch(bool ean) {
case TRUE: CellLossRatioType cellLossRatio;
default: ASN1_Null undefi ned;

uni on PeakCel | Rat eTypeOpt switch(bool ean) {
case TRUE: PeakCel | RateType peakCell Rate;
default: ASN1_Null wundefi ned;

uni on Sust ai nabl eCel | Rat eTypeOpt switch(bool ean) {
case TRUE: Sustai nabl eCel |l RateType sustainabl eCel | Rate;
defaul t: ASN1_Null undefi ned,;

uni on Pcr CDVTol eranceTypeOpt switch(bool ean) {
case TRUE: CDVTol eranceType pcr CDVTol erance;
default: ASNL1_Null undefined;

uni on Scr CDVTol eranceTypeOpt switch(bool ean) {
case TRUE: CDVTol eranceType scrCDVTol erance;
default: ASN1_Null undefi ned;

uni on MaxBur st Si zeTypeOpt switch(bool ean) {
case TRUE: MaxBurstSizeType nmaxBurstSize;
default: ASN1_Null wundefi ned;

union M nCel | Rat eTypeOpt switch(bool ean) {
case TRUE: M ni munCel | Rat eType m nCell Rate;
defaul t: ASN1_Nul |l undefi ned,;

b

struct ATMSpeci ficParanmetersType {
QoSCl assTypeOpt qosCl ass;
MaxCTDTypeOpt maxCTD;
PeakToPeakCDVTypeOpt peakToPeakCDV;
Cel | LossRati oTypeOpt cell LossRati o;
PeakCel | Rat eTypeOpt peakCel | Rat e;
Sust ai nabl eCel | Rat eTypeOpt sust ai nabl eCel | Rat e;
Pcr CDVTol eranceTypeOpt pcr CDVTol er ance;
Scr CDVTol eranceTypeOpt scr CDVTol erance;
MaxBur st Si zeTypeOpt maxBur st Si ze;
M nCel | Rat eTypeOpt m nCel | Rat e;

uni on ATMQosTypeOpt switch(bool ean) {
case TRUE: ATMSpecificParametersType paraneters;
default: ASN1_Null undefi ned;
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struct QoSSequenceType {
ATMQosTypeOpt forward;
ATMQosTypeOpt backwar d;
s

uni on QoSSequenceTypeOpt switch(bool ean) {
case TRUE: QoSSequenceType gosSequence;
default: ASN1_Null undefi ned;

b

/1 Type: RoutingCriteria

/* Correspondi ng M SA-Xuser ASN.1 type definition:

RoutingCriteria::= NaneType
*/

typedef NameType RoutingCriteriaType;

11 Type: ReserveConnectionl nformation

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Reser veGBCConnecti onl nformati on: : = SEQUENCE {
gBCMUser I d Identifier,
sour ceE164Address [0] E164Address OPTI ONAL,
destinati onE164Addr ess E164Address,
connectionProtectionLevel [1] ProtectionLevel OPTI ONAL,
routingCriteria RoutingCriteria OPTI ONAL,
gBCType GBCType,
gBCDirectionality Directionality
gBCSchedul e GBCSchedul e,
gBCPPSpar anet ers GBCQoSSequence OPTI ONAL }

NOTE: The GBCType conponent is not mapped since TRUMPET only
uses/ supports ATM Path Provi sioning Service (APPS)

*/

uni on E164AddressTypeOpt switch(bool ean) {
case TRUE: E164AddressType sourceE164Address;
default: ASN1_Null undefi ned;

b

uni on ProtectionLevel TypeOpt switch(bool ean) {
case TRUE: ProtectionLevel Type connectionProtectionLevel;
default: ASN1_Null undefi ned;

b

uni on RoutingCriteriaTypeOpt switch(bool ean) {
case TRUE: RoutingCriteriaType routingCriteria,;
default: ASN1_Null undefi ned;

b

struct ReserveConnectionlnfoType {
I dentifierType userl d;
E164Addr essTypeOpt  sour ceE164Addr essOpt;
E164Addr essType destinati onE164Addr ess;
Protecti onLevel TypeOpt connectionProtectionLevel Opt;
RoutingCriteriaTypeOpt routingCriteriaOpt;
DirectionalityType directionality;
Schedul eType schedul e;
QoSSequenceTypeOpt gosPar amet er sOpt ;

s

/1 Type: ReserveConnecti onResult
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/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Reser veGBCConnecti onResul t:: = CHO CE {
successful [0] SEQUENCE {
gBCConnectionld GBCConnecti onl d,
gBCAccessPointld GBCAccessPointld OPTI ONAL},
unsuccessfull [1] Reason

}
*/

uni on AccessPoi ntl dTypeOpt switch(bool ean) {
case TRUE: NameType accessPointld;
defaul t: ASN1_Null undefi ned,;

b

struct ReserveConnectionResultType {
AccessPoi nt | dTypeOpt accessPoi nt | dOpt ;
NanmeType connectionl d;

3

/*

NOTE: The type mapping only reflects the results returned on
successful operation of the reserveGBCConnecti on ACTI ON operati on.
Failures will be indicated through an exception of type

Connecti onRequest Failure which is associated with the
reserveConnecti on operation.

*/

/1 Type: Modi fyConnectionl nfornmation

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Modi f yGBCConnecti onl nformati on: : = SEQUENCE {
gBCMUser |l d Identifier,
gBCConnecti onl d GBCConnecti onld,
gBCSchedul e [ 0] GBCSchedul e OPTI ONAL,
gBCPPSpar aneters [1] GBCQoSSequence OPTI ONAL}
*/

struct Modi fyConnectionl nfoType {

I dentifierType userl d;
NanmeType connectionl d;
Schedul eTypeOpt dur ati onOpt;
QoSSequenceTypeOpt  qosPar anmet er sOpt ;
i
/1l Type: Modi fyConnecti onResul t

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Modi f yGBCConnecti onResult::= CHO CE {
successful NULL,
unsuccessfull Reason }

*/

/*

NOTE: No type definition is needed since the nodifyGBCConnection ACTI ON operation
returns NULL on successful conpletion. Failures will be indicated through an

exception of type Connecti onRequestFailure which is associated with the
nodi f yConnecti on operation.
*/

11/ Type: Rel easeConnecti onl nformation

/* Correspondi ng M SA- Xuser ASN. 1 type definition:
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Rel easeGBCConnecti onl nformati on: : = SEQUENCE {
gBCMUser |l d Identifier,
gBCConnecti onl d GBCConnecti onld,
reason Reason }

*/

struct Rel easeConnecti onl nfoType{

I dentifierType userld;
NanmeType connectionld;
ReasonType reason;
s
/1 Type: Rel easeConnecti onResult

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Rel easeGBCConnecti onResul t:: = CHO CE {
successful NULL,
unsuccessfull Reason }

*/

/*

NOTE: No type definition is needed since the nodi fyGBCConnection ACTI ON operation
returns NULL on successful conpletion. Failures will be indicated through an

exception of type ConnectionRequestFailure which is associated with the
nodi f yConnecti on operation.
*/

/1 Type: Rel easeReason

/* Correspondi ng M SA-Xuser ASN. 1 type definition:

Rel easeReason: : = CHO CE {
fromPNO ENUMERATED {enduser Rel ease (0), timeout (1),
pnoRel ease (2), other (3) },
fromOrigi nCPN PrintableString }
*/

enum Rel easeReasonfr omPNOChoi ceType {
enduser Rel ease, tinmeout, pnoRel ease, other

}s

enum Rel easeReasonTypeChoi ce {
f r onPNOChoi ce, fronOrigi nCPNChoi ce

}s

uni on Rel easeReasonType switch(Rel easeReasonTypeChoice) {
case fromPNOChoi ce: Rel easeReasonfronmPNOChoi ceType fronPNQ,
case fronOri gi nCPNChoi ce: ASNl_PrintableString fromOrigi nCPN,;

b

I Type: Rel easeNotiflnformation

/* Correspondi ng M SA- Xuser ASN. 1 type definition:

Rel easeNoti fl nformati on:: = Rel easeReason
*/

typedef Rel easeReasonType Rel easeNotiflnfoType;
}; /1 End of Module

#endi f
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9. APPENDIX B - CORBA/TMN GATEWAY LIBRARY

Different functions are offered by this library, allowing the gateway to handle all the requests sent by the
VASP Control Server.

Some of these functions are available to alow acorrect initialization with the HP-OV postmaster daemon:
FUNCTION initManager

SYNOPSIS
i nt initManager (void)

DESCRIPTION

initialization of all required HP OpenView data.
ARGUMENTS

£

RESULTS

returns O if success, -1 if not.

FUNCTION exitManager

SYNOPSIS
voi d exit Manager ()

DESCRIPTION

release and free all data allocated for HP OpenView use
ARGUMENTS

/£

RESULTS

/£

FUNCTION getManagerFileDescriptor

SYNOPSIS
i nt get Manager Fi |l eDescriptor()

DESCRIPTION

retrieves the file descriptor on HP OpenView postmaster daemon, in order to process asynchronous events
coming from the Xuser agent.

ARGUMENTS

/e

RESULTS

On success, returns afiledescriptor value to the HPOV postmaster daemon..

In case of error, returns-1.

FUNCTION processEventFromAgent

SYNOPSIS
voi d processEvent Fr omAgent ()
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DESCRIPTION

processing of an incoming event sent by the Xuser agent to the manager.
ARGUMENTS

/£

RESULTS

/£

The next functions are called in the implementation side of the CORBA part of the gateway. Precisely, each
function is used appropriately in the methods of the class PnoConnectionMglmpl, when the VASP Control
Server issues arequest:

FUNCTION processReserveConnection

SYNOPSS
Xuser Types: : ReserveConnecti onResul t Type *

processReserveConnecti on (const Xuser Types: : ReserveConnecti onl nfoType
connecti onl nf 0)

DESCRIPTION

processes a mapping from the C++ infornation given by the parameter to a C structure, and sends to the
Xuser agent the ReserveConnection request with XOM/XMP facilities. After receiving a successful result,
processes a mapping from the C Xuser agent result to a C++ gateway result and returns it. Then, the
CORBA server side is able now to translate this in a required form, understandable by the CORBA client
(the VASP Control Server written in Java).

ARGUMENTS

connectionlnfo, composed of the following attributes:;
userld: User Id.
sourceE164AddressOpt: optional source address.
destinationE164Address: destination address.
connectionProtectionLevel Opt: optional protection level.
RoutingCriteriaOpt: optional routing criteria.
Directionality: directionality.
Schedule: schedule.
gosParametersOpt: optional QOS parameters.

RESULTS

In case of success, returns amemory block containing all relevant information sent by the Xuser agent, after
a ReserveConnection CMIP request, with the following attributes:

accessPointldOpt: optional access point Id.

connectionld: connection Id.

In case of error, an exception is raised, of type ConnectionRequestFailure, and containing the reason of the
failure.
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FUNCTION processM odifyConnection

SYNOPSIS

voi d processModi fyConnection (const XuserTypes:: Mddi fyConnecti onl nfoType
connecti onl nf 0)

DESCRIPTION

process a mapping from the C++ infornation given by the parameter to a C structure, and sends to the Xuser
agent the ModifyConnection request with XOM/XMP facilities. After receiving a successful result, does
nothing else.

ARGUMENTS
connectionlnfo, composed of the following attributes:
userld: User Id.
connectionld: connection Id.
ScheduleOpt: optional schedule.
gosParametersOpt: optional QOS parameters.
RESULTS

In case of success, nothing is returned. In case of error, an exception is raised, of type
ConnectionRequestFailure, and containing the reason of the failure.

FUNCTION processRel easeConnection

SYNOPSIS

voi d processRel easeConnecti on (const
Xuser Types: : Rel easeConnecti onl nfoType connecti onl nfo);

DESCRIPTION

process a mapping from the C++ infornation given by the parameter to a C structure, and sends to the Xuser
agent the ReleaseConnection request with XOM/XMP facilities. After receiving a successful result, does
nothing else.

ARGUMENTS

connectionlnfo, composed of the following attributes:;
userld: User Id.
connectionld: connection Id.

RESULTS

In case of success, nothing is returned. In case of error, an exception is raised, of type
ConnectionRequestFailure, and containing the reason of thefailure.
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10. APPENDIX C - XUSER INTERFACE DEFINITION

This section contains the complete specification of the external interface to the TRUMPET PNO Xuser
Agent. According to the collaboration between the TRUMPET and MISA project this specification has
been adopted from MISA [MISA-D3-Al]. The GDMO definitions included below represent the latest
revision of the MISA Xuser specification which has been used as a basis for the implementation of the PNO
Xuser Agent and the VASP CORBA/TMN gateway in TRUMPET.

-- Filenane/type = xuser.mb
-- Created automatically by MW generator

-- Xuser Interface GDMO Specification
-- Editor: G Liu, T. Zhang (GVD FOKUS)

- - DEPENDENCI ES:

-- "CCITT Rec. X.721 (1992) | ISOIEC 10165-2: 1992"
-- "I TU-T Rec. M 3100 (1995)"

-- "I-ETS 300 653: 1996"

-- "ITU-T Rec. |.751 (1996)"

-- "I TU-T Rec. X.790 (1995)"

-- REVI SI ON | NFORMATI ON

-- Revision 2.3 1997/11/08 00:00:00 liu

-- Use the registration tree reserved for M SA Xuser

-- Change the syntax of gBCMUserld from | NTEGER to M 3100 NanmeType
-- Enhance some NOTI FI CATI ON definitions

-- Revision 2.2 1997/10/12 00:00:00 liu

-- Concl ude the concrete class identifiers (integer) for QoSCl ass
-- Enhance some BEHAVI OUR definitions

-- Add an explicit directionality field for GBC reservation

-- Repl ace sone text for nore appropriate expressions

-- Revision 2.1 1997/09/26 00:00:00 Iliu
-- Modi fy definitions for GBC scheduling, GBC QoS paraneters
-- and GBC Traffic paranmeters

-- Revision 2.0 1997/09/04 00:00:00 Iliu
-- Insert high | evel Probable Cause according to ACl definitions
-- Add ReserveNotifReply for destination GBCMuser checki ng

-- Revision 1.6 1997/07/30 00:00:00 Iiu
-- Modi fy some definitions for Fault Management Ensenbl e
-- Modi fy some definitions for QoS issues

-- Revision 1.5 1997/02/17 00:00: 00 zhang
-- Modi fy some BEHAVI OUR descriptions responding to Dieter's

-- Revision 1.4 1996/12/17 00:00:00 liu
-- Repl ace sone identifiers, |labels and references for
-- the globally unique identities in the M SA specifications.

-- Revision 1.3 1996/12/16 00:00:00 |iu/zhang
-- Extent the functionalities to support the destination GUl etc.

-- Revision 1.2 1996/11/14 00:00:00 liu

-- Support the specification of RPl interface which is out of
-- the scope of the Xuser Protocol itself.

-- This part should be struck off in the formal version of the
-- Xuser GDMO specification.
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-- Revision 1.1 1996/10/14 00:00:00 liu
-- Revision 1.0 1996/09/30 00:00:00 liu

-- Revision 0.0 1996/09/27 00:00:00 liu
- - Construct this file fromthe M SA resource provided by zhang

-- OTHER CHANGES

-- Deviations fromoriginal:

-- 16 DEC 96: aro (ZRL)

-- - define statements added for O D resolution.

-- - changed all references to X. 721, M 3100 to use the format shown above
- - under Dependanci es.

-- - Added reference to "CCITT Rec. X.721 (1992) | ISOIEC 10165-2: 1992"
-- for attribute |ogRecordld, logld and class |og, alarnRecord

-- - globally replaced gBCServiceProvider with gBCMServiceProvider

-- I ndex

-- ASN. 1 Modul e

-- MANAGED OBJECT CLASS
- - PACKAGE

-- ATTRI BUTE

-- ACTI ON

-- NOTI FI CATI ON

- - BEHAVI OUR

-- NAME BI NDI NG

IR EEEEEE SRS S S EEEEEEEEEEEEEEEEEEEEEEREEREEREEEEEEEEEEEREERE RIS SR EEEEE RS

-- MANAGED OBJECT CLASS

R Rk S S S S O R S I S S R S S S

gBCSer vi ceProvi der MANAGED OBJECT CLASS
DERI VED FROM "CCI TT Rec. X.721 (1992) | I1SO|IEC 10165-2: 1992":system
CHARACTERI ZED BY
gBCSer vi ceProvi der Package,
gBCMSer vi cePer f or mer Package;
REGI STERED AS {m saXuser Obj ect Cl ass 1};

gBCMUser MANAGED OBJECT CLASS
DERI VED FROM "CCI TT Rec. X.721 (1992) | 1SO|IEC 10165-2: 1992": top;
CHARACTERI ZED BY
gBCMUser Package,
gBCMReconfi gurati onPackage;
CONDI TI ONAL PACKAGES
gBCMTr oubl eReport For mat Obj ect Pt r Pkg
PRESENT | F "an instance supports it.";
REG STERED AS {m saXuser Obj ect Cl ass 2};

gBCMUser Servi ceProfil e MANAGED OBJECT CLASS
DERI VED FROM "CCI TT Rec. X.721 (1992) | 1SO|EC 10165-2: 1992": top;
CHARACTERI ZED BY
gBCMUser Ser vi ceProf i | ePackage;
REGI STERED AS {m saXuser Obj ect Cl ass 3};

gBCAccessPoi nt MANAGED OBJECT CLASS
DERI VED FROM " |- ETS 300 653: 1996": networkTP;
CHARACTERI ZED BY
gBCAccessPoi nt Package,
gBCAccessPoi nt Al ar mReport Package;
CONDI TI ONAL PACKAGES
gBCAccessPoi nt Not i f Package
PRESENT I F "It is supported.”;
REG STERED AS {m saXuser Obj ect Cl ass 4};
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gBCConnecti on MANAGED OBJECT CLASS
DERI VED FROM "I - ETS 300 653: 1996": connectivity;
CHARACTERI ZED BY
gBCConnect i onPackage,
gBCAIl ar nReport Package,
"ITU-T Rec. M 3100 (1995)": createDel eteNotificationsPackage;
CONDI TI ONAL PACKAGES
gBCPPSPar anet er Package
PRESENT | F "The GBCConnection has SDH ATM specific
par anet ers";

REGI STERED AS {m saXuser Obj ect Cl ass 5};

gBCTr oubl eReport MANAGED OBJECT CLASS
DERI VED FROM "I TU-T Rec. X.790 (1995)": troubl eReport;
CHARACTERI ZED BY
gBCTr oubl eReport Pkg,
"ITU-T Rec. X.790 (1995)": trObjectCreationDel etionPkg,
"ITU-T Rec. X.790 (1995)": trAttributeVal ueChangePkg;
CONDI TI ONAL PACKAGES
"I'TU-T Rec. X.790 (1995)": trTroubl eCl earancePersonAttri butePkg
PRESENT I F "It is necessary to record the information",
"ITU-T Rec. X.790 (1995)": trRel atedTroubl eReportListPkg
PRESENT |F "One trouble has certain close relationship
wi th others";
REGI STERED AS {m saXuser Obj ect Cl ass 6};

reconfigurati onRecord MANAGED OBJECT CLASS
DERIVED FROM "CCITT Rec. X. 721 (1992) | I SO IEC 10165-2: 1992":
event LogRecor d;
CONDI TI ONAL PACKAGES
"CCITT Rec. X. 721 (1992) | I SO | EC 10165- 2: 1992":
event Ti nePackage
PRESENT | F "The event tine paraneter was presenting in the
recei ved RequiredReconfigurationNotification event report";
REGI STERED AS {m saXuser Obj ectCl ass 7};

troubl eCreati onRecord MANAGED OBJECT CLASS

DERIVED FROM "CCITT Rec. X. 721 (1992) | | SO I EC 10165-2: 1992":
obj ect Creati onRecord;
REG STERED AS {m saXuser Obj ect Cl ass 8};

troubl eDel eti onRecord MANAGED OBJECT CLASS

DERIVED FROM "CCITT Rec. X 721 (1992) | SO IEC 10165-2: 1992":
obj ect Del eti onRecor d;
REGI STERED AS {m saXuser Obj ect Cl ass 9};

gBCMTr oubl eNot i fi cati onRecord MANAGED OBJECT CLASS

DERIVED FROM "CCITT Rec. X. 721 (1992) | I SO IEC 10165-2: 1992":
event LogRecor d;

CHARACTERI ZED BY gBCMTr oubl eNoti fi cati onRecor dPkg PACKAGE

ATTRI BUTES
"CCITT Rec. X.721 (1992) | ISOIEC 10165-2: 1992": eventTime GET,
"ITU-T Rec. X.790 (1995)": managedObj ectl nstance GCET,
"ITU-T Rec. X.790 (1995)": receivedTi nme GET,
"ITU-T Rec. X.790 (1995)": troubl eFound CGET; ; ;

CONDI TI ONAL PACKAGES gBCMTr oubl eTypePkg
PRESENT | F "an instance supports it.";
REGI STERED AS {m saXuser Obj ect Cl ass 10};

gBCServi ce MANAGED OBJECT CLASS
DERI VED FROM "I TU-T Rec. X. 790 (1995)": service;
CHARACTERI ZED BY
gBCSer vi cePkg PACKAGE
BEHAVI OUR
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gBCSer vi ceBehavi our BEHAVI OUR
DEFI NED AS "gBCService is a class of managed objects
that represents the offerings froma GBC service
provi der which supplies APPS(ATM Path Provi sioning
Service) and/or SPPS(SDH Path Provisioning Service)
to one or nobre custoners.";;

ATTRI BUTES
gBCSer vi ceDescri ption GET;;;

CONDI TI ONAL PACKAGES

gBCMTr oubl eReport For mat Obj ect Pt r Pkg

PRESENT | F "an instance supports it.";
REGI STERED AS {m saXuser Obj ect Cl ass 11};

gBCTr oubl eReport For mat Def n MANAGED OBJECT CLASS
DERI VED FROM "I TU-T Rec. X.790 (1995)": troubl eReport For mat Def n;
CONDI TI ONAL PACKAGES
gBCTr oubl eFor mat Package
PRESENT | F "an instance supports it.";
REGI STERED AS {m saXuser Obj ect Cl ass 12};

gBCAl ar mRecord MANAGED OBJECT CLASS
DERIVED FROM "CCITT Rec. X. 721 (1992) | ISOI EC 10165-2: 1992":
al ar mRecor d;
CONDI TI ONAL PACKAGES
gBCAIl ar niTypePackage
PRESENT | F "an instance supports it.";
REGI STERED AS {m saXuser Obj ect Cl ass 13};

R R I I I R R R R S R R R R R

-- PACKAGE

EE R R Ik S S S S S I I I R R R R I I I R

gBCSer vi ceProvi der Package PACKAGE
BEHAVI OUR gBCSer vi ceProvi der Behavi our;
ATTRI BUTES
admi ni strativeAddress GET- REPLACE;
REG STERED AS {m saXuser Package 1};

gBCMSer vi cePer f or mer Package PACKAGE
BEHAVI OUR gBCMser vi cePer f or mer Behavi our ;
ACTI ONS
reser veGBCConnecti on,
modi f yGBCConnecti on,
rel easeGBCConnecti on,
removeSubscri ption;
REGI STERED AS {m saXuser Package 2};

gBCMUser Package PACKAGE
BEHAVI OUR gBCMUser Behavi our ;
ATTRI BUTES
gBCMUser | d GET,
gBCMUser Cat egory GET- REPLACE,
gBCMUser Adm nAddr ess GET- REPLACE;
REGI STERED AS {m saXuser Package 3};

gBCMUser Ser vi ceProfi | ePackage PACKAGE
BEHAVI OQUR gBCMUser Ser vi cePr of i | eBehavi our;
ATTRI BUTES
serviceProfileld GET,
gBCMSer vi ceType GET- REPLACE;
REG STERED AS {m saXuser Package 4};

gBCAccessPoi nt Package PACKAGE
BEHAVI OUR gBCAccessPoi nt Behavi our ;
ATTRI BUTES
gBCAccessPoi nt | d GET,
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el164Addr ess GCET,

gBCConnecti onPtr GCET,

serviceProfil ePtr GET- REPLACE,

goSLi m t sSequence GET- REPLACE;
REG STERED AS {m saXuser Package 5};

gBCConnecti onPackage PACKAGE
BEHAVI OUR gBCConnecti onBehavi our;
ATTRI BUTES
gBCSchedul e GET- REPLACE,
connectionProtectionLevel GET- REPLACE,
routingCriteria GET- REPLACE,
gBCConnectionld GET,
gBCAccessPoi nt Pt r GET,
| i st Of Dest Addr GET- REPLACE;
NOTI FI CATI ONS
activationNotif,
deacti vati onNoti f,
rel easeNoti f,
nodi f yGBCConnecti onNoti f;
REG STERED AS {m saXuser Package 6};

gBCPPSPar anet er Package PACKAGE
BEHAVI OUR gBCPPSPar anet er Behavi our ;
ATTRI BUTES
gBCQoSSequence GET- REPLACE;
REGI STERED AS {m saXuser Package 7};

gBCMReconfi gurati onPackage PACKAGE
BEHAVI OUR
gBCMReconf i gur ati onBehavi our BEHAVI OUR
DEFI NED AS "I n case of requiring reconfiguration on the
GBCM wuser's side due to the fault affecting the managed resources, a
requi redReconfigurationNotif is emtted to indicate the essential reconfiguration.

"o
[l

NOTI FI CATI ONS
requi redReconfi gurati onNoti f;
REGI STERED AS {m saXuser Package 8};

gBCTr oubl eFor mat Package PACKAGE
BEHAVI OUR
gBCMTIr oubl eFor mat Behavi our BEHAVI OUR
DEFI NED AS "In this package, there is only one attribute
troubl eReport Format which contains the tenplates for trouble reporting. Its value
can be updated by the manager.";;
ATTRI BUTES
t roubl eReport For mat GET- REPLACE;
REGI STERED AS {m saXuser Package 9};

gBCAccessPoi nt Al ar mRepor t Package PACKAGE
BEHAVI OUR
gBCAccessPoi nt Al ar mRepor t Behavi our BEHAVI OUR
DEFI NED AS "Thi s package only contains one notification.
The emtting of this notification is as a consequence of faults reported by the
M SA network |level OS regarding the GBC access point. ";;
NOTI FI CATI ONS
gBCAccessPoi nt Al ar mReport Noti f;
REGI STERED AS {m saXuser Package 10};

gBCAIl ar mRepor t Package PACKAGE
BEHAVI OUR
gBCAIl ar mRepor t Behavi our BEHAVI OUR
DEFINED AS "This package only contains one notification. The
emtting of this notification is as a sonsequence of faults reported by the M SA
netwrk | evel OS regarding the GBC';;
NOTI FI CATI ONS
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gBCAI ar mReport Not i f;
REGI STERED AS {m saXuser Package 11};

gBCTr oubl eReport Pkg PACKAGE
BEHAVI OUR
gBCTr oubl eRepor t Behavi our BEHAVI OUR
DEFI NED AS "The gBCTroubl eReport managed object represents the
probl em detected by the GBCM user and reported to the GBCM provider. |nstances of
this class describe the nature of the problemas well as ongoing status. ";;
NOTI FI CATI ONS
troubl eNoti f;
REGI STERED AS {m saXuser Package 12};

gBCAccessPoi nt Not i f Package PACKAGE

BEHAVI OUR
gBCAccessPoi nt Not i f Behavi our BEHAVI OUR
DEFINED AS "In <case a GBC connection is reserved at the

destination access point, the related GBCMJser should inforned.";;
NOTI FI CATI ONS
reserveGBCConnecti onNoti f;
REG STERED AS {m saXuser Package 13};

gBCMTr oubl eReport For mat Obj ect Pt r Pkg PACKAGE
ATTRI BUTES
"I TU-T Rec. X.790 (1995)": troubl eReport Format Obj ect Ptr GCET,;
REGI STERED AS {m saXuser Package 14};

gBCMTr oubl eTypePkg PACKAGE
ATTRI BUTES
"ITU-T Rec. X.790 (1995)": troubl eType CET;
REGI STERED AS {m saXuser Package 15};

gBCAl ar niTypePackage PACKAGE
BEHAVI OUR gBCAl ar mTypeBehavi our
BEHAVI OUR DEFI NED AS "The gBCAl ar mlype indicate the type
of GBC alarm";;
ATTRI BUTES
gBCAIl ar mType GCET;
REGI STERED AS {m saXuser Package 16};

R R I S S R R R R R T R R R R R

-- ATTRI BUTE

EE R R Ik S S S S S I I I R R R R I I I R

adm ni strativeAddress ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. Adm ni strati veAddr ess;
MATCHES FOR EQUALI TY;
BEHAVI OUR admi ni strativeAddr essBehavi our;

REGI STERED AS {m saXuserAttribute 1};

connectionProtectionLevel ATTRIBUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Mbdul e. Prot ecti onLevel ;
MATCHES FOR EQUALI TY, ORDERI NG,
BEHAVI OUR connecti onProtecti onLevel Behavi our;

REGI STERED AS {m saXuserAttribute 2};

el64Address ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. E1I64Addr ess;
MATCHES FOR EQUALI TY;
BEHAVI OUR el64Addr essBehavi our;

REGI STERED AS {m saXuserAttribute 3};

gBCAccessPoi ntld ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCAccessPoi nt | d;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCAccessPoi nt | dBehavi our;
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REGI STERED AS {m saXuserAttribute 4};

gBCAccessPoi nt Pt r ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCAccessPoi nt Ptr;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCAccessPoi nt Pt r Behavi our;

REGI STERED AS {m saXuserAttribute 5};

gBCConnectionld ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCConnecti onl d;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCConnecti onl dBehavi our ;

REGI STERED AS {m saXuserAttribute 6};

gBCConnecti onPtr ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCConnecti onPtr;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCConnecti onPtr Behavi our;

REGI STERED AS {m saXuserAttribute 7};

gBCMser vi ceType ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCMSer vi ceType;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCMsSer vi ceTypeBehavi our ;

REGI STERED AS {m saXuserAttribute 8};

gBCMUser Adm nAddr ess ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. Adni ni strati veAddress;
MATCHES FOR EQUALI TY;
BEHAVI OUR admi ni strativeAddr essBehavi our;

REGI STERED AS {m saXuserAttribute 9};

gBCMUser Cat egory ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCMUser Cat egory;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCMUser Cat egor yBehavi our ;

REGI STERED AS {m saXuserAttribute 10};

gBCMUser | d ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCMUser | d;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCMUser | dBehavi our;

REGI STERED AS {m saXuserAttribute 11};

gBCQoSSequence ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCQoSSequence;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCQoSSequenceBehavi our ;

REG STERED AS {m saXuserAttribute 12};

| i st Of Dest Addr ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. Li st Of Dest Addr ;
MATCHES FOR EQUALI TY;
BEHAVI OUR | i st Of Dest Addr Behavi our ;

REGI STERED AS {m saXuserAttribute 13};

goSLi m t sSequence ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. QoSLi m t sSequence;
MATCHES FOR EQUALI TY, ORDERI NG;
BEHAVI OUR qoSLi m t sSequenceBehavi our;

REG STERED AS {m saXuserAttribute 14};

gBCSchedul e ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCSchedul e;
MATCHES FOR EQUALI TY;
BEHAVI OUR gBCSchedul eBehavi our;
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REGI STERED AS {m saXuserAttribute 15};

routingCriteria ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Mbdul e. RoutingCriteria;
MATCHES FOR EQUALI TY;
BEHAVI OUR routingCriteriaBehaviour;

REGI STERED AS {m saXuserAttribute 16};

serviceProfileld ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. Servi ceProfil el d;
MATCHES FOR EQUALI TY;
BEHAVI OUR servi ceProfil el dBehavi our;

REGI STERED AS {m saXuserAttribute 17};

serviceProfil ePtr ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. Servi ceProfil ePtr;
MATCHES FOR EQUALI TY;
BEHAVI OUR servi ceProfil ePtrBehavi our;

REGI STERED AS {m saXuserAttribute 18};

troubl eReport For mat ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. Tr oubl eReport For mat ;
MATCHES FOR EQUALI TY;

REGI STERED AS {m saXuserAttribute 19};

gBCSer vi ceDescri pti on ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Mbdul e. GBCSer vi ceDescri pti on;
BEHAVI OUR gBCSer vi ceDescri pti onBehavi our
BEHAVI OUR DEFI NED AS "The gBCServi ceDescri ption describes
the distinguishing characteristics of a specific GBC service
provided by the GBC service provider. They are what a service
provi der can serve its custoners";;
REGI STERED AS {m saXuserAttribute 26};

gBCAl ar mType ATTRI BUTE
W TH ATTRI BUTE SYNTAX M saXuser ASN1Modul e. GBCAI ar mType;
REGI STERED AS {m saXuserAttribute 27};

EE R R Ik S S S S S I I I R R R R I I I R

-- ACTI ON

R R I S S R R R R R T R R R R R

reserveGBCConnecti on ACTI ON

BEHAVI OUR r eserveGBCConnect i onBehavi our ;

MODE CONFI RVED;

W TH | NFORMATI ON SYNTAX

M saXuser ASN1Modul e. Reser veGBCConnecti onl nf or mati on;

W TH REPLY SYNTAX M saXuser ASN1Modul e. Reser veGBCConnecti onResul t;
REGI STERED AS {m saXuserAction 1};

modi f yGBCConnecti on ACTI ON

BEHAVI OUR nodi f yGBCConnecti onBehavi our;

MODE CONFI RMED;

W TH | NFORMATI ON SYNTAX

M saXuser ASN1Modul e. Modi f yGBCConnect i onl nf or nmati on;

W TH REPLY SYNTAX M saXuser ASN1Modul e. Modi f yGBCConnecti onResul t;
REGI STERED AS {m saXuserAction 2};

rel easeGBCConnecti on ACTI ON

BEHAVI OUR r el easeGBCConnect i onBehavi our ;

MODE CONFI RVED;

W TH | NFORMATI ON SYNTAX

M saXuser ASN1Modul e. Rel easeGBCConnecti onl nf or mati on;

W TH REPLY SYNTAX M saXuser ASN1Modul e. Rel easeGBCConnecti onResul t;
REGI STERED AS {m saXuserAction 3};
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renoveSubscri pti on ACTI ON
BEHAVI OUR r enpbveSubscri pti onBehavi our;
MODE CONFI RMED;
W TH | NFORMATI ON SYNTAX M saXuser ASN1Modul e. RemoveSubscri pti onl nf or mati on;
W TH REPLY SYNTAX M saXuser ASN1Modul e. RemoveSubscri pti onResul t;
REGI STERED AS {m saXuser Action 4};

R R S S R I kR I R R I I I

-- NOTI FI CATI ON

IR R R R SRS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEIEIE ISR EEEEEIEE IS

activationNotif NOTIFI CATI ON

BEHAVI OUR acti vati onNoti f Behavi our;

W TH | NFORMATI ON SYNTAX M saXuser ASN1Mbodul e. Acti vati onNoti fl nformation;
REGI STERED AS {m saXuserNotification 1};

rel easeNotif NOTI FI CATI ON

BEHAVI OUR r el easeNot i f Behavi our ;

W TH | NFORMATI ON SYNTAX M saXuser ASN1Modul e. Rel easeNoti f I nformati on;
REGI STERED AS {m saXuserNotification 2};

gBCAl ar mReport Noti f NOTI FI CATI ON
BEHAVI OUR
gBCAIl ar mReport Not i f Behavi our BEHAVI OUR

DEFI NED AS "Any failure and warnings which affect GBC Connection
are triggered conditions of this notification. The alarm over and protection
switching is also a triggered conditions of this notification.

At the Xuser interface the follow ng high |evel ProbableCause(s)
are defined:

- interDomainLinklnavailable is wused when the prinmary alarm
affects an interdomain access point.

- foreignConnectionlnavailable is used when primary alarm affects
a GBCSubnetworkConnection in a different domain to the one to which the user
access point is |ocated.

- local Connectionlnavailable is used when primary alarm affects a
GBCSubnet wor kConnection in the domain where the user access point is |ocated.

- networkFault is used when PNO wants to be as nuch generic as
possible, e.g. because the real primary alarm has not been detected (just AlIS
and/ or RDI defects have been received).";;

W TH | NFORMATI ON SYNTAX
M saXuser ASN1Modul e. GBCAI ar mReport Noti f I nfo
AND ATTRI BUTE | DS

typeOf Al arm gBCAIl ar mType,
probabl eCause "CCITT Rec. X.721 (1992) | ISOIEC 10165-
2: 1992": probabl eCause,
percei vedSeverity "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": perceivedSeverity,
notificationldentifier "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": notificationldentifier,
speci fi cProbl ens "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": specificProblens,
correlatedNotifications "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": correlatedNotifications,
nmoni t oredAttri butes "CCITT Rec. X.721 (1992) | ISOIEC 10165-
2: 1992": monitoredAttributes,
proposedRepai r Acti ons "CCITT Rec. X. 721 (1992) | I1SOIEC 10165-
2: 1992": proposedRepairActions,
addi ti onal Text "CCITT Rec. X.721 (1992) | ISOIEC 10165-

2: 1992": additional Text;
REGI STERED AS {m saXuser Notification 3};

gBCAccessPoi nt Al ar mRepor t Noti f NOTI FI CATI ON
BEHAVI OUR
gBCAccessPoi nt Al ar mReport Not i f Behavi our BEHAVI OUR
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DEFI NED AS "Any failure and warnings which affect GBC Access Point
are triggered conditions of this notification. The alarm over is also a triggered
conditions of this notification.";;

W TH | NFORMATI ON SYNTAX
M saXuser ASN1Modul e. GBCAI ar mReport Noti f I nfo
AND ATTRI BUTE | DS

typeOf Al arm gBCAl ar mType,
probabl eCause "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": probabl eCause,
percei vedSeverity "CCITT Rec. X.721 (1992) | I1SOIEC 10165-
2: 1992": perceivedSeverity,
notificationldentifier "CCITT Rec. X 721 (1992) | |ISOIEC 10165-
2: 1992": notificationldentifier,
speci ficProbl ens "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": specificProblens,
correlatedNotifications "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": correlatedNotifications,
nmoni t oredAttri butes "CCITT Rec. X.721 (1992) | ISOIEC 10165-
2: 1992": nmonitoredAttributes,
proposedRepai r Acti ons "CCITT Rec. X. 721 (1992) | ISOIEC 10165-
2: 1992": proposedRepairActions,
addi ti onal Text "CCITT Rec. X. 721 (1992) | |ISOIEC 10165-

2: 1992": additional Text;
REGI STERED AS {m saXuser Notification 4};

requi redReconfi gurati onNotif NOTIFI CATI ON
BEHAVI OUR r equi redReconfi gurati onNoti f Behavi our;
W TH | NFORMATI ON SYNTAX
M saXuser ASN1Modul e. Requi redReconfi gurati onNoti f | nfo;
REGI STERED AS {m saXuser Notification 5};

troubl eNoti f NOTI FI CATI ON
BEHAVI OUR troubl eNot i f Behavi our;
W TH | NFORMATI ON SYNTAX
M saXuser ASN1Modul e. Troubl eNoti fI nfo
AND ATTRI BUTE | DS

managedObj ect | nst ance "ITU-T Rec. X. 790 (1995)":
managedObj ect | nst ance,

recei vedTi ne "ITU-T Rec. X.790 (1995)": receivedTi ne,

t roubl eFound "ITU-T Rec. X.790 (1995)": troubl eFound,

troubl eType "I TU-T Rec. X.790 (1995)": troubl eType;

REGI STERED AS {m saXuser Notification 6};

reserveGBCConnecti onNoti f NOTI FI CATI ON
BEHAVI OUR
reserveGBCNot i f Behavi our BEHAVI OUR
DEFINED AS "To notify the destination GBCMUser of t he
reservation.";;
W TH | NFORMATI ON SYNTAX
M saXuser ASN1Modul e. Reser veGBCConnecti onNoti f I nf ormati on;
W TH REPLY SYNTAX M saXuser ASN1Modul e. ReserveNoti f Repl y;
REGI STERED AS {m saXuser Notification 7};

modi f yGBCConnecti onNoti f NOTI FI CATI ON
BEHAVI OUR
modi f yGBCNot i f Behavi our BEHAVI OUR
DEFI NED AS "To notify the nodification of GBC connection.";;
W TH | NFORMATI ON SYNTAX
M saXuser ASN1Modul e. Modi f yGBCConnecti onNoti fl nformati on;
REGI STERED AS {m saXuser Notification 8};

deactivati onNotif NOTI FI CATI ON
BEHAVI OUR
deactivati onNoti f Behavi our BEHAVI OUR
DEFINED AS "To notify the deactivation of the connections
according to the schedule.";;
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W TH | NFORMATI ON SYNTAX M saXuser ASN1Modul e. Deacti vati onNoti f I nformation;
REGI STERED AS {m saXuser Notification 9};

R R S S R I I kR R R I I

-- NAME BI NDI NG

IR R R R SRS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEIEIE ISR EEEEEIEE IS

gBCMUser - gBCSer vi ceProvi der NAME BI NDI NG
SUBORDI NATE OBJECT CLASS gBCMUser ;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X.721 (1992) | |ISOIEC 10165-2:
1992": syst em AND SUBCLASSES;
W TH ATTRI BUTE gBCMUser | d;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NaneBi ndi ng 1};

gBCAccessPoi nt - gBCMJser NAME Bl NDI NG
SUBORDI NATE OBJECT CLASS gBCAccessPoi nt ;
NAMED BY
SUPERI OR OBJECT CLASS gBCMUser;
W TH ATTRI BUTE gBCAccessPoi ntld;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NameBi ndi ng 2};

gBCMUser Servi ceProfil e-gBCMJser NAME BI NDI NG
SUBORDI NATE OBJECT CLASS gBCMUser Servi ceProfil e;
NAMED BY
SUPERI OR OBJECT CLASS gBCMUser ;
W TH ATTRI BUTE servi ceProfileld;
CREATE
W TH- AUTOVATI C- | NSTANCE- NAM NG;
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NaneBi ndi ng 3};

gBCConnecti on- gBCMJUser NAME BI NDI NG
SUBORDI NATE OBJECT CLASS gBCConnecti on;
NAMED BY
SUPERI OR OBJECT CLASS gBCMUser;
W TH ATTRI BUTE gBCConnecti onl d;
CREATE
W TH- AUTOVATI C- | NSTANCE- NAM NG;
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NaneBi ndi ng 4};

gBCTr oubl eReport-gBCMJUser NAME Bl NDI NG
SUBORDI NATE OBJECT CLASS gBCTr oubl eReport;
NAMED BY
SUPERI OR OBJECT CLASS gBCMUser;
W TH ATTRIBUTE "I TU-T Rec. X.790 (1995)": troubl eReportlD;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NaneBi ndi ng 5};

| og- gBCSer vi ceProvi der NAME Bl NDI NG
SUBORDI NATE OBJECT CLASS "CCITT Rec. X.721 (1992) | ISO|EC 10165-2:
1992":1 0og AND SUBCLASSES;
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NAMED BY
SUPERI OR OBJECT CLASS gBCServiceProvi der AND SUBCLASSES;
W TH ATTRI BUTE "CCI TT Rec. X.721 (1992) | ISOIEC 10165-2: 1992":1 ogld;

REGI STERED AS {m saXuser NameBi ndi ng 6};

gBCAIl ar mRecor d- |1 og NAME BI NDI NG
SUBORDI NATE OBJECT CLASS  gBCAl ar mRecor d;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X. 721 (1992) | ISOIEC 10165-2:
1992":1 0g AND SUBCLASSES;
W TH  ATTRI BUTE "CCITT Rec. X. 721 (1992) | | SO | EC 10165- 2:
1992": 1 ogRecordl d;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NanmeBi ndi ng 7};

reconfigurationRecord-1 og NAMVE Bl NDI NG
SUBORDI NATE OBJECT CLASS reconfigurationRecord,;
NAMVED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X.721 (1992) | 1SOIEC 10165-2:
1992":1 0g AND SUBCLASSES;
W TH ATTRI BUTE "CClITT Rec. X. 721 (1992) | ISOIEC 10165-2:
1992": 1 ogRecordl d;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NaneBi ndi ng 8};

troubl eCreati onRecord-1 og NAME BI NDI NG
SUBORDI NATE OBJECT CLASS troubl eCreati onRecord,;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X.721 (1992) | 1SOIEC 10165-2:
1992":1 0g AND SUBCLASSES;
W TH ATTRI BUTE "CCITT Rec. X. 721 (1992) | | SO | EC 10165- 2:
1992":1 ogRecordl d;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NanmeBi ndi ng 9};

troubl eDel eti onRecord-1 og NAME BI NDI NG
SUBORDI NATE OBJECT CLASS troubl eDel eti onRecord;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X. 721 (1992) | |ISOIEC 10165-2:
1992":1 0og AND SUBCLASSES;
W TH  ATTRI BUTE "CCITT Rec. X. 721 (1992) | | SO | EC 10165- 2:
1992": 1 ogRecordl d;
CREATE
W TH- AUTOVATI C- | NSTANCE- NAM NG;
DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NanmeBi ndi ng 10};

gBCMTr oubl eNot i ficati onRecord-1og NAME Bl NDI NG
SUBORDI NATE OBJECT CLASS gBCMTr oubl eNot i ficati onRecord;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X. 721 (1992) | |ISOIEC 10165-2:
1992":10g AND SUBCLASSES;
W TH  ATTRI BUTE "CCITT Rec. X. 721 (1992) | | SO | EC 10165- 2:
1992": 1 ogRecordl d;
CREATE
W TH- AUTOMATI C- | NSTANCE- NAM NG,
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DELETE
ONLY- | F- NO- CONTAI NED- OBJECTS;
REGI STERED AS {m saXuser NaneBi ndi ng 11};

gBCSer vi ce- gBCSer vi ceProvi der NAME BI NDI NG
SUBORDI NATE OBJECT CLASS gBCSer vi ce;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X.721 (1992) | |ISOIEC 10165-2:
1992": system AND SUBCLASSES;
W TH ATTRI BUTE "I TU-T Rec. X.790 (1995)":servicelD;
REGI STERED AS {m saXuser NaneBi ndi ng 12};

gBCTr oubl eReport For mat Def n- gBCSer vi ceProvi der NAME Bl NDI NG
SUBORDI NATE OBJECT CLASS gBCTr oubl eReport For mat Def n AND SUBCLASSES;
NAMED BY
SUPERI OR OBJECT CLASS "CCITT Rec. X.721 (1992) | |ISOIEC 10165-2:
1992": system AND SUBCLASSES;
W TH ATTRI BUTE "I TU-T Rec. X.790 (1995)":tRFor mat| D;
REGI STERED AS {m saXuser NaneBi ndi ng 13};

R S R I I R R R R R R

-- BEHAVI OUR

IR IR S O R I I I R R R I R R R I I I

activationNotifBehavi our BEHAVI OUR

DEFINED AS "This notification is issued by the gBCConnection MO, to
indicate

all the involved GBCM Users that the activation of the VP Connection took
pl ace. ";

adm ni strativeAddressBehavi our BEHAVI OUR
DEFI NED AS "The admi nistrative address of an organisation.";

connectionProtectionLevel Behavi our BEHAVI OUR

DEFINED AS "This attribute specifies the protection level of the GBC
connection. This

information will be used in fault managenent/recovery.";

el64Addr essBehavi our BEHAVI OUR
DEFINED AS " It represents the address assigned to a particular access
point";

gBCAccessPoi nt Behavi our BEHAVI OUR

DEFI NED AS "represents the network access point at which a GBC Connection
enters in the public

network from the GBCM User's domain (e.g. froma CTN) or enters in the
GBCM User's domain

fromthe public network. To each gBCAccessPoint is associated a particul ar
E. 164 address.

The GBC connections passing through a GBCAccessPoint may reach the
term nal s of many end-

users within e.g. a CTN

Let's consider for exanple a conmpany having in its private network an ATM
MUX, through which

it puts and receives ATMtraffic to/fromthe public network.

Let's suppose that the ATM MUX has an SDH physical interface and generates
ATM traffic over

SDH after multiplexing different traffic sources (IP over AAL5, pure ATM
etc.) generated in the |ocal

private network.

Many end-users inside the conpany wll need GBC connections for their
applications (e.g. data

transfer at high bit rate etc..). They express their needs to the nanager
of the private

network who (playing the role of GBCM User) associates to its (previously
created) APPS
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subscription the E.164 address of the ATM MJUX physical interface. This
will be perforned in
practice by requesting the creation of a gBCAccessPoint instance and
specifying the E. 164
address and all the other parameters relevant for that interface (e.g. Max
nunber of Vps, max
bandwi dt h. .. etc)
In the case in which the GBCM User is a VASP, third party connection
reservation can be
supported in the follow ng way.
The VASP subscribes itself as GBCM User of e.g. the APPS service (this is
realised by creating a
GBCM User object instance and a GBCMJser-ServiceProfile object instance
that has ServiceType value =
APPS). Then the VASP declares, in the list of gBCAccessPoints associated
to that APPS
and the E. 164 addresses.
When the VASP will request the reservation of a VP connection having as
source E. 164 address the
above address and having the time schedul e, bandwi dth paraneters ..etc
originally requested to the VASP
by the VASP user, all will happen (from the point of view of the GBCM
Service Provider) as if
no third party reservation apply.";

gBCAccessPoi nt Pt r Behavi our BEHAVI OUR
DEFINED AS "It points to the registered gBCAccessPoint(s) to which the
connection is
associ ated. ";

gBCAccessPoi nt | dBehavi our BEHAVI OUR
DEFI NED AS "It identifies a GBC access point.";

gBCConnecti onBehavi our BEHAVI OUR

DEFI NED AS "The ¢gBCMConnection object class represents the GBC gl oba
br oadband

connection that is managed through the GBCM Xuser interface.";

gBCConnecti onl dBehavi our BEHAVI OUR
DEFINED AS "It identifies the GBC connection. In our context this IDis

envi saged

gl obal significant. E.g. it can contain several subnetwork |IDs, the access
point ID,

VPI/VCI and the GBCM user |ID to identify the connection and to provide
enough

information for processing the configuration.";

gBCConnecti onPt r Behavi our BEHAVI OUR
DEFINED AS "It points to the GBC Connections termnated at this access
point. His value is set by
the GBCM Service Provider."
gBCQoSSequenceBehavi our BEHAVI OUR
DEFI NED AS "The QoS tuple for GBCM connection/service.";

gBCMSer vi cePer f or mer Behavi our BEHAVI OUR
DEFINED AS "It supports the GBCM actions that can be applied to a GBC
Connecti on
t hrough the GBCM Provi der domain.";

gBCSer vi ceProvi der Behavi our BEHAVI OUR

DEFI NED AS "It contains organizational information about the GBCM Service
Provi der

and its service characteristics.";

gBCMsSer vi ceTypeBehavi our BEHAVI OUR
DEFINED AS "It identifies the GBCM service supported, either SDH or ATM";
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gBCMUser Behavi our BEHAVI OUR

DEFI NED AS "represents the entity which, as representative of a set of
end-users, is responsible for all
the direct interactions (through the Xuser) with the PNO Service Provider's M SA
OS. Thus it is envisaged that
an instance of such resource has to be created for each of the managenent systens
interacting with the M SA CS
through the Xuser interface. As a consequence, this could inply, in the case of a
Cust omer Tel ecommuni cati on
Net work (CTN) conposed by different sites each with its own Service Level OS, that
as many GBCM Users
shoul d be instantiated as the nunmber of CTN sites. Naturally one nore resource is
needed to contain all the
information that require to be stored in a centralized location (e.g. overall
billing for all the CTN). Being
accounting nmanagement out of the scope of MSA, it is left open the task to
identify, define and insert in our
Xuser information nmodel all the additional resources (e.g. custonmer) that would
pernmit to extend our Xuser
specification to cover also the accounting issues.
The GBCMUser represents also the entity which subscribes to the GBCM Service and
thus plays both the roles
defined in the Eurescom Xuser: the manager role and the subscriber role.";

gBCMUser Cat egor yBehavi our BEHAVI OUR
DEFI NED AS "It identifies the category (normal or privileged) of the GBCM
User.";

gBCMUser | dBehavi our BEHAVI OUR

DEFINED AS "It represents the unique identifier assigned by the GBCM
Servi ceProvider to the
subscription of a GBCM User. It is returned to the GBCM User as positive result of
his request to create a
GBCMUser instance.";

gBCPPSPar anmet er Behavi our BEHAVI OUR
DEFINED AS "It <contains the QoS paraneters that specify the GBC
connection. As a M SA

GBC connection will run through different domains with different sets of
QoS paraneters,
we envisage a sequence/tuple of such sets in the GBC connection

descri ption.

The major reason for using a tuple of QoS descriptions is that many
paraneters, e.g.

ATM paranmeters, nust transferred transparent through a SDH donmain.
Mor eover, mapping

of QoS paraneters between |ayers can not be done in all the cases without
| ost of i nformation.

Therefore, it is not enough to have only one set of QoS paraneters.";

| i st Of Dest Addr Behavi our BEHAVI OUR
DEFI NED AS "indicates the destination addresses of the GBC connection.";

nodi f yGBCConnect i onBehavi our BEHAVI OUR

DEFI NED AS "This action is perforned by the GBCM User requesting the
nmodi fi cation of the
GBC connection. In case of SPPS (SDH), it is possible that modification is not
support ed. In this case the
action request will be rejected.”;

goSLi m t sSequenceBehavi our BEHAVI OUR

DEFI NED AS "contains two set of paraneters (related to the GBC Access
Poi nt) representing the
limts of the QoS in the case of APPS or SPPS respectively.
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In the case of a gBCAccessPoint associated to a subscription to APPS, the
foll ow ng parameters may
be speci fi ed: Max NunvPs, For war dUpper Li m t PeackCel | Rat e,
Backwar dUpper Li m t PeackCel | Rat e.

In the case of a gBCAccessPoint associated to a subscription to SPPS, the
foll ow ng attri butes may
be specified: ForwardUpperLinmtPeackBitRate, Backwar dUpper Li mi t PeackBit Rate..";

r el easeGBCConnecti onBehavi our BEHAVI OUR

DEFI NED AS "This action is perfornmed by the GBCM User requesting the
cl earing down of t he
GBC Connection. This will delete the gBCConnection object instance.";

rel easeNot i f Behavi our BEHAVI OUR

DEFINED AS "This notification is issued by the gBCConnection MO, to
indicate to the i nvol ved
GBCM Users, that the GBC Connection has been rel eased.";

removeSubscri pti onBehavi our BEHAVI OUR

DEFI NED AS "This action is issued by the GBCM Service Provider when he
wants to stop the
subscription to the GBCM Service. This action inplies the deletion of all the
managed obj ect instances
(gBCMUser Servi ceProfil e, gBCAccessPoint, ¢gBCConnection, gBCTroubleReport) having
t hat
GBCMUser |l d (identifier of a specific subscription) in their Distinguished Name." ;

gBCSchedul eBehavi our BEHAVI OUR

DEFINED AS "It specifies at which time the GBC connection should be
activated and
optionally at what time the reserved GBC connection should be deactivated or
rel eased. ";

reser veGBCConnecti onBehavi our BEHAVI OUR

DEFI NED AS "This action is perforned by the GBCM User which requests a GBC
connection
reservation

from the GBCM Service Provider. The result of this action is the
acceptance or reject of the

connection reservation request (regarding the start time, the stop time

and eventually the

periodicity requested). If the connection reservation is rejected, the
reason is returned
(not avail able resources, not possible in the interval tine,...). |If the

connection reservation
is accepted, a gBCConnection object instance is created.";

routingCriteriaBehavi our BEHAVI OUR
DEFINED AS "It specifies the routing criteria for GBC connection
est abli shnment.";

gBCMUser Ser vi ceProfi | eBehavi our BEHAVI OUR

DEFI NED AS "It represents the service profile associated to the GBCMJser's
subscription. Besides the indication of the particular GBCM service instance (APPS
or SPPS) the GBCM User has subscribed to, it may contain other service related

information (e.g. billing rates, and what a GBC service customer get from the
service provider). A GBCM User having the interest to subscribe to both APPS and
SPPS services, wll have two GBCMJser-ServiceProfiles associated to the sane

subscription (i.e. to the same GBCMJUser instance).";

servi ceProfil el dBehavi our BEHAVI OUR

DEFINED AS "It identifies a ®BCM User's service profile. Its value is
assi gned by the GBCM Servi ce
Provi der when the GBCM User has requested the creation of his service profile ";

servi ceProfil ePtrBehavi our BEHAVI OQUR
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DEFINED AS " This attribute points to the GBCM User's service profile to
which the GBC access
point is associated upon subscription.";

requi redReconfi gurati onNoti f Behavi our BEHAVI OUR
DEFI NED AS "behavi our to be defined";

troubl eNot i f Behavi our BEHAVI OUR
DEFI NED AS "behavi our to be defined";

-- Deviations fromoriginal:

-- 16 DEC 96: aro (ZRL)

-- - replaced AtnmM BMod wi th ATMFor umASN1Modul e
-- - replaced ASN1TypeModul e with PR-ETS300469

R R S R I I I kR I O R R I

-- ASN. 1 Modul e

IR R R R SRS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEIEIE ISR EEEEEIEE IS

M saXuser ASN1Modul e {joint-iso-ccitt(2) country(16) ch(756) apps(5) m sa(7)
xuser (3) informationMdel (0) asnlModul e(0)} DEFINI TIONS | MPLICI T TAGS:: =

BEG N
-- exports everything
I MPORTS

Characteristiclnformation,
User Label ,
Directionality,
NameType
FROM ASN1Defi nedTypesModule {ccitt(0) recomendation(0) m(13)
gnm(3100) informati onModel (0) asnlModul es(2) asnlDefi nedTypeshModul e(0)}

Attribute,
Obj ect Cl ass,
Obj ect I nstance
FROM CM P-1 {joint-iso-ccitt(2) ms(9) cm p(1) nmodul es(0)
protocol (3)}

Noti ficationldentifier,

Speci fi cProbl ens,

Correl atedNoti fications,

ProposedRepai r Acti ons,

Systenl d,

Adm ni strativeState,

Avai |l abilityStatus,

Oper ational State,

Pr obabl eCause,

Moni t oredAttri butes,

Per cei vedSeverity,

Addi ti onal Text,

Ti me24,

St opTi me

FROM Attri bute- ASN1Modul e {joint-iso-ccitt(2) ms(9) smi (3)

part2(2) asnlModul e(2) 1}

Nam ngStri ng,

Prem sesName,

Recei vedTi me,

Tr oubl eFound,

Troubl eLocat i on,

Troubl eType

FROM X790ASN1Modul e {itu-t(0) reconmmendation(0) x(24) x790(790)
i nformati onModel (0) asnlnodul e(2)}
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Assi gnment St at e,

Li fecycl eState,

Mode,

Ti meWeek,

Ti meMont h,

Start Ti me

FROM | -ETS300653 {ccitt(0) identified-organization(4) etsi(0)

et s(653) informationMdel (0) asnlMobdul e(2) i-ets300653(0)}

PeakCel | Rat e,
CDVTol er ance,
MaxBur st Si ze,
Sust ai nabl eCel | Rat e
FROM At M BMod {itu-t(0) recomendat i on(0) i(9) at mm( 751)
i nformati onModel (0) asnlMbdul e(2) atm(O0)};

m saXuser | nfoModel OBJECT |IDENTIFIER: := {joint-iso-ccitt(2) country(1l6) ch(756)
apps(5) msa(7) xuser(3) informationMdel (0)}

m saXuser Speci fi cExtenti on OBJECT | DENTI FI ER: : = {m saXuser | nf oModel
specificExtention(1) }

m saCharacteristiclnfo OBJECT | DENTI FI ER: : = {m saXuser Speci fi cExtenti on 0}

at nover Elpdh Characteristiclnformation::= {m saCharacteristiclnfo 1}

at nover E2pdh Characteristiclnformation::= {m saCharacteristiclnfo 2}

at nover E3pdh Characteristiclnformation::= {m saCharacteristiclnfo 3}

at nover VC4sdh Characteristiclnformation::= {m saCharacteristiclnfo 4}

at nover VC3sdh Characteristiclnformation::= {m saCharacteristiclnfo 5}

at nover VC2sdh Characteristiclnformation::= {m saCharacteristiclnfo 6}

at nover VC12sdh Characteristiclnformation::= {m saCharacteristiclnfo 7}

optical STMLSPI Cl Characteristiclnformation::= {m saCharacteristiclnfo 8}
optical STMASPI CI Characteristiclnformation::= {m saCharacteristiclnfo 9}
optical STML6SPI Cl Characteristiclnformation::= {m saCharacteristiclnfo 10}
subnet wor kConnecti onProtecti onSwi t chi ngFail ure Probabl eCause:: = | ocal Value: 1
i nt er Domai nLi nkProtecti onSwi t chi ngFail ure Probabl eCause: : = | ocal Val ue: 2
aPPSi navai | abl e Probabl eCause:: = | ocal Val ue: 3

sPPSi navai | abl e Probabl eCause:: = | ocal Val ue: 4

degrati onOf Qos Probabl eCause: : = | ocal Val ue: 5

configurationError Probabl eCause: : = | ocal Val ue: 6

t hreshol dCr ossed Probabl eCause: : = | ocal Val ue: 7

subnet wor kConnecti onProtecti onSwi tchi ng Probabl eCause: : = | ocal Val ue: 8

i nter Domai nLi nkProtecti onSwi tching Pr obabl eCause: : = | ocal Val ue: 9

faul t Cl eared Probabl eCause: : = | ocal Val ue: 10

i nt er Domai nLi nkl navai | abl e Probabl eCause: : = | ocal Val ue: 11

f orei gnConnecti onl navai | abl e Probabl eCause: : = | ocal Val ue: 12

| ocal Connecti onl navail abl e Pr obabl eCause: : = | ocal Val ue: 13

net wor kFaul t Probabl eCause: : = | ocal Val ue: 14

m saXuser Obj ect Cl ass OBJECT | DENTI FI ER: : = {m saXuser | nf oModel

managedObj ect Cl ass(3)}

m saXuser Package OBJECT | DENTI FI ER: : = {m saXuser| nf oMbdel package(4)}

m saXuser Paramet er OBJECT | DENTI FI ER: : = {m saXuser | nf oModel paranter(5)}

m saXuser NameBi ndi ng OBJECT | DENTI FI ER: : = {m saXuser | nf oMbdel nameBi ndi ng(6)}
m saXuser Attri bute OBJECT | DENTI FI ER: : = {m saXuser|nfoModel attribute(7)}

m saXuser Attri but eG oup OBJECT | DENTI FI ER: : = {m saXuser | nf oModel
attributeG oup(8)}

m saXuser Acti on OBJECT | DENTI FI ER: : = {m saXuser | nf oModel action(9)}
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m saXuser Notificati on OBJECT | DENTI FI ER: : = {m saXuser | nfoMddel notification(10)}
Adm ni strativeAddress:: = SEQUENCE {
contactnanme [0] PrintableString,
address [1] PrintableString,
e-mail [2] PrintableString OPTI ONAL,
phone [3] PrintableString OPTI ONAL,
fax [4] PrintableString OPTI ONAL }
E164Address::= PrintableString
GBCAccessPoi nt1d::= NaneType
GBCAccessPoi ntPtr::= CHO CE {
si ngl eTerm nati on Obj ectl nstance,
mul ti pl eTerm nation SET OF Objectl nstance}
GBCConnectionld:: = NameType
GBCConnectionPtr::= SET OF Objectlnstance
GBCMSer vi ceType: : = ENUMERATED {apps (0), spps (1)}
GBCMUser Cat egory: : = ENUMERATED {normal (0), privileged (1)}
GBCMUser 1 d: : = NanmeType
Li st Of Dest Addr : : = SEQUENCE OF E164Address

ProtectionLevel :: = ENUMERATED {protected (0), unprotected-lowpriority (1),
unpr ot ect ed- hi ghpriority (2)}

Reason: : = NaneType
RoutingCriteria::= NaneType
ServiceProfileld::= NaneType
ServiceProfilePtr::= Objectlnstance

MaxCel | Tr ansf er Del ay: : = SEQUENCE {
accept abl eMaxCTD [ 0] | NTEGER OPTI ONAL,
curmul ati veMaxCTD [1] | NTEGER OPTI ONAL }
PeakToPeakCel | Del ayVari ati on:: = SEQUENCE {
accept abl ePeakToPeakCDV [ 0] | NTEGER OPTI ONAL,
curul ati vePeakToPeakCDV [1] | NTEGER OPTI ONAL }
Cel | LossRatio::= I NTEGER (1..15)
MaxDel ay: : = | NTEGER

M ni munCel | Rat e: : = PeakCel | Rat e

Bl ockErrorRate:: = | NTEGER

QoSCl ass:: = I NTEGER {cbr(0), rt-vbr(1), nrt-vbr(2), ubr(3), abr(4), sdh-cbr(5)}
MaxNunwp: : = | NTEGER

PeakBi t Rat e: : = | NTEGER

GBCSchedul e: : = SEQUENCE {
startTi me StartTi ne,
stopTi ne St opTi e,
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NULL,

GBCDai | ySchedul e,
GBCWeekl ySchedul e,
GBCMont hl ySchedul e,

CHOI CE { durationSchedul e [ 0]
dai | ySchedul e [1]
weekl ySchedul e [ 2]
mont hl ySchedul e [ 3]
occasi onal Schedul e [4]
}
}

GBCDai | ySchedul e:
GBCWeekl ySchedul e: :
GBCOccasi onal Schedul e: : =

GBCMont hl ySchedul e: : =

SEQUENCE OF GBCDay Sl ot
= SEQUENCE OF GBCWeekSl ot
SEQUENCE OF GBCOccasi onal Sl ot

SEQUENCE OF GBCMont hl ySI ot

GBCOccasi onal Schedul e

GBCDay Sl ot : : = SEQUENCE {
sl ot Begin Ti me24,
sl ot End Ti me24
}
GBCWeekSl ot :: = SEQUENCE {
sl ot Begi n Ti meWeek,
sl ot End Ti meWeek
}
GBCOccasi onal Sl ot:: = SEQUENCE {
sl ot Begi n StartTi me,
sl ot End St opTi e
}
GBCMont hl ySI ot : : = SEQUENCE {
sl ot Begi n Ti meMont h,
sl ot End Ti meMont h
}
ATMSpeci ficParaneters:: = SEQUENCE {
qosCl ass [0] QoSCl ass OPTI ONAL,
maxCTD [1] MaxCel | TransferDel ay OPTI ONAL,
peakToPeak CDV [2] PeakToPeakCel | Del ayVari ati on OPTI ONAL,
cell LossRatio [3] CelllLossRati o OPTI ONAL,
peakCel | Rat e [ 4] PeakCel | Rat e OPTI ONAL,
sust ai nabl eCel | Rat e [ 5] Sustai nabl eCel | Rat e OPTI ONAL,
pcr CDVTol er ance [ 6] CDVTol erance OPTI ONAL,
scr CDVTol er ance [ 7] CDVTol erance OPTI ONAL,
maxBur st Si ze [ 8] MaxBurstSize OPTI ONAL,
m nCel | Rat e [9] M ninunCel | Rate OPTI ONAL }
SDHSpeci fi cParamet ers: : = SEQUENCE {
qosCl ass [0] QoSCl ass OPTI ONAL,
t hr oughput [1] PeakBit Rate OPTI ONAL,
del ay [2] MaxDel ay OPTI ONAL,

bl ockError Rat e

[3]

Bl ockError Rat e OPTI ONAL }

GBCQoSSequence: : = SEQUENCE {

aPPSQoSSequence [ 0]
sPPSQoSSequence [ 1]

APPSQoSSequence OPTI ONAL,
SPPSQoSSequence OPTI ONAL }

APPSQoSSequence: : = SEQUENCE ({
forward [ 0] ATMSpeci ficParaneters OPTI ONAL,
backward [1] ATMSpecificParaneters OPTI ONAL }
SPPSQoSSequence: : = SEQUENCE ({
forward [ 0] SDHSpeci fi cParaneters OPTI ONAL,
backward [1] SDHSpeci ficParaneters OPTI ONAL }
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QoSLi mi t sSequence: : = SEQUENCE {
at mQoSLi m t sSequence [0] ATMQoSLi mi t sSequence OPTI ONAL,
sdhQoSLi m t sSequence [1] SDHQoSLi mi t sSequence OPTI ONAL }

ATMQoSLi m t sSequence: : = SEQUENCE ({

max Numvp MaxNunwvp,
f or war dNegot i abl ePar amet er ATMSpeci fi cPar anet ers,
backwar dNegot i abl ePar amet er ATMSpeci fi cParaneters }

SDHQoSLi m t sSequence: : = SEQUENCE {
f or war dNegot i abl ePar amet er SDHSpeci fi cPar anet er s,
backwar dNegot i abl ePar amet er SDHSpeci fi cParaneters }

Reser veGBCConnecti onl nformati on: : = SEQUENCE ({
gBCMUser | d GBCMUser | d,
sour ceE164Address [0] E164Address OPTI ONAL,
destinati onE164Addr ess E164Address,
connectionProtectionLevel [1] ProtectionLevel OPTI ONAL,
routingCriteria RoutingCriteria OPTI ONAL,
gBCType GBCType,
gBCDirectionality Directionality,
gBCSchedul e GBCSchedul e,
gBCPPSpar anet ers GBCQoSSequence OPTI ONAL }

GBCType: : = GBCMServi ceType

Reser veGBCConnecti onResul t:: = CHO CE {
successful [0] SEQUENCE {
gBCConnectionl d GBCConnecti onl d,
gBCAccessPointld GBCAccessPointld OPTI ONAL},
unsuccessfull [1] Reason }

ReserveGBCConnecti onNoti flnformation::= SEQUENCE {
gBCMUser | d GBCMUser | d,
sour ceE164Addr ess E164Address,
destinati onE164Address E164Address,
connecti onProtectionLevel [1] ProtectionLevel OPTI ONAL,
routingCriteria RoutingCriteria OPTI ONAL,
gBCType GBCType,
gBCDi rectionality Directionality,
gBCSchedul e GBCSchedul e,
gBCPPSpar anet ers GBCQoSSequence OPTI ONAL}

ReserveNoti f Reply::= CHOl CE {
acception [O0] Additional Text,
rejection [1] Reason }

Modi f yGBCConnecti onl nf ormati on: : = SEQUENCE {
gBCMUser | d GBCMJser | d,
gBCConnecti onl d GBCConnecti onld,
gBCSchedul e [ 0] GBCSchedul e OPTI ONAL,
gBCPPSpar aneters [1] GBCQoSSequence OPTI ONAL}

Modi f yGBCConnecti onResul t:: = CHO CE {
successful NULL,
unsuccessfull Reason }

Modi f yGBCConnecti onNoti flnformation::= SEQUENCE {
gBCSchedul e [ 0] GBCSchedul e OPTI ONAL,
gBCPPSpar aneters [1] GBCQoSSequence OPTI ONAL }

Rel easeGBCConnecti onl nformati on: : = SEQUENCE {
gBCMUser | d GBCMUser | d,
gBCConnecti onl d GBCConnecti onld,
reason Reason }
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Rel easeGBCConnecti onResul t:: =
successful NULL,
unsuccessfull Reason }

CHOI CE {

RermoveSubscri ptionl nformation:: =
gBCMUser | d GBCMUser | d

}

RenmpveSubscri pti onResult:: =
successful NULL,
unsuccessful Reason }

CHOI CE {

ActivationNotiflnformation::=

Deactivati onNotiflnformation::= ENUMERATED {ok(O0),

Rel easeNoti fI nformation::=

Rel easeReason: : = CHO CE {

fromPNO ENUMERATED {enduser Rel ease (0),
pnoRel ease (2),

fromOrigi nCPN PrintableString }

GBCAIl ar mReport Noti f1 nfo:: = SEQUENCE ({
typeOf Al arm
pr obabl eCause
percei vedSeverity
notificationldentifier
speci ficProbl ens
correl atedNotifications
moni toredAttri butes
proposedRepai r Acti ons
addi tional Text

Requi redReconfi gurationNotiflnfo::=

rel evant MOC
rel evant MOl

reconfigurationDescription

notificationldentifier

}

Troubl eNoti f I nfo::= SEQUENCE ({
managedObj ect | nst ance
recei vedTi me [1]
t roubl eFound
troubl eType

(0]

}
GBCAIl ar mlType: : = CHO CE {
nunmber | NTEGER {
recover abl eFail ure
unr ecover abl eFai | ure
cl eared
b
identifier OBJECT | DENTIFI ER
}

Reconfigurati onDescription::=
Tr oubl eReport Format: : =

Si ngl eFor mat : : = SEQUENCE {
managedObj ect | nst ance
recei vedTi me GraphicString,
troubl eType GraphicString,

ENUMERATED { ok(0),

Rel easeReason

SEQUENCE{

ko(1)}

ko(1)}

timeout (1),
other (3) },

GBCAI ar niType,

Pr obabl eCause,

Per cei vedSeverity,

[1] Notificationldentifier OPTI ONAL,
[2] SpecificProbl enms OPTI ONAL,

[3] CorrelatedNotifications OPTI ONAL,
[4] MonitoredAttributes OPTI ONAL,

[5] ProposedRepairActions OPTI ONAL,
Addi tional Text OPTI ONAL }

SEQUENCE ({
rel evant Al armNoti ficationld

Notificationldentifier,

Obj ect Cl ass,

Obj ect I nst ance,

Reconf i gurationDescription,

[1] Notificationldentifier OPTI ONAL

Obj ect | nst ance,
General i zedTi ne,

[2] Troubl eFound,

[15] Troubl eType OPTI ONAL

(1),
(2),
(3)

Printabl eString

SEQUENCE OF Si ngl eFor mat

GraphicString,
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troubl eReport St at us GraphicString
}

GBCSer vi ceDescription::= GraphicString(SlIZE(O..256))

END
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11. APPENDIX D - LI1ST OF REQUIRED PLATFORMS & PACKAGES

Vendor/Package

Required for

Availahility and
Dependencies

Cost

Description/Comments

Sun
Microsystems,
Inc.
JRE/JDK 1.0.2

CPN GUI &
Trace System

Sun Microsystems, Inc.
JRE/JIDK 1.1.4 (or higher)

free

JDK, Java Development
toolkit, needed to develop
Javal.0
applicationg/applets. JRE,
Java runtime environment
is asubset of IDK
including the JAVA
libraries and the virtua
machine to run Java
Applications.

NOTE: For aruntime-only
configuration (without the
need to modify the JAVA
source code) the JRE/IDK
package is optional since
the JAVA runtimeis
available with Java
enabled web browsers. For
the TRUMPET trials,
however, JDK 1.0.2 should
be in place to allow code
changes during the
integration phase.

Sun
Microsystems,
Inc.

JRE/JDK 1.1.4 (or
higher)

CPN & VASP

Solaris 2.x
Windows 95/NT
HP/UX 10.x

free

Java Development (JDK)
and Runtime (JRE) toolkit,
JRE is asubset of IDK
including the JAVA
libraries and the virtua
machine to run Java
Applications.

NOTE: JDK for HP/UX is
provided by Hewlett-
Packard.

Netscape
Navigator 3 or
Communicator 4
or

Microsoft
Internet Explorer
4.0

CPN GUI (and
other GUIs,
documenation)

Solaris2.x

Windows 95/NT

HP/UX 10.x

(Internet Explorer is not
available for HP/UX 10.x,
for Solaris 2.5 only a beta
version is available to date)

free

A web browser which
provides the execution
environment to download
and run Java

Applets.

Objectspace
Voyager 1.0.0

CPN & VASP

100% JAVA based
(regs JRE/JDK 1.1.x)

free

Voyager is a Java-centric
distributed computing
platform supporting
transparent access to
remote objects and
facilitates object mohility.

Objectspace
JGL 2.0.2

CPN(?) & VASP

100% JAVA based
(reqs JRE/JDK 1.0.2 or
higher)

free

JGL includes 11 optimized
data structuresincluding
sequential containers, sets,
maps, and queues. Both
ordered and hashing
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versions of sets and maps
are available.

NOTE: Support for object
persistence is only

provided using JRE/JDK
1.1
Netscape VASP 100% JAVA basd free Javatoolkit to build
LDAP Java SDK (regs JRE/JIDK 1.1.x) applications that access
1.0beta2 networked directory data
through the Internet
standard Lightweight
Directory Access Protocol
(LDAP, RFC 1777).
Constitutes a subset of the
Netscape Directory SDK.
IONA VASP (CORBA | Solaris2.x Developers: OMG CORBA 2
Orbix 2.x /C++ Adapter to (regs SunWSpro Compiler US$ 5000,- compliant C++ ORB,
(Single Threaded Xuser Manager ) | 4.x) Runtime: Required for the
version) Hewlett Packard HP/UX US$ 100,- CORBA/TMN gateway,
10.x UNIX Runtime & Developers
(reqs HP aC++ Compiler) Support: Licenses are available.
US$ 750,-
Windows
Support:
US$ 400,-
IONA VASP (Client Solaris 2.x Developers: OMG CORBA 2
OrhixWeb for Java | Proxies & Event | Windows 95/NT US$ 799,- compliant Java ORB,
2.X Handler of the HP/UX 10.x Runtime: Required for the
control server) (regs. JRE/JDK 1.0.2 or free CORBA/TMN gateway,
higher) Ann. support: | Runtime & Developers
US$ 400,- Licenses are available.
Netscape VASP (& CA) Solaris 2.x Windows 95/NT | free Directory Service
Directory Services HP/UX 10.x implementation (X.500
30 based) supporting LDAP
version 2 and 3.
NOTE: This package
includes the Netscape
Directory SDK which in
turn includes LDAP Java
SDK 1.0beta 2.
NOTE: Currently the CAis
based on the Michigan
LDAP service. Support of
Netscape Directory
Servicesis considered as
an optional work item.
University of CA Solaris 2.x Windows 95/NT | free Various LDAP tools which
Michigan HP/UX 10.x have been developed at
Michigan LDAP UMich. Needsto bein
place to operate an CA.
Pointersto LDAP-related
sources can aso be found
at reference .com.
Rogue Wave potentialy all Solaris 2.x Usually no C++ foundation class
tools.h++ 7.x components Windows 95/NT extracost asit | library contains over 120
developed with HP/UX 10.x isbundled classes, including dates,
C++ with C++ times and strinas, sets,
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compilers, bags, B-Trees, sorted
Software: collections, linked lists,
US$ 594,- queues, stacks, and more
Support: Thislibrary is bundled
US$ 234,- with SunwSpro C++ and
the HP aC++ compilers.
Sun al components Solaris 2.x variable SUN ANSI C/C++
Microsystems, developed with R&D: ask for | Compiler, Linker and
Inc. C++ academic price | Libraries (includes Rogue
Workshop pro (eg., VASP list Wave tools.h++ 7.0),
CI/C++ compiler CORBA Named Runtime libs could be
4.2 Adapter, PNO, customers: provided by TRUMPET
security approx. UK partner, Contact and price
package) pounds 700,- | info. can be obtained
Printed Docu.: | through SunExpress
UK pounds
180,-
Hewlett Packard all components | HP/UX 10.x variable HP ANSI C/C++
HP aC++ for developed with list price: Compiler, Linker, and
HP/UX-10 C++ USS$ 1495,- Libraries (includes C++
(eg., VASP standard lib and Rogue
CORBA Wavetools.h++ 7.0),
Adapter, PNO, NOTE: HP offers another
security Compiler (Cfront) called
package) C++ 3.0 or CSET whichis
NOT suitable since thereis
no proper support for
Orbix, and limitations for
library support such as
tools.h++!!!
Hewlett Packard PNO & NMS Solaris 2.x free Cumulative Consolidated
Cumulative Patch for HPOV-DM 4.21
Consolidated on HP/UX 10.x. The patch
Patch isrequired to run the VASP
PSOV_01730for CORBA/TMN gateway
HPOV-DM 4.21 and the PNO Xuser Agent.
on Solaris 2.x The patch can be obtained
from HP Support web site.
Hewlett Packard PNO & NMS HP/UX 10.x free Cumulative Consolidated
Cumulative Patch for HPOV-DM 4.21
Consolidated on HP/UX 10.x. The patch
Patch isrequired to run the VASP
PSOV_12211 for CORBA/TMN gateway
HPOV-DM 4.21 and the PNO Xuser Agent.
on HP/UX 10.x The patch can be obtaned
from HP Support web site.
Hewlett Packard NMS Solaris 2.x variable HP OpenView Telecom
MOT 1.1 HP/UX 10.x Runtime Managed Object Toolkit,
(regs HPOV-DM 4.2) provided by provides high-level C++
GMD APIswhich hides the
complexity of XOM/XMP
object manipulations and
provides a generator to
create OSI agent
implementations from
GDMO/ASN.1
Fore Systems NMS FORE ASX200 not available ATM Networking
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ForeThought 4.02 (embedded Sun Solaris Software which also
system) provides the SNMP
management interfaces

(MI1Bs) required for the
NMS

Table5: List of required platforms and packages
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