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Legal view: Fundamental Principles

» Principles concerning the fundamental design of products and applications:

» Data minimization, Transparency of processing, Security
» Principles concerning the lawfulness of processing:
» Legality, Special categories of personal data,
» Finality and purpose limitation, Data quality
» Rights of the data subject:
» Information requirements, Access, correction, erasure, blocking,
Objection to processing
Data traffic with third countries
Notification requirements

Processing by a processor — responsibility and control

vvyyvyy

Other specific requirements resulting from the Directive on Privacy and
Electronic Communications 2002/58/EC/, Data Retention Directive 2006/24/EC
and the national legislation.

J. Borking, PETweb project, NR, Oslo, Norway
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Solove’s privacy threat taxonomy
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Solove, Daniel (2006) A taxonomy of privacy, : GWU Law School Research Paper No.129." University of Pennsylvania Law Review (154:3), pp. 477.
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A brief history of PET

MixMaster implemented
IP Mixes, ISDN Mixes,
GSM Mixes researched

More Regulation
Internationalization

rights.

» Technology-centric approach

. Compliance
Mix invented IP Mix prototypes Large Research
Data protection Information hiding Credentials Projects
in computers debate Steganography Commercialization Application focus
| | | |
| | | |
1970ies 1980ies 1990ies 2000++

» PET development inspired by the legal perspective on basic human

» PET research focused on information hiding & control

But there is a lack of deployed PETs in the "real world”. Why?

Privacy
Relevance
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Duality of Privacy Risks

Personal
Information
Problem

Business risks User risks

Reputation Compliance Lost Opportunity Self- Intransparency Health &
Determination Freedom
loss of image fines Exclusion from confusion on
international loss of reputation what others personal
loss of branding loss of license opportunities know dangers
loss of diversity
loss of trust prosecution Lose customers uncertain future totaliarism
- to competition SPAM and price dangers of loss
higher expense exclusion from discrimination stalking
in marketing govmt. business Not get new loss of trust
customers higher efforts to intrusion
higher legal keep control dossier society
expense Higher cost of
acquisition

Fritsch, Lothar; Abie, Habtamu: A Road Map to Privacy Management, Oslo, Norway, 2007
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Technology view: PETs

w Anonymity & Privacy AnonymiZGr.Com ™
— . = Over 10 Years of
g [ @ | weme Protecting Online identities

for Milfions of Users.

. CookieC ooker .
wiited g

© fuberiinde "

© heisede . AP

© _googie.de B FAKIN 15 ACTIVE
& of faked cook

© T © = ErE— . =
R .m..M4

Cooole

Fritsch, Lothar: State of the Art of Privacy-enhancing Technology (PET) - Deliverable D2.1 of the PETweb project, Norsk Regnesentral Report 1013, ISBN 978-82-53-90523-5, Oslo,
Norway, 2007
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Business view:
Return On Privacy Investment ROPI

Privacy Risk Model

+ Privacy Breaches (Lg)

+ Risk of Privacy Breach
[Probability — Pg)

+ Cost of Privacy Breach (Cg)

Value of Privacy

Value at Risk

Privacy Tools & Investment
« List of effective Countermeasures

Fritsch, Lothar und Abie, Habtamu. (2008) A Road Map to the Management of Privacy Risks in

(Le)

« Investment Cost per Breach &

Countermeasure (leg)

« Efficiency of Countermeasure

Systems, in:

f.

(Gl) (Eds.):

Konferenzband Sicherheit 2008, Lecture Notes in Informatics LNI 128, 2-Apr-2007, Bonn, Gesellschaft fiir Informatik, pp. 1-15.
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Drawbacks

Lack of quantified data (cost & occurence of incidents,

effectivity & cost of PET)

Lack of long-term privacy risk model (duality!)

Much "expert guessing” necessary

» Good for expert’s hourly rates
» Bad for scientific accuracy
Good for scientists:

» More research necessary
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Goal:
Return on
Privacy Investment

Instrument

Countermeasures
Catalog (PET)

Cost & Effect Lane

Start:
PET
Research &

Empirics Road
Development P

Summary

Privacy management is part of IT management
Privacy-enhancing technology is available

Some of the business implications are not well
researched
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