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Integration

methodology or analysis
security design
Input to formal
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Security−enhanced
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require: Confidentiality({account#, amount});
            Message_Authentication

c: Client bs: Bank

1: deposit(account#, amount)
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global:
name: deposit

c: Client bs: Bank

1: deposit(account#, amount)
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UML model

Security−enhanced

or analysis
security design
Input to formal

SRL−tool

SRL−tool front−end

SRL−tool back−end

Specification in
       SRL
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s: Server u: User s: Serveru: User

1: logout(session)

s: Serveru: User

1: getDocument(docID)

2: sendDocument(docID, document)

3: signDocument(document)

4: sendSignature(docID, signature)

5: storeSignature(docID, signature, timestamp)

6: updateSigningProcessStatus(docID)

7: acknowledge(docID)

c

1: login(username,password)

2: ackLogin(session)

a b
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s: Serveru: User
require: Message_Authentication;
             Confidentiality({password})

require: Message_Authentication;
             Confidentiality({session})

1: login(username,password)

2: ackLogin(session)

global:
   name: login_diag;
   epoch secured_session {
      establishment login_diag;
      termination logout_diag;
      require: Epoch_Authentication({u},s)
   }
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s: Serveru: User

require: Message_Authentication;
             Confidentiality({session})

global:
   name: logout_diag

1: logout(session)
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u: User s: Server

require:Confidentiality({signature})
require: Receipt_Nonrepudiation(u,sendSignature(docID,signature),

s,acknowledge(docID))

require:Confidentiality({document})

global:
   name: signDocument

witnin: secured_session

1: getDocument(docID)

2: sendDocument(docID,document)

3: signDocument(document)

4: sendSignature(docID,signature)

5: storeSignature(docID,signature,timestamp)

6: updateSigningProcessStatus(docID)

7: acknowledge(session)
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