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Abstract— This paper presents a comparison of a first geloarabftware quality model (OpenBRR) and a
second generation software quality model (QualG85applying them to the case of Asterisk, a FLOSS
implementation of a telephone private branch exgba®BX, VolP). Examining the trends and evolution

of software quality models and identifying diffeo®s in the approaches and assessment outcomes, the
results indicate significant progress in the depelent of open source quality models. However, |te@ps

that tool support, which characterizes the secamtation quality model, does not achieve to fallpport

the need for human interference. Therefore, fuRlL®SS quality models might call either for an even
stronger reliance on tools and the abandonmeriteohtiman factor, or for an effective integratiorbofh;

the human factor and tools support. Effectivehis tegard, means that the subjectivity alignedh\witman
interference becomes marginal. At any rate, it appéhat there is still a way to go.
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l. INTRODUCTION

As software is increasingly becoming a core asseafy business, the correct selection and evaluati
procedure for selecting business critical softwar@so gaining importance for every organizati®oftware
quality models are geared to help in this decisi@king. In the field of Free/Libre and Open Source
Software (FLOSS), the fact that the source codg@én and can be easily analysed, together witfattiehat
FLOSS project members communicate in a public mamemables the assessment of software qualityrend t
development of quality models.

This paper sets out with presenting the backgraamd context of traditional software quality models,
together with the evolution of major FLOSS qualityodels, notably differentiating first and second
generation quality models. Section Il outlines theasurement methodologies, and describes howhthey
been applied to Asterisk, a FLOSS implementatiora aélephone private branch exchange (PBX, VolP)
(http://www.asterisk.ory/ The actual results of the Asterisk measuremargspresented and compared in
section 1V, identifying advantages and disadvargagé a first generation (OpenBRR) and a second
generation (QualOSS) FLOSS quality model. Sectiomovhpares the assessment methods themselves,
where congruences and discrepancies between aaséonmiated quality assessment and the human
perception of the quality of Asterisk are investigh Finally, section VI concludes.

The questions addressed in this paper are:
1. What trends can be observed in the evolution of F8@uality models?

2. How does Asterisk perform in the two assessmentisvamat can be learned from with regard to
differences between the quality assessment of ORBrd#d QualOSS?

3.  What conclusions can be drawn with regard to traityuand future of FLOSS quality models — do
second generation models outperform first generatiodels?

Il.  BACKGROUND AND CONTEXT

A. Traditional software quality models

Quality is a very elusive concept that can be aggred from a number of perspectives. Garvin [1] [2]
have sorted out the various views of quality, thestmmportant being: (iJser view on quality: Focusing on
software that meets the users’ needs. Reliabpigyformance/efficiency, maintainability and usapilare
core issues. (iiManufacturing view on quality: Focusing on conformance to specification and riagdions
capability to produce software according to thavgafe process. Hence product quality is achieveautih
process quality. Defect count and staff effort rekv@osts are examples of relevant issues.Riigduct view
on quality: Focusing on specifying that the characteristfggroducts are defined by the characteristics (size
complexity, and test coverage) of its subparts. @mment complexity measures, design and code measure
all fall within this view.

Over the last four decades several approaches ieere made to understand and control the quality of
software products and their making. Roughly there @wvo main directions; “Quality management
approaches” and “Quality model approaches”. Witta first category of quality management, there is
Crosby’s quality management approach [3], Demirggslity management approach [4], Feigenbaum’s
approach [5] which is the TQM predecessor, and Warigis quality management approach [6]. Whereas the
guality management approaches represent a moibl#end qualitative view on quality, the qualitydels
represent a more fixed and quantitative [7] quadityicture view. At least two directions of qualityodels
exist. One direction is focusing around either peses or capability level, where quality is measune
terms of adherence to the process or capabiliggl.l&xamples of such are all the variants of ttwppetary
Capability Maturity Model [8], CMM, including CMMBE/SW, ISO/IEC 15504 [10], or ISO9000 [11].
Another direction of quality models is focusing @mnd a set of attributes/metrics used to distinbtiassess
quality by making quality a quantifiable concephege include the McCall model [12], the Boehm model
[13] [14], and the 1SO9126 product quality standds®], where ISO 1926 is based on Boehm’s and MsCal



model’s. To illustrate the structure of the latigwe of model, the McCall model can serve as amgia
McCall identified three main perspectives for cleégazing the quality attributes of a software protd

These perspectives are:
» Product revision (ability to change).

The product revision perspective identifies qudttytors that influence the ability to change tofvgare
product, these factors are:

0 Maintainability - the ability to find and fix a degt.
o0 Flexibility - the ability to make changes requisidictated by the business.
o Testability- the ability to validate the software requirements

» Product transition (adaptability to new environments).

The product transition perspective identifies gydhctors that influence the ability to adapt Huétware
to new environments:

o Portability - the ability to transfer the softwdrem one environment to another.

0 Reusability - the ease of using existing softwan@gonents in a different context.

0 Interoperability - the extent, or ease, to whictivgare components work together.
» Product operations(basic operational characteristics).

The product operations perspective identifies ¢ydlkctors that influence the extent to which the
software fulfils its specification:

o Correctness - the functionality matches the spatibn.

0 Reliability - the extent to which the system fails.

o Efficiency - system resource usage (including Céisk, memory, network).
0 Integrity - protection from unauthorized access.

0 Usability - ease of use.

Discussions around quality management approachesis/equality models indicate quality models
advantages to be that they provide objective madasity and are simpler to use. Disadvantages afityu
models are that they reduce the notion of quatitya tfew relatively simple and static attributesg dney
represent leaner and narrower perspectives ortyuali

B. First Generation FLOSS quality models

Traditional quality models ignore various aspectssoftware unique to FLOSS, most notably the
importance of community. This is not surprisingceirsome models originate several decades bacine) ti
when in the traditional software industry the foomas on firms, not considering the importance @& th
community or the interaction and dependence onidmitexpertise. Between 2003 and 2005 the first
generation of quality assessment models emergatleoRLOSS scene, drawing on traditional models but
being adapted to FLOSS. They were: (i) Open SoMairity Model, OSMM Capgemini, provided under a
non-free license. [16], (i) Open Source Maturitpd&l, OSMM Navica, provided under the Academic Free
License. (iii) Qualification and Selection of OpBaurce software, QSOS, provided by Atos Origin urnie
GNU Free Documentation License. (http://www.gsag)oand (iv) Open Business Readiness Rating,
OpenBRR, provided by Carnegie Mellon West CenteCfpen Source Investigation, sponsored by O’Reilly
CodeZoo, SpikeSource, and Intel, made availablemuadCreative Commons Attribution-NonCommercial-
ShareAlike 2.5 License (http://www.openbrr.org/).

OpenBRR and OSMM Navica are in many respects sinblat they differ in the following: “The BRR
model is more prescriptive, going into greater idlethout what tests to carry out, and assigningifipe
scores to commensurable statistics while the OSMiglvds the scoring mechanism more open to
interpretation” [18]. All models are based on a oenwork, supported by evaluation forms. The most
sophisticated tool support can be found for QSO&rev the evaluation is supported by either a sthoike
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program or a Firefox plug-in, which also enablesdiag results back to the QSOS website for others t
download. But still, the data gathering and evadmaitself is a manual work.

The status in 2010 is that none of these FLOSStyuabdels have seen a wide adoption, and none of
them can really be considered a success, despite¢hitn QSOS project shows a slow growth in popwylari
[18]. The OSMM Capgemini model has a weak publ&spnce for the open source community [16], for the
OSMM Navica model the web resource are no longeilahe, and the OpenBRR community consists of an
abandoned web site that is frequently unavaildlile.reasons for this lack of success is mixed prodably
a combination of the following: (i) The approachiesve shortcomings, (ii) the knowledge about the
approaches are not properly disseminated, (ivsticeess stories are not properly disseminated(i@nthe
business expectations of the originators of thesdats were possibly unrealistic. However, evehéf¢ are
shortcomings and lack of community support, the fBiR assessment model is still useful and inflanti
enough to explore it further [19]. There are somnecess stories available, like the Open Universitige of
OpenBRR to select a Virtual Learning Environmer@][2nd also the fact that companies like FreeQmsde
it underlines OpenBRR’s role. Further, the simpjiaf a first generation model like OpenBRR is inuely
appealing and may have some advantages compaseddod generation models.

C. Second Generation FLOSS quality models

Recently, a wave of second generation FLOSS qualdgels has emerged. They all draw on previous
methodologies, both traditional quality models adlvas the first generation FLOSS quality modelse T
main difference is more extensive tool supporto8dagyeneration quality models are (i) the QualOG8ity
model — a semi-automated methodology for the qualibdel drawing on existing tool support, explaifed
greater detail belowh(tp://www.qualoss.orgy/ (ii) the QualiPSo OpenSource Maturity Model (OYM
CMM-like model for FLOSS Www.qualipso.orgl QualiPSo OpenSource Maturity Model (OMM) “focase
on process quality and improvement, and only imdiyeon the product quality”. It is part of a largeC
project initiative developing a Quality Platformrf@pen Source Software focusing on trust and qualit
open source systems [21] [22]. The project aimsréwide supporting tools and assessment procesthtery
with the OMM, which is still under development.idta promising initiative and an interesting trehdt a
second generation quality model draws more stroaglyraditional quality models, in this case CMMeT
third second generation model is (iii) the SQO-Gfs@lity model — the Software Quality Observatory fo
Open Source Software (SQO-OSS) which is a platieith quality assessment plug-inisttp://www.sgo-
oss.el. The quality model has developed the whole assass platform from scratch, aiming at an
integrated software quality assessment platformoihprises a core tool with software quality assess
plug-ins and an assortment of Uls, including a Wétand an Eclipse plug-in [23]. The SQO-OSS is bein
maintained, but the quality model itself is not yeature, and most focus is on the development ®f th
infrastructure to enable the easy developmentug-pis.

Ill.  THE MEASUREMENTMETHODOLOGIES APPLIED ONMASTERISKV OIP SOFTWARE

A comparison of a first and a second generation F&@uality model only makes sense if both models
are applied to the same software. Asterisk is thddis most popular open source telephony projeuder
development since 1999. It is distributed undeua ticense model, available under the free softvliaense
GNU General Public License (GPL) and a proprietwftware license. The project and the community are
directed by Digium, Inc., a US ICT company spesidi in developing and manufacturing communications
hardware and telephony software. Asterisk has inane two million users and is expected to be veayume
in terms of code, documentation, testing, and issaragement. The OpenBRR and QualOSS assessment of
the quality of Asterisk form the basis for the erigail part of the paper.

A. The OpenBRR methodol ogy

A high-level view of the usage of the Open BusinBesadiness Rating (BRR) model to select the
appropriate software to fulfill certain needs cetsof the following three steps:

1. Creating a shortlist of software to be assessed.
2. Determining the relative importance of the categmend metrics.
3. Manually obtaining the data for the metrics.



Step 1 must of course be performed first, while &@nd 3 may be performed in any order. It is auah
process, and it aims to be complete, simple, atbptnd consistent. A spreadsheet template is whed
creating a BRR. The template used for the AstdBRR evaluation is an updated version provided & th
authors by Dr. Wasserman from the Center for Opaurc® Investigation at Carnegie Mellon West, who
founded the OpenBRR model in 2005, together wittuaber of high profile open source actors like linte
Corporation, Spike Source and O'Reilly Code Zooce fin change is that the new template has only 7
categories (see Table I), compared to 12 in thevetdion. The OpenBRR method uses weights to peovid
flexibility. Weights are set both on categories amdindividual metrics to ensure that a BRR careasily
adapted to the needs of different businesses [24].

First it was checked whether there were any avalBIRR's on Asterisk or other software of the same
component type. However, there was no BRR for Agltasr any other PBX available for referencing, and
the following workflow was implemented:

Step 1 - Filling out basic information(sheet 1 and 2)
Name and version of the software to be rated:
+ Asterisk v1.4.25
Names of the resources contributing to the BRR (@mment type):
« PBX (VolIP)
Usage setting:
« Mission critical use (The possible Usage SettingsMission critical use, Routine use, Internal

development and/or Independent Software VendoExperimentation. As a PBX in use is likely
business critical, Mission critical use was chosen)

Step 2 — Setting category weights

The OpenBRR analysis was applied to Asterisk varid.25. The usage setting chosen for this
evaluation was “mission critical use”. The categasights should be based on a business case, which
unfortunately was lacking when the Asterisk rativegs done. Setting category weights becomes a random
task without a business case, but the assumptismveae that Service and Support is very important f
any business considering implementation of Astesisiiny other PBX, and so that category was given a
high weight. Further, the weights were fairly eyedgistributed between the categories, except for
“Functionality” which was given a high weight asiths standard practice in most BRR's. The categori
and actual weights are listed in Table I.

TABLE |I. OPENBRR CATEGORY WEIGHTS FORASTERISKBRR

Category name Description Weight
Functionality Whether the software offers certaattires 25%
Operational Software Metrics concerning user experience, security, perémce

- - 15%
Characteristics and scalability

Metrics describing availability of professional and

Service and Support . 25%
community support
Software Technology Metrics describing technical architecture, releasge and
) i . 10%
Attributes code quality (bug statistics)
Documentation Metrics deS(_:rlblng the availability and quality of 10%
documentation
Adoption and Metrics describing the activity of the communitydan 10%
Community existence of reference installations
_Metrics for stability and quality of project drivand code 5%

Development Process .
contributors




Note that the combined weight of all metrics witleach category is 100%. As there currently are no
BRR's for other PBX's available, the weights werendy spread among the metrics.

Step 3 - Obtaining metric data

There are 27 unique metrics to provide data foc/uelkng the Functionality category. Two metrics are
used in more than one category. The OpenBRR maxs dot provide any tools for data mining so atada
must be collected manually. The data was trangfente the BRR, resulting in a score for each mdtom
1to 5, where 1 is “Unacceptable” and 5 is “Exawlle

1. Operational Software Characteristics

This category collects metrics concerning user gapee, security, performance and scalability. All
metrics pertaining to user experience are highbjesuiive and the score depends on both the stagkharh
Asterisk is installed and the experience of thesperoing the installation. In this case, it wasumed that
there were no platform limitations, and that Astercould be installed in the simplest way possithispugh
a Linux package handler or by installing AsterisRNQAsteriskNOW is the customized Operating System
that comes with Asterisk bundled. The user wasmeduto be a fairly competent system administrator
without prior experience of Asterisk. Testimonifdem Asterisk users found on the official websiteras
also used in an attempt to make the Usability scorere legitimate. Information for answering mestran
Performance and Scalability was found by combinirigrmation on the official website www.asterislgor
and the wiki on www.voip-info.org with testimonials from users. Googling for
Asterisk+peformance+benchmark also turned up same-mteresting results. The source for information
on number of critical security issues, www.secwaia, iS not an absolute authority but has been feed
that metric in BRRs of other software products.efisk developers also issue Security advisorieshen
official Asterisk web page which were included!ie traw score.

2. Service and Support

The Service and Support category contains only rivedrics; the activity on the mailing list(s) andeth
quality of professional services for the softwakebrief look at the official Asterisk web page tdlake rater
that Digium Inc. provides a variety of professiomalpport and services and that there are alsocservi
partners around the globe for customers lookingsigoport close to their own location. Estimating th
mailing list activity required some manual work.té&gsk mailing lists use Mailman. The main mailiigj is
called asterisk-users but there are several othdm lists and also an active forum. There wagasy way
to obtain mailing list statistics, so the numbernoéssages were manually counted for the 6 moshtrece
months. As the result was well over the thresholdtie highest score, - including messages frorardists
or the forum was not considered.

3. Software Technology Attributes

Information on Asterisk Architecture, including AP&and add-ons, was easily obtained from the officia
resources, webpage and wiki. Google was also usdahd extra information on the different API's tha
exist. It should be noted that it is not always ptetely clear which add-ons work with which versoof
Asterisk. The BRR authors did not install all adds¢o make sure that they worked with the Asteresision
being rated. Data for the release cycle metric@uality was found by looking through the file Chahgg in
the Asterisk 1.4.25 package and counting the nunobereleases in the past year. 1.4.x-releases were
considered minor releases, while 1.4.x.y-releass® wounted as patch releases. The Asterisk peojaag
tracker, Mantis, was used to answer the metriegeelto bugs. Exactly how some of the bug methcsiisl
be calculated and the definition of a P1/criticad)lis not entirely clear from the OpenBRR modekdeson
and Mantis is not suited for running all the neaeegsjueries. The scores for the bug metrics shivgicefore
be seen as somewhat uncertain. These metrics Htare meen left blank in the sample BRR's that are
available on www.openbrr.org.

4. Documentation
The Documentation metrics were easily answeredhasetare extensive documentation resources
available on, or from, the official website.

5. Adoption and Community

In the Adoption and Community category, the refulin the mailing list activity metric is reused. &h
number of Asterisk books on Amazon.com were folmdugh an advanced search, not the suggested power
search, which is outdated and returns no resuitguid presents a large number of reference deplaysren
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the official web pages and the metric asking féenences was easily answered. The number of umigde
contributors for Asterisk version 1.4.25 were foutidough a summary page in the package, listihgoale
contributors, some lacking commit rights and themefnot visible when looking at the list of subvens
committers.

6. Development Process

The category Development Process contains two esgtfroject Driver and the recruitment of new core
developers. The project driver is clearly Digiunt,lra single but strong corporation like MySQL. The
recruitment of new core developers is not explicilescribed, but in order to get commit access to
Subversion, one must send in a number of patchgsaaf quality, not anyone may commit code. Moghef
core developers are Digium employed, but that isreguirement. This information was found on the
webpage under the menu option Developers. All initaseems Digium and Asterisk have a good balance
between inclusiveness and the level of quality #wgyect from their developers.

Step 4 — Set metric weights

All metrics have weights associated with them. fidtal metric weight within each category is 100¢thé
BRR is to be compared to other BRR's of softwaraanents of the same type, the weights must belgxac
the same for meaningful comparison. As there werBRR's for other PBX's available and no businesg c
or customer with specific whishes available whemgahe rating, the weight was evenly spread antbag
metrics.

Step 5 — Choose a feature set and get data for Fuinmality

The Functionality category collects a set of feadithat the software product may have. What featanmre
included is up to the rater to decide, but whenmanng two products from the same software categurg
must of course choose the same set. The featurgdenStandard Functionality, in which case a pgnialt
given if the product does not contain one of teeeti features, or Extended Functionality, in widake the
product will be awarded extra points if the funottity exists, but no points will be deducted irsedhe
functionality does not exist. As per usual with @eenBRR model, weights are set on the features.

When choosing feature set for the Functionalitygaty, you would normally have a business case and
actual requirements as basis. For the Asterisk BRR,feature set and weights were chosen by two
experienced Asterisk consultants and based on tipénions of what a PBX should provide in terms of
supported codecs, protocols, hardware and fundtigri&ke GUI and conferencing. The aim was to ectl
as general a feature set as possible. Howeversitigpa feature set will always be a subjective amader
and the details of the feature set should alwayseb®Ewed when BRR's are used to select a software
product.

Step 6 — Quality Assurance

Quality assurance should always be performed oRR Before it is considered completed. Errors in the
formulas of the spreadsheet can easily be intrajugeights miscalculated, information sources edketl)
etc. Quality assurance of the actual content iddratio perform as it basically means redoing alwlork of
the original rater. The content of the Asterisk BREBs quality assured by an experienced Asterisk arse
his comments noted, if not worked into the BRR.

After setting the weights, the metric data was nadljuobtained for the 27 unique metrics. For
“Functionally” a feature set had to be chosen. Wtterosing feature set for the Functionality catggone
would normally have a business case and actualrezgents as basis. For the Asterisk BRR, the feagat
and weights were chosen by two experienced Astensisultants based on their opinions of what a PBX
should provide in terms of supported codecs, podpchardware and functionality like GUI and
conferencing. The aim was to collect as generabtufe set as possible. However, choosing a fesdtiis a
subjective effort and the details of the featutesbeuld always be reviewed when BRR's are usedlaxt a
software product.



B. The QualOSS methodology

Like OpenBRR, QualOSS provides a high level methagioto benchmark the quality of open source
software. Key criteria for the benchmarking are éwelvability and robustness of FLOSS [25]. Product
characteristics, community characteristics andwsoft process characteristics are considered tayjbailg
important for the quality of a FLOSS endeavbilihe QualOSS assessment can be applied to bothletemp
FLOSS products and components.

Overall, QualOSS assesses the quality of a FLOS8asour from a business point of view. QualOSS is
based on the assumption that FLOSS quality is iidhpending on the context in which it is used ted
purposes a company pursues with it. QualOSS therelistinguishes between usage scenarios and basine
scenarios. Regarding usage scenarios, several FlL€D88avors can be compared for the purpose of
selecting the most suited one (comparison scenarian actor in a FLOSS endeavor wants to moriier t
robustness and evolvability of his FLOSS endeauutrospection scenario) [26]. Business scenaries ar
determined by the way a company that wants to examiFLOSS endeavour and how they deal with this
endeavour. The business could fully cooperate with FLOSS endeavour (e.g. communicate with the
community and submit patches), it can exploit th®©8S endeavour (e.g. using FLOSS components but
giving no feedback to community), it can fork theQSS endeavour (i.e. creating its own independent
version of the software), it can take over the FB@&#adeavour (i.e. control and steer the developmienan
implement FLOSS components on its infrastructureit smay want to sell a service on FLOSS [26].The
scope, purpose and meaning of the results of aG@@f&lassessment vary depending on these scenaos. F
instance, a company that would like to fork a FLOS8leavour pays less attention to the community and
software processes than a company that aims dtFLf0SS collaboration.

The strong focus of the QualOSS assessment onxtal@pendence of quality assessments also becomes
manifest in considering quality issues from threfecent personal perspectives: the product manager
perspective, the project manager perspective,fdrchitect, analyst and developer perspective.

The (maximum) scope of the assessment is illustiat&igure 1, but an assessment can cover alser cov
a subset of the quality characteristics presemtéie figure.

Maintainability

Products +—H Reliability |

Availability

Work

product Documentation

Availability & Coverage |

[ Repeatibility |

—{ Size and Regeneration Adequacy |

Robustness and [ O

Evolvability of + Ji—} Interactivity & Workload Adequacy |
e Members

FLOSS Endeavour

—| Composition Adequacy |

—‘ Capability of Regs & Change Mgmt |

Software - — _
—| Capability of Release Mgmt |

|| Capability of support & Community
Mgmt

Figure 1: Structure of the QualOSS Standard Assessment

QualOSS uses the GQM, Goal Question Metrics, iregerty Basili in 1992 [28] associating GQM
templates with each of the leaf characteristicshenfigure above, which are “Maintainability”, "Sety",
"Reliability”, "Availability", "Availability and Coverage"”, "Repeatability”, "Size and Regeneration
Adequacy", "Interactivity and Workload AdequacyGdmposition Adequacy”, "Capability of Requirements
and change management”, “Capability of Release Nemant”, and "Capability of Support and Community

Management".

1 “FLOSS Endeavor is defined by 1) a set of work picid, 2) the FLOSS community creating, updatingusidg these work products, 3) the tools usedto ac
on these work products or to build or run the safenproduct, and 4) the set of development prosessecuted by the community, these processes mciues
and a division of labor accepted and followed byownity members when interacting and creating vpodducts”[25].
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When applying the GQM, goals are formulated by Hpeg the issue addressed, the
context (of validity), the view point, the qualifgcus, the object of the assessment, and the peiqiothe
assessment. The purpose of all assessment goats ievaluate the degree of risk for a leaf
characteristic, for particular viewpoint and foetkelected context. GQM decompose the overall igt@l
assessment sub-goals.

The next step of GQM is to identify a series of gjions for each assessment (sub-)goal. The combined
answer to these questions determines the degmehith an assessment goal is satisfied. For an sieses
goal on maintainability from a product manager&mpoint, the questions are:

* How is the percentages of enhancements proposajehaccepted?

* How is the rapidity with which accepted enhancemant implemented?

* How is the percentage of changes in the code betwegor releases?

* How is the percentage of changes to public integfas the code (external API) between major rekase

* How is the evolution in code volumetry between aasi releases of the code over time (in chronolbgica
order)?

In QualOSS for all viewpoints and for each leafrelateristics of the quality model in Figure 1, & sk
guestions are predefined. The next step of GQM igddtermine how to answer each question and how
answers can be combined. The GQM also suggestanbater to questions should be done using sourd dat
analysis and sound measurements. Actually, measmeesombined into risk indicators. In the QualOSS
approach, indicators are being developed to quathiE perceived risks associated to an assessmoahtFgpr
instance, a predictable behavior in a FLOSS endewailbbe perceived as less risky than unpredieabl
actions, even if such unpredictable actions mayesiones generate great outcomes.

The QualOSS assessment is a highly automated neeasoir and uses a number of measurement tools,
such as CVSAnalyh{tp://cvsanaly.tigris.org/and Bitcho Kittp://tools.libresoft.es/bichph However, a good
proportion of the measurement, especially on doctiaten, has to be done manually. The measurement
results are documented in a spreadsheet thae &dutomatically and manually.

Like with OpenBRR, the basis for defining the ugiag thresholds is experience-based rather thando
statistical analyses. This may be arbitrary to sdegree, but it also allows for adjusting thesegholds to
individual requirements. As described above, thalQ8S assessment focuses on three main dimensions t
assess the robustness and evolvability of softwaoek products, community, and software processhks.
following sections illustrate how Asterisk 1.4.2&shperformed in these dimensions, providing theltesf
the QualOSS assessment grouped by characterigtic [2

* Work Products

QualOSS differentiates three categories of worldpets-related quality aspects: product, documentati
and test. Quality characteristics at the produatllare evaluated with regard to maintainabiligijability
and security. Each of these criteria is made up obimber of detailed indicators and metrics. “Pobslu
constitutes maintainability, reliability and sedyri

0 Maintainability is a composite of 15 indicators, such as percentdginassigned issues, percentage of
comments, evolution of the number of lines of cbdénveen successive releases, average number of
patch per issue, measures of cyclometric compleaitd efferent coupling, and the like. The
assessment results indicate that the Asterisk @d®mplex, changes extensively, and features a
relatively low amount of comments. However, couglis low, and issues are fixed very quickly.
Metrics related to issue/enhancement managemeltt notibe extracted reliably from the bug tracker.
The system used Mantis, which does not supporteiimction of the required information in an
automatic way. Therefore, issue/enhancement infitomavas extracted manually, which took a
reasonable amount of time and effort because tivere not many instances to look at manually.
Overall, the QualOSS assessment concludes, fromasadss point of view, that Asterisk 1.4.26
constitutes a medium risk with regard to maintailitsto

o Rdiability is composed of measures for stability evolutidme importance of corrections, and
violations of code conventions. It turned out tte amount of issues in Asterisk is very high. ile
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the risk assessment seems to indicate a smalfraska business point of view, but it must be taken
into account that the QualOSS assessment of h@lyalemained fragmentary due to lack of
information and limited applicability of tools. Me&is related to issue accounting and its evolution
were problematic, because the bug tracker doesardain information for versions older than 1.4.
Therefore, the evolution needed to be addresseatht®es corresponding to the day of the release. For
the evolution of minor releases (1.4.26, 1.4.26.4,26.2, 1.4.26.3) this did not make sense so they
were not measured. The amount of issues in Astasiskery high. Another restriction on the
application of the QualOSS tools were provided #@yglage issues. There is no tool that allows
measuring violations of code conventions when tideds written in C, which is the case for Asterisk
so these metrics and indicators are not available.

o0 Security is composed of 9 indicators, all related to estiie the National Vulnerabilities Database.
Asterisk is a kind of software typically sensititee security threats. Measurements of vulneralslitie
until the end of 2008 were computed automaticallpwnloading the NVD XML file), and those for
the 1.4.26 version (which was released in July 2@8e searched using the interactive search tool.
There are not too many occurrences of securitegsduwowever the number of severe ones is relatively
high and increasing over time. Overall, from a bass point of view QualOSS constitutes a small risk
from the point of view of security.

Altogether, these three aspects form pheduct related quality and risk aspects of Asterisk 1.4.26 for
businesses. In total, Asterisk as a product cassitonly a small risk for businesses.

o Documentation consists of six indicators, related to the typeavailable documentation (e.g. manuals)
and the information that is provided by these daents 1 Documentation indicators are the only
QualOSS assessment indicators that use weightsan#lgsis turned out that many documentation
types are present (the more prominent exceptioastlz requirement, design and maintenance
documents), but the level of detail and formalisnthie documentation is low. There is a large amount
of knowledge embedded in mailing lists and in theedopers themselves. Therefore, the overall result
of the assessment of documentation is that it ¢atest a medium risk for businesses.

o Tests is composed of 8 indicators, such as test repaatiiability, unit and systems test coverage
adequacy, ease of testing or likelihood of futwst reports. The QualOSS assessment showed that
testing procedures are not formally defined and &sterisk relies extensively on human test effort,
with few automated testing. Apparently, this FLOS®leavour expects its community to act as testers.
Overall, with regard to tests, Asterisk 1.4.26 ¢ouies a high risk for business.

Overall, the QualOSS assessment shows that AstedsR6 constitutes a medium risk for businesses at
the level of thevork product.

* Community Members

Quality characteristics at the level of communitgmbers are composed of three indicators, size &
regeneration adequacy, interactivity & workload@decy, and composition adequacy. For technicabregs
the QualOSS assessment could cover only theitsof these indicators. The composite evaluatiothese
two indicators, which consists of factors such s eévolution of community members that report bogs
contribute code or other things to the endeavdug, évolution of core contributors, the longevity of
committers, the evolution of number of commitsjines per committer. Tha QualOSS assessment oé thes
indicators has revealed that the Asterisk communityery large and more or less stable, with pedpiaeg
very local changes. Asterisk is a mature endearat,software processes are rather well establigixegpt
for the testing (which relies strongly on manuatiteg). Overallsize & regeneration adegquacy constitutes a
negligible risk for business, whereasteractivity & workload adequacy constitutes a medium risk.
Consequently, theommunity members-related quality of Asterisk 1.4.26 constitutesraal risk.

+ Software Processes

Quality characteristics related to software proessare thecapability of requirements and change
management and the capability of release management, the capability of support and community
management had to be excluded from the assessment for temhr@asons. The composite result of the two
testable characteristics, which are largely comgasfeindicators related to review maturity and eswvi
adequacy but also aspects of committer promotiodicates that Asterisk 1.4.26 constitutes a smsil r
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regarding thecapability of requirements and change management but a medium risk regarding tleapability
of release management. Altogether, these results denote that, at thel lefsoftware processes, the quality of
Asterisk 1.4.26 constitutes a small risk for busges.

IV. PRESENTING ANDCOMPARING THEMEASUREMENTRESULTS

A. OpenBRR measurement results

An overview of the OpenBRR assessment resultsowslhin the table below. The score for each metrics
range from 1 to 5, where 1 is “Unacceptable” amsl‘Excellent”.

TABLE II. OPENBRR RESULTS

(sub-)category Metric Score
Functionality N/A 3
Operational Software Characteristics
Usability End user Ul experience 3
Time for setup pre-requisite for installing op@uisce software 5
Time for vanilla installation/configuration 4
Number of security vulnerabilities in the last 6 ntits that are moderatly
to extremely critical
Number of security vulnerabilities still open (@phed) 5
Is there dedicated information (web page, wiki) &r security? 5
Performance Performance Testing and Benchmark Repeailable 3
Performance Tuning & Configuration 5
Scalability Reference deployment 5
Designed for scalability 5
Service and support
Average volume of general mailing list in the l&shonths 5
Quiality of professional support 5
Software Technology Attributes

Architecture Are there any 3rd party Plug-ins
Public API / External Service
Enable/disable features through configurations 5
Quality # of minor releases in past 12 months 1
# of point/patch releases in past 12 months 3
# of open bugs for the last 6 months 4
# of bugs fixed in last 6 months (compared to #ujs opened) 5
# of P1/critical bugs opened 2
Average bug age for P1 in last 6 months 1

Security

Documentation

Existence of various documents

User contribution framework

Adoption and Community

How many books does amazon.com give for Power Segrtery:
“subject:computer and title: component name”

Reference deployment 5
Community Average volume of general mailing listle last 6 months 5
Number of unigue code contributors in the lastdhths 4
Development process
Project Driver 4
Difficulty to enter the core developer team 5

o

Adoption
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The rating for Asterisk 1.4.25 was completed on N4y} 2009 and the final score was 4.24. Including
quality assurance, approximately 12 hours weretspenompleting this BRR.

B. Qual OSS measurement results

As illustrated in Table lll, the composite resufttbe QualOSS quality and risk assessment denotes
Asterisk 1.4.26 as a medium risk for business.

TABLE Ill. RISK ASSESSMENTT REE FORASTERISK1.4.26

Maintainability AVG 1.596
Reliability AVG 2.1

Product

AN Security AVG 2.682
UHELS raeLE Documentation
AVG 1.32 AVG 1.333 Availability AVG 1.333

Robustness and
Evolvability of Test AVG 0.5
the Endeavour

Test Availability and Coverage AVG 0.5
Test Repeatability AVG 0.5

AVG 1.873 Community Size and Regeneration Adequacy AVG 3
members Interactivity and Workload Adequacy AVG
AVG 2.282 1.563
Software Capability of requirements and change
processes management AVG 2.333
AVG 2.017 Capability of release management AVG 1.7

Legend

High risk Medium risk Small risk Negligible risk
[0.1] [1.2] [2,3[ [3.4]

C. Discussion of Results

Discussing the results one should look for consetein findings and results, whenever the two
approaches provide measurements of comparablésenflifferences in coverage should be discussedd an
one should try to explain inconsistencies if thes present. Finally, one should also try to go belythe
measured results whenever necessary and if adalitidiormation is available.

Qualoss and OpenBRR both cover different views wdlity, (i) the product view on quality, (ii) the
manufacturing, or process, view on quality, and abssome smaller extent (iii) the user view onliguaBut
the differences in the two approaches are obvidlsie OpenBRR is performed manually, having only a
spreadsheet for registration of results and cdiomlaof scores, the QualOSS model relies on more
automation using software tool support to captata @n the Internet. But QualOSS also have to aaly
manual labour whenever proper tools are not availas it was the case for some of the measurements
the Asterisk example. There is also a differencth@éoutput of the two quality assessment modelsiléeV
OpenBRR outputs a score, QualOSS also outputs inelightions.

A general weakness in both assessments is theolafke-tuned real-world business contexts when
performing the assessments. This is not say tkaaskessments were unrealistic, and some of theaes
had deep knowledge in the technology to be asse&ddsome assumptions had to be made by the
evaluators, and the level of contextual detail ddwdve been more fine-grained. In the case of OR&)Bt
is assumed by the model that there is a real ne@dpecific business case as basis for the ratirgswer
guestions like: Who is the customer? What are éigieeds? What is the level of technical knowlenfgbe
customer? What is the available or preferred techmlatform to run the software on? Without thewaers
to these questions, the final score becomes todmyroduct of the opinions and assumptions ofdless,
especially obvious when choosing functionality sefaluating the user experience, and of coursmgezt
the weights for relative importance. The QualOS&ssment did choose to tune the evaluation towheds
needs of a company making business of Asteriskcgrto end user organizations. But context graityla
and fine tuning prior to the assessment could ladéshigher in this case.
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Another challenge and potential problem when waykivith measurements and metrics is to define the
difference between a good result, a bad result,aandutral result. In the case of metrics relatecklease
cycles in “Software Technology Attributes: Quality? OpenBRR, they might be too rigid in the view of
preferable release cycles. The same applies toG@&l when it comes to e.g. reporting of bugs and
vulnerabilities. A trend indicating a rise in bugwulnerability reporting has several potentiaknpretations,
and all of them are not necessarily negative. Asitdras experienced extreme growth in number ofsube
last couple of years. As a consequence, more amality options have been explored and more hidden
errors are found. This is one viable explanationch@llenge for assessment models like QualOSS and
OpenBRR is not to punish more complex systems gsi@ms with a large user community. Large projects
with active communities will probably get many bargd vulnerability reports while a small projecthwvitery
few users may get close to nothing. This doesmany way mean that the smaller project is morénless
ready or mature. The assessment results on bugunerability reporting should be calibrated agathe
size of the user community, not only the develag@nmunity. A rising trend in reporting might indieaa
rise in users, which is not necessary bad.

Both assessment approaches reacted on the highenwhiminor releases and patches of the Asterisk
1.4.x product line. Quite a high number of thesaanireleases and patches are produced to solvetgecu
issues based on reported vulnerabilities. This maken general more difficult to maintain a rungin
Asterisk system from the perspective of a usermpgdion and its system administrator. Both Qual@8&
OpenBRR produce negative scores here as one cxpddte but from the perspective of an Asterisk esyst
administrator, the practical implications might et that dramatic or time consuming. Apart from ¢bee
call processing functionality, which is establighirmaintaining, and ending connections, there aa@ym
options that can either be turned on or off at ateAsk application. Therefore, each vulnerabditigrt has to
be validated against the functionality of the rungnsystem to identify the need for maintenance.

Regarding documentation, OpenBRR gave a good sebite QualOSS gave credit for documentation,
but asked for more detailed design and system dentation to be satisfied. Taking a closer lookhag t
finding, it is not possible to e.g. find a diagraatio presentation of e.g. the core functionalityAsterisk.
No design documentation is found either at leastfoo Asterisk 1.4. In the case of Asterisk 1.6irm®
reference documentation for Asterisk version 166i%. availablé, but the quality of this has not been
analysed any further here.

The most critical output of the QualOSS assessmvastthe lack of a holistic and structured testmegi
This seems to be right at the time of the assedsiméfovember 2009, but there is also a risk tluabe of
the test results have either not been found or havdeen made public. The latter may be true feeteof
interoperability tests between Asterisk and e.lgeoSIP based device§here is also a gathering called The
SIPit, or Session Initiation Protocol InteroperdypilTest, that is a week-long event where variolB S
implementations are assembled to ensure they waglkther. There is also confidentiality regarding
interoperability test results from this event. Reljag performance testing some information is a@dd, e.g.
from third parties, but the information is not endare. About two months after the QualOSS evaluatias
performed Digium announcéihcreased focus on an Asterisk test framework isting of the following
components:

» Peer reviews
* Unit testing,
o0 Through a new API in Asterisk trunk for writing titeésts within the code.
* An external test suite
0 Is about to be created
» Regression testing in combination with continucodecintegration
o Using Bamboo

2 http://www.asterisk.org/docs
% This according to a person close to the core developnamt te
4 http://lists.digium.com/pipermail/asterisk-dev/2010-Feby(@%2387.html
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This is a clear indication that QualOSS did idgnsbmething that was really missing at the timehef
assessment.

As explained in the background section, the repofdpenBRR activities are low and community is
inactive. This is unfortunate since it seem to besaful tool with small resource requirements. deds
general knowledge about where to find informationtlee Internet combined with deep domain knowledge
on the part covering functionality.

OpenBRR should ideally have an active community #arks with the models and legitimizes it. The

risk of basing the whole assessment on manual wsaifkat critical information can be missed. Thigiso

the case for QualOSS, especially in the cases wieseliitable tools are present. Then the optioainer

to perform the assessment on a manual basis ar thedassessment without full coverage of topiasceS
the metrics and measurements are more complexa@h&@penBRR the last option might sometimes be the
right one. Whenever the tool support is workingistended the QualOSS is a source of more insight
compared to a method like OpenBRR, as illustratesome of the results presented in this article ti@gn
risky side of QualOSS is the pre-determined dedinibf what is a good trend or score and what ts no

V. COMPARING THEASSESMENTMETHODS

Generally, advantages of quality models are they firovide objective measurability and are simpder
use than more qualitative approaches. Disadvant#ggsality models include a reduced notion of gudb
a few relatively simple and static attributes, vehitrey represent leaner and narrower perspectivgsality.
These arguments also apply to OpenBRR and Qual@®&t characterizes QualOSS, as the current most
powerful representative of a second generation FRQfbiality model, as compared to OpenBRR,
representing the first generation of FLOSS qualitdels?

QualOSS and OpenBRR both cover several differeawwiof quality, (i) the product view on quality) (i
the manufacturing, or process view on quality, alst to some smaller extent (iii) the user viewqoality.
Similarities and differences between the two apghiea are discussed below.

Both OpenBRR and QualOSS are defining their cordext assessment scope based on business cases
and the need of organizations wanting to assessSBL&bftware. In QualOSS interviews happened before
and after the QualOSS assessment in order ensatréhth assessment methodology captured the relevant
items, and to check if the results of the highlyoamated QualOSS assessment are good and undeldeanda
enough to convince people with expertise knowleafgbe FLOSS endeavours under scrutiny.

When the scope is defined, QualOSS has a largef peedefined metrics and indicators based on GQM,
the Goal Question Metrics approach. OpenBRR hasuehnsmaller metrics set, containing 27 different
metrics, which are predefined like for QualOSS. Idwer, flexibility arises in OpenBRR when definirget
feature set for the Functionality category, botltlimosing the actual features (whether to incliment as
standard or extra), and setting their importanc®)(1This involves human experts into the OpenBRR
process, and this type of interaction is not pregethe QualOSS assessment, where detailed mégrigs
involving coding standards) are defined (at leassbme programming languages).

OpenBRR defines seven quality characteristics (el the first version), each having a mostly ueiq
metrics set, except for two metrics that are usedet (“Average number of messages on mailing kst
“Reference deployments”). In QualOSS the metriesrapresenting various indicators for each of thedity
characteristic leaf nodes like e.g., “Maintainadili these are then further grouped into one of “‘Werk
Products”, “Community”, and “Software Process” supategories, leading into the top node, “Robustnes
and Evolvability of the Endeavour”.

While The QualOSS assessment is a highly autormagasurement and uses a number of measurement
tools, OpenBRR is based solely on the skill of¢kaluators. There is also a difference in the dudpdihe
two quality assessment models: while OpenBRR ostpuscore, QualOSS also outputs trend indications
(e.g. evolution of the number of lines of code eHwreleases).

Related to the controversy of manual versus autnateasuring, another difference between the first
and the second generation quality model is strik@genBRR only allows assessment of a limited et o
guality characteristics, and the use and populafityhe methodology shows a significant declinealQ$S,
in contrast, involves hundreds of quality metriaad is designed to capture even more in futureasete
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Time will show if QualOSS will succeed where thestiigeneration models did not. The growth of a
community around the assessment method itself seebesa critical point.

VI. CONCLUSIONS

What can be concluded from the evolution of quatitydels and the observed differences between the
two quality models with regard to requirements fridme advancement of FLOSS quality models? Does
QualOSSs, as a second generation quality modeledotm a first generation quality model like OperfBR
or do both quality models complement each other?

The key trend in the evolution of FLOSS quality ralsds the movement from manual and descriptive to
more automated and analytical models, and fronmtr@vement of a few metrics to hundreds of metrics

The question whether or not the second generatimiitgg model can outperform the first generation
model can only be answered with ambiguity. Bothliguanodels have different strengths and weaknesses
OpenBRR has its strengths with regard to the cémdresiness case and the direct involvement ofragpe
knowledge in the interpretation of the assessnemtlts. The weaknesses of OpenBRR are that thisagp
makes it vulnerable to subjective biases, and thatrelatively limited number of metrics that caa b
examined increases the likelihood of missing imgarguality issues.

The strengths of QualOSS are surely its relativeependence from direct individual influence on the
measurement process and results and the huge nwibwestrics that is captured by the assessmens Thi
feature makes it relatively unlikely that the Qu&®quality model misses important aspects of quals
the above discussion of the QualOSS results wilrceto testing illustrates. Its key weakness te@ain
degree of opaqueness due to its complexity aetred bf the detailed measures it is based upon.

Whenever the tool support is working as intendee,QualOSS is a source of more insight compared to
method like OpenBRR, as illustrated in some of ndgults presented in this article. On the riskye sid
QualOSS is the pre-determined definition of what good trend or score constitutes.

Overall, it appears that human expertise, espgdiabwledge of context conditions and development
trends with a FLOSS endeavour, is decisive foruthability of both quality models. OpenBRR reliestbis
input by design. QualOSS tried to largely eliminateeh direct input on the measurement process but,
occasionally, seems to rely on it when tools areawvailable or when the results of the assessmest be
interpreted. This is at least implied when the uéston above of possible different causes and mgaraf
increasing bugs and patches is considered.

Tht quality is a feature that is extremely hardrteasure holds both for first generation FLOSS guali
models as well as for second generation FLOSS tguaibdels. Nevertheless, it appears that there is
significant progress between the first generatioth the second generation FLOSS quality model. Hewev
it cannot be concluded that the first generationdef® with their relatively simplistic approach is
outperformed by the second generation quality nsodgdill, human expertise, which is considered ¢oab
weakness of first generation models, is significamtsecuring the reliability and validity of assegent
results of second generation models.

Future FLOSS quality models therefore call eitlugran even stronger reliance on tools support, @der
the predetermination of the results as good, badgeatral must be minimized; or for an integratanthe
human factor and further efforts to minimize théjeativity that is incorporated by doing so. Asdoas this
has not been achieved, there is a need for bolitygoeodels because they complement each otherttayd
can in principle co-exist in the market. Therefo@penBRR should ideally have an active community
working with the models and legitimizing it. Unfartately, the reported OpenBRR activities are loa e
community inactive. This is disappointing as itreseto be potentially a useful tool with small ressu
requirements. Similarly, the community support@uralOSS has still not reached its full potential] ¢here
is scope to further develop this methodology. Twik show if an active community will grow around
QualOSS or be regenerated around OpenBRR, or thanquality model will appear. It is at in any eas
clear that there is a real need for sound qualdyeis in the market, helping actors make theirgiecs.
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