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Work Package 2.3 of SAMPOS identified threats for Wireless Patient Monitoring Systems

Can the ISO 21000 standard (MPEG-21) provide a framework for countermeasures against these threats?

Wireless Patient Monitoring Systems

(Intensive) Care e are used in hospitals
e are used in home care and nursing homes
~1\‘ * are used in emergencies (accidents)
* may use public networks
* may use narrow communication
 may use Biomedical Sensor Networks

Examples of Threats

 Fake components

» Destroyed / malfunctioning components
 Lost/ stolen components

» Software errors

|  Misuse of emergency access

Home Situation e « Denial of service attacks

« Compromised / fake communication
 Eavesdropping

Patient with
Biomedical Sensor Network

Scenarios of Biomedical Sensor Networks for Patient Monitoring

Biomedical Sensor Networks

consist of many communicating sensor nodes o ’ \ A Sationt data B e
®

collector

Sensor Nodes contain Bl
« Sensor for biomedical signals J 1 G
« MCU (Processor + Memory) Patient
 Radio (transmitter, receiver) C
ID data
Sensor Nodes have limited capabilities mapper
due to size, cost, memory, battery lifetime, etc. a
Attacks to Biomedical Sensor Networks
* Eavesd ropping i Patient data 3 Central
* |njecting of messages consumer system
* Replay/change of messages Medical staff ) = Patient data forwarder

» Control traffic attacks
. Routing attacks Extended Generic Security Model

e DoS attacks
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Mobile patien tm t oring systems use bi md al s networks, and c mmuncation
to hand-held devices which communicate over wir 1 hrmlmthth dtb
hospitals. Des p t many advantages, their use could c mprom e pat ty p
privacy, and a lblty of health c ytm W identified threats f 1 dp
mobile patient monitor gytmb sed o rity architecture dev lpd pre

Patlent data "Il)"h]tt: at assessment is perfo mdwth regard to the security objec dentia lty
collector Sgen

Sensors

H-

i—hf-!-

onfi
privacy, i tgty vailability, an pdt n. The dlyg ty rchi
based on a generic ytmmdl sisting of ¢ mp dhnnl This g eric
system model is adapted to rios using wireless communication based on public
networks, sho t g twk dml s biomedic 1 twk

We focused on the commu t n level, where wireles cation is based o

broadca t principles, and h annot be tru t d wth t t t h 1 measures.
Threats on other 1 els mld cmpm dorfk compon t destroyed,
malfunctio g lost or stolen compon software errors, misuse of emergency access,

Deployme nt d ial f vice tt cks, co mP omis d or fake communication infrastructure, and
esdroppi g

Threat Identi f cat o n for Bi omed cal Se nsor Networks
Ab ome d 1 network consists of s lse nodes. These measure biomedical

Infrastructural, administrative, fhf“ Bdindmfth il o ik oromovy s hov e

pblt d to ost, memory, a dbttrylftm t1nt Th f rce
intensive lg thm ‘ca nnt be used, urity capa blt s might be limited, and

and technical measures communicaton patims migh b estriced

Since biome d al se networks u reles ommumcation, an adversary can, without
additional measures being in place, eavesdrop on traffic, ] t ew messages, eplay or

" " " " change previous messages. Threats are categorized into the node level, th outing
¢ M Od e I I d e ntlty, a u t h e n tl Catl O n y level, and the forwarding level. A variety of attacks mentio d th literatur pply
Nt that thre t tth sensor node lev lcldpttllyhmpt t(g,

erheating of a node).

rOIGS, and assets Threat Assessme t in the Deploymen tofB omedical Sensor Networks

Identification of thre tldtthdft of security requir mtfthdplymt
fpttmtgytm dpfllytbmdl networks. Thes

» Bluelight functionality for emergencies TR e td:Thhn“f‘ e haabea
measu wllb ppl dt the differ tmd al s thtw l s Mo t g

« Use MPEG-21 Multimedia Standard ﬁi H;C?l m - Cunnly e lzfi e ﬁb% i et e e ofthe MIEG 21
Biomedical Sensor Networks in the Hospital Infrastructure (ISO 21000) for end-to-end security R ————
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